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A B S T R A C T

The Internet of Things (IoT) significantly impacts various industries, enabling better connectivity and real-time 
data exchange for applications ranging from smart cities to healthcare. Integrating cloud, fog, and edge 
computing is essential for managing increased data and processing needs as IoT networks become complex. 
Cloud computing provides extensive storage and powerful computing capabilities but can experience delays due 
to the distance data must travel. Fog computing addresses these delays by processing data closer to its source, 
while edge computing reduces them even further by processing data directly on IoT devices. Effective man
agement of these computing layers requires strategic task offloading, which involves moving tasks to the most 
appropriate computing layer to balance latency, energy consumption, and operational efficiency. Several stra
tegies have been developed to optimize network communication and task offloading, with metaheuristic algo
rithms emerging as promising approaches. Inspired by natural processes, these algorithms are skilled at searching 
complex spaces to find near-optimal solutions for efficient and dynamic task offloading. This review provides a 
detailed analysis of how metaheuristic algorithms optimize task offloading. It evaluates their effectiveness in 
improving system performance, managing resources, and reducing costs. The review also identifies the current 
challenges in this area and suggests future research directions to advance this field.

1. Introduction

The IoT is transforming many industries by improving how they 
connect and share data [1]. IoT is used in various areas like the Internet 
of Vehicles (IoV), Industrial Internet of Things (IIoT), healthcare, smart 
farming, smart cities, home automation, and environmental monitoring 
[2]. These sectors use IoT to make their operations more efficient, help 
with decision-making, and manage their operations in real time [3]. 

However, as IoT networks expand, they face significant data volume, 
processing needs, and latency challenges, necessitating advanced 
computing solutions [4]. To address these challenges, integration with 
cloud computing offers vast storage capacities and powerful processing 
capabilities, enabling extensive data analysis and management [5]. 
Meanwhile, fog computing brings cloud computing capabilities closer to 
the IoT devices at the network edge, facilitating faster response times 
and improved connectivity in environments with limited bandwidth [6]. 
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Moreover, edge computing and Mobile Edge Computing (MEC) push 
data processing directly onto devices where data is generated, mini
mizing latency even more and allowing for real-time data processing, 
which is crucial for applications requiring immediate responses, such as 
autonomous vehicles and industrial automation systems [7,8]. Each 
computing layer contributes uniquely, ensuring IoT systems are more 
responsive, efficient, and tailored to specific industry needs.

Integrating IoT with cloud, fog, and edge computing introduces its 
own set of challenges, including issues with energy consumption, la
tency, and operational costs [9]. Cloud computing, while powerful, 
often results in higher latency due to the physical distance data must 
travel, which can be problematic for time-sensitive applications [10]. 
Additionally, the cost of data transmission and the energy required to 
operate cloud data centers are significant [11]. Conversely, fog 
computing reduces latency by processing data closer to the source but 
still faces challenges managing the energy use of numerous local nodes 
scattered across the network [12]. Edge computing offers the lowest 
latency by processing data directly on IoT devices. Yet, it may involve 
increased costs and energy demands due to the need for more sophisti
cated hardware at each node [13]. Offloading strategies are employed to 
optimize these computing paradigms [14]. Offloading involves trans
ferring tasks to the most appropriate computing layer, whether cloud, 
fog, or edge, based on processing needs, energy efficiency, and 

cost-effectiveness, enhancing overall system performance and sustain
ability [15]. The research community has developed many methods to 
optimize offloading in IoT systems, including several machine-learning 
techniques. One such method treats task offloading as a 
parallel-machine scheduling issue, which helps distribute computing 
loads efficiently across edge servers. This approach is particularly 
beneficial for mobile crowdsensing services, split into opportunistic and 
participatory types. Efficient offloading improves data processing at the 
edge, reducing latency and server load and boosting system respon
siveness. mobile crowd sensing, for example, uses mobility prediction to 
allocate tasks intelligently, keeping workers on their usual routes while 
minimizing data congestion and processing demands on central servers. 
Similarly, UAV-assisted data collection in areas affected by disasters also 
employs offloading strategies. Offloading computational tasks to edge 
nodes allows UAVs to reduce their computational burden, extend their 
operational time, and concentrate on gathering critical data [16–19]. 
Particularly noteworthy is the application of metaheuristic algorithms, 
which have significantly improved offloading efficiencies. The novelty 
of our study lies in its thorough and systematic examination of meta
heuristic algorithms for task offloading problems across cloud, fog, and 
edge computing networks. This subject has not been explored in existing 
literature. Our research critically evaluates various metaheuristic stra
tegies and analyzes their application and effectiveness in diverse settings

Fig. 1. Edge/Fog/Cloud offloading architecture in IoT and Vehicular networks.

A.M. Rahmani et al.                                                                                                                                                                                                                           Sustainable Computing: Informatics and Systems 45 (2025) 101080 

2 



[20]. Our review highlights the strengths and limitations of these 
methods and explores their scalability and implementation challenges. 
This provides valuable insights into each method’s practical utility and 
effectiveness, bridging a significant gap in current research. Addition
ally, our work proposes directions for future research that could improve 
the efficiency, scalability, and adaptability of offloading proc
esses—essential for advancing distributed computing technologies. We 
also perform a cross-domain assessment, considering key aspects like 
security, energy efficiency, cost-effectiveness, and adaptability. This 
enhances our understanding of optimizing these algorithms to meet the 
needs of next-generation networks. Thus, our study not only fills a sig
nificant research gap by examining offloading through the lens of met
aheuristics but also helps future inquiries, marking a significant 
advancement in the study of computational offloading strategies. Fig. 1
depicts the hierarchical structure of computing layers in urban and 
vehicular networks, showcasing data flow between edge, fog, and cloud 
layers for task offloading.

Although DRL algorithms are widely used for optimizing offloading 
in edge computing, as cited as [21–25], metaheuristics provide versatile 
solutions for addressing complex optimization challenges in dynamic 
environments. Metaheuristic algorithms are advanced computational 
techniques designed to solve complex optimization problems that are 
otherwise too challenging for traditional methods. These algorithms are 
inspired by natural phenomena and behaviors [26]. By exploring a 
broad search space, metaheuristics efficiently find near-optimal solu
tions to intricate issues, making them ideal for dynamically optimizing 
where and how tasks are offloaded in cloud, fog, and edge computing 
environments [27]. Their flexibility and robustness allow for effective 
adaptation to changing network conditions and varying system de
mands, enhancing performance and resource utilization. Table 1 in
cludes the existing abbreviations in this study.

1.1. Scope of the study

This study evaluates and compares various metaheuristic algorithms 
to optimize task offloading in IoT environments incorporating cloud, 
fog, and edge computing. As more IoT devices come into use, they put 
more pressure on network resources, making it vital to process data 
efficiently. Metaheuristic algorithms are promising because they help 
manage resources better and improve how tasks are offloaded between 

cloud, fog, and edge computing. This study explores these algorithms 
further, hoping to find new ways to make IoT systems more sustainable 
and perform better. By doing this, we could help shape future technol
ogy and how it is implemented in the fast-changing world of IoT.

1.2. Motivation of the study

This study is motivated by the urgent need to handle increasing data 
demands in IoT systems effectively. To our knowledge, no comprehen
sive review study focuses explicitly on optimizing task offloading with 
metaheuristic algorithms. This study aims to fill this gap by systemati
cally analyzing the effectiveness of various metaheuristic strategies in 
this field. We explored how these algorithms enhance system perfor
mance by reducing latency, decreasing energy consumption, and man
aging the costs associated with data processing. We covered a detailed 
review of the existing literature, identifying strengths and limitations of 
current approaches and suggesting directions for future research to 
improve offloading efficiencies in distributed computing contexts.

1.3. Contributions of the study

This review comprehensively examines the landscape and inherent 
challenges of offloading strategies employing metaheuristic algorithms. 
The key contributions of this study are summarized below: 

• It identifies metaheuristic algorithms that are particularly effective 
at improving scalability and adaptability for task offloading across 
fog, edge, and cloud computing environments.

• The study comprehensively analyzes the complexities and security 
risks of using metaheuristic algorithms in task offloading.

• It evaluates which metaheuristic algorithms offer the best cost- 
efficiency and energy savings in various offloading scenarios. Addi
tionally, it examines how different metaheuristic algorithms help 
reduce latency and improve service quality in task offloading.

• This research explores the practical feasibility of implementing 
metaheuristic algorithms across different technological settings, 
providing insight into the challenges and potential solutions.

• It highlights this field’s challenges and limitations and suggests 
future research directions for using metaheuristic algorithms to 
optimize offloading tasks.

The structure of this paper is organized as follows: Section 2 outlines 
the methods used for collecting and analyzing important literature 
related to offloading strategies that utilize metaheuristic algorithms. 
Section 3 presents details on the essential characteristics of the studies 
reviewed. Section 4 critically examines and discusses cutting-edge 
research, emphasizing recent innovations and techniques in the field. 
Section 5 addresses the research questions by analyzing the gathered 
studies. Section 6 explores the significant challenges that currently 
hinder advancements in these systems. The paper concludes with Sec
tion 7, summarizing the main findings, acknowledging the limitations of 
current methods, and suggesting future research opportunities that aim 
to overcome these obstacles and enhance system performance.

2. Methodology

The method used for this systematic review is based on the meth
odology developed by Kitchenham and Charters [28], which has three 
main phases: Planning, Conducting, and Reporting. Each phase com
prises several detailed activities, as shown in Fig. 1. During the planning 
phase, a critical step involves defining the research questions that set the 
review’s objectives and establishing a review protocol. The protocol is 
organized into six crucial stages: (1) identifying the research questions, 
(2) formulating the search strategy, (3) defining the selection criteria, 
(4) devising methods for quality assessment, (5) outlining techniques for 
data extraction, and (6) selecting methods for data synthesis. These 

Table 1 
Applied abbreviations.

Abbreviation Description

IoT Internet of Things
IoV Internet of Vehicles
IIoT Industrial Internet of Things
GA Genetic Algorithm
PSO Particle Swarm Optimization
ACO Ant Colony Optimization
SA Simulated Annealing
CS Cuckoo Search
GWO Grey Wolf Optimizer
WOA Whale Optimization Algorithm
BA Bee Algorithm
HHO Harris Hawks Optimization
MFO Moth-Flame Optimization
EGA Evolutionary Genetic Algorithm
GOA Genetic Optimization Algorithm
MDs Mobile Devices
VANET Vehicular Ad Hoc Network
UAV Uncrewed Aerial Vehicle
QoS Quality of Service
DRL Deep Reinforcement Learning
MEC Mobile Edge Computing
LEO Low Earth Orbit
SMDs Smart Mobile Devices
Deep Q Network DQN
User Equipment UE
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stages are further detailed in Fig. 2. Additional information on each 
component of the review protocol will be discussed in the subsequent 
subsections.

2.1. Research questions

In our study, we initially set out the research questions this review 
article aims to address. These questions are the foundation of our 
investigation, directing the choice of literature and informing the 

analysis. The questions we intend to explore include: 

• RQ1: Which metaheuristic algorithms enhance scalability and 
adaptability in offloading tasks across fog, edge, and cloud 
computing environments?

• RQ2: What complexities and security risks have been reported using 
metaheuristic algorithms in computational offloading 
implementations?

Fig. 2. Review process.
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• RQ3: Which metaheuristic algorithms are recognized as the most 
cost-effective and energy-efficient for offloading across various 
environments?

• RQ4: Which metaheuristic algorithms contribute to improved la
tency and quality of service in offloading tasks for different systems?

• RQ5: How feasible is the implementation of metaheuristic algo
rithms for computational offloading in diverse technological 
environments?

2.2. Review process

A systematic review aims to gather many primary studies that 
respond to defined research questions using a fair and unbiased search 
strategy. This process includes creating search terms and choosing da
tabases to source applicable articles. In the study selection phase, arti
cles are screened and reduced based on specific inclusion and exclusion 
criteria. This step is succeeded by an in-depth review of the complete 
texts and the implementation of quality assessment measures to narrow 
down the choices further. Finally, the relevant articles are thoroughly 
analyzed and synthesized to deliver detailed responses to the research 
questions and to summarize the essential findings. To achieve this 
objective, we carried out a literature search on Google Scholar to find 
review papers and survey articles that focus on offloading strategies 
using metaheuristic algorithms. We refined our search using the 
following keywords: 

• Offloading strategies AND Metaheuristic algorithms Review
• Offloading strategies AND Metaheuristic algorithms Survey
• Offloading AND Metaheuristic Review
• Offloading AND Metaheuristic Survey

These keywords included the names of various metaheuristic algo
rithms, terms related to bio-nature-inspired algorithms, and others 
relevant to the study’s focus. We did not find relevant articles from this 
search, and even with thorough analysis, we did not find clear answers 
to our research questions. This shows a gap in the existing research, 
which motivates us to conduct a new study in this area.

2.3. Literature resources

Eight digital databases were employed to collect the initial set of 
articles: IEEE Xplore, ScienceDirect, ACM Digital Library, Springer, 
MDPI, Wiley, Emerald, and Taylor and Francis. The search spanned from 
January 2018 to April 5, 2024. Using specified search terms across these 
platforms, the initial search yielded 5011 articles, including their titles, 
abstracts, and keywords. Table 2 summarizes the number of studies 
extracted from each database following the initial search.

To handle the large amount of work involved in reviewing articles, 
we used the systematic review software Rayyan and Covidence. This 
software helped us screen titles and abstracts, remove duplicates, and 
review full texts. It improved our efficiency in assessing the relevance 
and quality of each study based on our set criteria, ensuring our analysis 
of the literature was thorough and organized. As shown in Fig. 2, the 
procedure for choosing primary studies consisted of three straightfor
ward steps: (1) removing any duplicate studies, (2) applying specific 

inclusion and exclusion criteria to select articles relevant to the research 
questions, and discarding those that are not, and (3) carrying out a 
quality assessment to make sure only high-quality studies were consid
ered. The criteria for including and excluding studies are outlined in 
Table 3.

We thoroughly scanned each selected study during the review pro
cess to ensure all research aspects were relevant and thoroughly exam
ined. This scrutiny was essential to evaluate the relevance and 
completeness of the content. After this, we applied quality assessment 
criteria to each study to check its reliability and scientific merit, 
ensuring that only high-quality research was considered. Following this 
evaluation, we extracted data, gathering essential information from 
each paper in a standardized format. This step was crucial for ensuring 
accurate comparison and thorough analysis across studies. Finally, we 
synthesized the extracted data to develop a cohesive understanding of 
the collective findings. This synthesis was key in addressing the research 
questions and drawing well-founded conclusions based on the aggre
gated evidence from the reviewed studies (Tables 4–12).

Fig. 3 shows a breakdown of the number of publications and con
ferences produced by different publishers. IEEE stands out with 30 
publications and eight meetings, highlighting its dominant role in this 
area of research. Following IEEE, Springer has published 25 works, and 
Elsevier has 20. On the other hand, MDPI and Wiley have less output, 
with Wiley at the bottom with only a single publication. This illustration 
clearly shows how these publishers compare in their contributions to the 
field.

Fig. 4 illustrates the progression in the number of publications from 
2018 through 2024, highlighting a marked rise in research output 
starting from 2019. The data peaks in 2023 with 28 publications, 
signifying a robust interest and substantial advancements within the 
field. Although the count for 2024 currently stands at 15 publications, 
this number illustrates the continued active research and contributions 
to the domain.

Fig. 5 presents the distribution of publications by country, with 
China leading significantly with 40 publications, underscoring its 
dominant role in the field. China, Egypt, and India contributed sub
stantially, with 6 and 10 publications. Countries like Iran and Saudi 
Arabia have contributed 5 and 6 publications, respectively. Notably, 
several countries, such as Brazil, Indonesia, Jordan, and others, main
tain a minimal presence with only one publication each. This distribu
tion highlights the varying levels of engagement and research output 
across different countries in this academic area.

3. Research background

This section will briefly discuss metaheuristic algorithms, system 

Table 2 
Number of the studies in each database.

IEEE Xplore 805

ScienceDirect 731
ACM Digital Library 449
Springer 400
MDPI 388
Wiley 83
Emerald 42
Taylor and Francis 113

Table 3 
Inclusion and exclusion criteria.

Inclusion Criteria Exclusion Criteria

The studies had to address the research 
questions that were formulated directly.

We excluded grey literature, abstracts, 
editorials, and non-peer-reviewed 
reports.

We only considered peer-reviewed 
articles and conference papers to ensure 
the research was valid.

Studies that did not focus on 
metaheuristic algorithms and 
offloading in computing environments 
were not considered.

The studies must have been published 
within the last six years to guarantee the 
information’s timeliness and relevance.

Studies that provided incomplete data 
or only preliminary results were 
excluded.

The articles needed to be published in 
English to ensure they could be 
understood and analyzed consistently.

Any study that was a duplicate of 
another that was already considered for 
review was excluded.

The studies had to be fully accessible and 
complete for a thorough evaluation.
Only studies demonstrating robust and 
appropriate methodological approaches 
were included.
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Table 4 
Properties of the GA-based schemes.

Ref Techs. App. contributions Possible 
limitations

System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[56] GA IoT Optimizes task 
offloading, checks 
dependencies, 
reduces energy 
and delay.

security, cost, and 
real-world testing 
issues.

High Medium Medium × ✓ × ✓ ✓ ✓ × ×

[57] GADS IoT Optimizes 
execution time 
and energy, 
improves QoS.

Optimality not 
guaranteed, 
potential hardware 
strain.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[58] GA-OA IoT Reduces delays, 
improves request 
success rate.

Balancing optimal 
solutions and real- 
world scalability.

Low Medium Medium × × × ✓ ✓ × × ✓

[59] GA Cellular 
Networks

Reduces latency 
and energy, 
improves 
offloading 
decisions.

Challenges in BS- 
dense environments.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[60] GA IoT Minimizes task 
completion time 
and ensures 
fairness in user 
service.

Limited by wireless 
and MES resource 
constraints.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[61] IGA IoT Reduces task 
latency and 
improves resource 
utilization.

Risk of resource 
overconsumption 
complexity in 
scheduling.

Medium High Medium × ✓ × ✓ ✓ ✓ × ×

[62] IGA IoT Reduces total 
overhead 
enhances 
offloading 
efficiency.

Complexity in real- 
world scalability and 
security concerns.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[63] EGA VANET Enhances energy 
efficiency, 
supports SLA 
compliance, and 
optimizes 
offloading.

It may not 
outperform all non- 
SLA-aware 
algorithms in energy 
savings.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[64] QoS-SLA- 
AGA

IoV Enhances 
offloading speed 
and respects 
multiple SLA 
constraints.

Potential real-world 
implementation 
challenges.

High High Medium × ✓ × ✓ ✓ × ✓ ×

[65] NGA, 
MDP

MDs It enhances 
offloading, 
reduces execution 
time, and lowers 
power 
consumption.

It relies on stable 
network conditions 
and a complex initial 
setup.

High Medium Medium × ✓ × ✓ ✓ × × ✓

[66] GA IoT Minimizes 
average service 
delay and 

It may not address 
all aspects of 

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

(continued on next page)
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attributes, and metrics of interest. Metaheuristic algorithms are widely 
used in offloading to optimize complex problem-solving and improve 
computational efficiency.

3.1. Offloading process

Task offloading in cloud, fog, and edge computing helps shift com
plex computational tasks from devices with limited resources to more 
powerful computing systems. This is essential for improving applica
tions’ performance, reducing delays, and reducing device energy use 
[23]. Decisions about where and how to offload tasks are complicated 
because network conditions change frequently, tasks have different re
quirements, and the available computing resources vary [24]. Meta
heuristic algorithms are well-suited for this challenge because they are 
good at finding optimal solutions in complex scenarios with many 
competing goals. These algorithms adjust their approach dynamically to 
balance the demands of processing power, speed, energy efficiency, and 
overall system performance. Using these algorithms, researchers aim to 
create effective offloading strategies that swiftly respond to user needs 
while conserving energy. This is particularly important for IoT and 
mobile computing environments where demands change rapidly. Fig. 6
illustrates a layered architecture for task offloading across cloud, fog, 
and edge computing layers. It shows how tasks, defined by size and 
deadline, are processed and offloaded to optimize resource use in 
transportation, industry, healthcare, and agriculture.

3.2. Algorithms

3.2.1. Genetic algorithm (GA)
The GA [29], is a search heuristic inspired by the natural evolu

tionary process, drawing on the principles of genetics and survival dy
namics observed in nature. This algorithm mimics biological processes 
such as selection, crossover, and mutation to generate solutions to 
problems. Each solution in the GA population undergoes evaluation 
according to a fitness function, and the best-performing solutions are 
chosen to form new generations through genetic operators. Over the 
years, GA has been refined and optimized to tackle increasingly complex 
problems across diverse fields, such as scheduling and computational 
offloading in distributed systems, demonstrating its versatility and 
effectiveness in finding optimal solutions.

3.2.2. Particle swarm optimization (PSO)
PSO [30], is a computational algorithm inspired by the social 

behavior of birds and fish moving in swarms. This method mimics how 
these animals optimize their movements based on the experiences of 
individual members and their neighbors. In PSO, each particle repre
sents a potential solution to a problem, navigating the search space by 
adjusting its position towards the best personal and group findings. The 
particles update their velocities and positions with each iteration, aim
ing to discover the optimal solution through cooperation and informa
tion sharing. This technique has been successfully applied to various 
optimization problems, gaining recognition for its efficiency and 
simplicity.

3.2.3. Ant colony optimization (ACO)
ACO [31], inspired by the foraging behavior of ants. This algorithm 

is mainly known for solving complex optimization and path-finding 
problems. Ants in nature find the shortest paths from their colony to 
food sources by laying down pheromones, which guide other ants to 
follow the most efficient routes. In ACO, simulated "ants" traverse the 
problem space, depositing virtual pheromones that strengthen paths 
leading to solid solutions, while weaker paths evaporate over time. This 
process iteratively refines the solutions, effectively mimicking the nat
ural decision-making process of ants. ACO has been widely applied to 
network routing, scheduling, and other optimization tasks, proving a 
robust and adaptable solution technique.Ta
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Table 5 
Properties of the PSO-based schemes.

Ref Techs. App. Contributions Possible 
limitations

System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[85] GA-PSO IoT Enhances resource 
allocation, 
optimizes QoS, and 
reduces costs and 
energy.

Complexity in real- 
time decision- 
making, dynamic 
conditions.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[86] PSO 5G- IoT Enhances energy 
efficiency and 
optimizes 5 G data 
offloading.

It may not scale 
well with 
increasing network 
density.

Medium Medium Medium × ✓ × ✓ ✓ × ✓ ×

[87] PSO AR, AD Reduces latency and 
optimizes task 
completion time 
and cost.

Challenges with 
complexity 
interdependent 
task structures.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[88] PSO IIoT Reduces delay, 
balances energy and 
allocates resources 
effectively.

Complexity in 
multi-user and 
multi-server 
environments.

Medium Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[89] NQPSOOM IoT Reduces time and 
energy loss and 
improves algorithm 
performance.

Complexity in 
managing quantum 
behavior particle 
populations.

High High Medium × ✓ × ✓ ✓ × ✓ ×

[90] PSO VANET Enhances service 
quality, adapts to 
edge server load, 
optimizes 
offloading.

Not fully address 
network congestion 
and resource 
scarcity.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[91] QPSO MDs Reduces energy and 
completion time 
and improves task 
scheduling.

Limited server 
resources and 
network 
bandwidth.

Medium Medium Medium × ✓ × ✓ ✓ × ✓ ×

[92] LMPSO IoT Enhances user 
satisfaction and 
improves resource 
and processing 
efficiency.

Potential local 
optimization traps 
without Lévy 
flights.

Medium High Medium × ✓ × ✓ ✓ × ✓ ✓

[93] QPSO VANET Reduces system 
overhead and task 
completion delay.

Relies on a complex 
algorithm may 
affect the real-time 
application.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[94] DFT, PSO UAV Enhances server 
deployment, adapts 
to user demand, and 
increases the 
offloading rate.

Complex server 
management UAV 
deployment 
challenges.

High High Medium × × × ✓ ✓ × ✓ ×

[95] PSO IoT Optimizes resource 
use, balances cost 
and time, reduces 
latency.

Resource allocation 
challenges, 
dynamic 
requirements.

Medium High Medium × ✓ ✓ ✓ ✓ × ✓ ×
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Table 6 
Properties of the ACO-based schemes.

Ref Techs. App. Contributions Possible limitations System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[100] ACO, 
PSO

IoT Enhances QoS, 
balances load, 
reduces response 
time.

Communication cost 
challenges, complex 
algorithms.

High High Medium × ✓ × ✓ ✓ ✓ × ×

[106] SACO IoT Enhances latency, 
reduces offloading 
time, compares with 
existing algorithms.

Specific to fog 
environments, 
complexity of 
implementation.

Medium High Medium × ✓ × ✓ ✓ ✓ × ×

[101] G-ACA IoT Enhances efficiency, 
reduces iterations, 
improves solution 
quality.

Complexity in 
integrating two 
algorithms, 
scalability concerns.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[102] DQN, 
QACO

MDs Enhances cache 
efficiency, reduces 
delays, optimizes 
offloading.

Requires advanced 
computing 
capabilities, may not 
scale universally.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[103] nRWS, 
KP01, 
ACO, 
GA

IoT Enhances cache 
optimization, 
improves offloading 
efficacy.

Achieving global 
optimal solution 
consistency may be 
challenging.

High Medium Medium × × × × × ✓ ✓ ✓

[104] EACO MDs Reduces energy 
consumption, 
manages completion 
time trade-offs.

Increases completion 
time, limited to 
specific task 
structures.

Medium Medium Medium × ✓ × × × × × ✓

[105] ACO 6 G, 
LEO

Reduces system cost, 
optimizes resource 
allocation.

Limited by satellite 
resources, energy 
constraints.

Medium Low Medium × × ✓ ✓ × × ✓ ×
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Table 7 
Properties of the SA-based schemes.

Ref Techs. App. Contributions Possible limitations System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[107] GSP SMDs Optimizes offloading 
ratio, CPU speeds, 
bandwidth, and 
power for energy 
efficiency.

Complexity in 
balancing 
computation and 
communication 
overhead.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[108] SAA 5 G, 
SMDs

Optimizes task 
offloading and 
resource allocation, 
enhances utility.

Require complex 
calibration, high 
computational 
overhead.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[109] DQN- 
SA

IoMT, 
IoB

Maximizes utility, 
reduces delay, 
optimizes energy 
use.

Complexity of hybrid 
algorithms, 
dependency on 
precise model 
parameters.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[110] SA IoT Adjusts time and 
energy preferences, 
enhances system 
performance.

Limited to single-task 
scenarios, might be 
complex in multi-task 
environments.

Medium Medium Medium × ✓ × ✓ ✓ × ✓ ×

[111] SA, 
MILP

IoT Efficient scheduling, 
minimizes resource 
usage, improves 
timeliness.

Not achieve the 
absolute optimality 
of MILP.

Medium High High × ✓ ✓ ✓ ✓ × ✓ ×

[112] SA IoT Maximizes system 
provider profit, 
assures response 
time.

Not fully utilize edge 
resources, limited by 
node capabilities.

High Medium Medium × ✓ × ✓ ✓ × ✓ ✓

[113] ANSSA SMDs Balances cost, 
energy, and 
performance; 
enhances 
computation 
capabilities.

Costs for 
collaboration can be 
prohibitive; real- 
world application 
challenges.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[114] FSAOS IoT Balances search 
processes, minimizes 
costs, optimizes 
resource allocation.

Risk of local optima 
entrapment, search 
balance difficulty.

Medium High Medium × ✓ ✓ ✓ ✓ × ✓ ✓

[115] ​ MDs Reduces system cost, 
optimizes task 
allocation and 
resource use.

Complexity in 
heterogeneous 
environments, real- 
world application 
concerns.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ✓
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Table 8 
Properties of the WOA-based schemes.

Ref Techs. App. Contributions Possible limitations System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[122] MOWOA, 
MOWOA2

IoT Balances 
offloading 
decisions, 
improves QoS and 
solution diversity.

long-term 
effectiveness 
untested.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[123] WOA, FS, 
LRS

IoT Reduces latency, 
energy, and costs 
in task offloading.

May not scale well in 
extremely diverse 
environments.

Medium Medium High × ✓ ✓ ✓ ✓ × ✓ ✓

[124] WOA IoT Reduces latency, 
energy, and cost; 
optimizes task 
offloading.

Not fully address 
security or complex 
task dependencies.

Medium High Medium × ✓ ✓ ✓ ✓ × ✓ ✓

[125] WOA MDs Minimizes energy 
and response time, 
optimizes user 
behavior topology.

Complexity of 
integration, real- 
world application 
challenges.

High Medium Medium × ✓ × ✓ ✓ × × ✓

[126] HIWDEO IoT Minimizes 
execution delay, 
reduces energy 
and cost.

Computationally 
expensive, single- 
objective focused, 
task dependency 
challenges.

High Medium Medium ✓ ✓ ✓ ✓ ✓ × ✓ ×

[127] WOA IoT Balances privacy 
protection with 
resource 
consumption.

Optimal balance 
between privacy and 
performance not 
ensured.

Medium Medium Medium ✓ ✓ ✓ ✓ ✓ × ✓ ×

[128] LWH IoV Reduces task 
latency, conserves 
energy, enhances 
offloading 
efficiency.

High mobility in 
proposed scheme may 
cause task return 
failures.

High Medium Medium × ✓ × ✓ ✓ ✓ × ×

[129] WOA IIoT Enhances resource 
allocation, 
improves QoS, 
optimizes 
offloading.

Not fully address 
resource constraints, 
complex 
implementation.

High Medium Medium × ✓ × ✓ ✓ ✓ × ×
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Table 9 
Properties of the GWO-based schemes.

Ref Techs. App. Contributions Possible limitations System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[133] GWO IoV Reduces system 
delay and energy 
consumption, 
optimizes MEC 
usage.

Relies heavily on 
local MEC 
capabilities.

Medium Medium Medium × ✓ × ✓ ✓ × ✓ ×

[134] GWO IoT Optimizes latency, 
energy, and cost; 
significant 
performance 
gains.

Complexity could 
limit real-time 
applications.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[135] GWO IoT Optimizes task 
scheduling, 
reduces energy, 
improves 
performance.

Complexity in 
implementation, 
may require specific 
conditions.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[136] DGWO IoT Reduces latency, 
enhances 
computational 
efficiency.

Complexity in 
implementation, 
relies on precise task 
sequencing.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[137] GWO- 
WOA

IoT Enhances 
offloading, 
considers multiple 
factors, improves 
performance.

Complexity in 
application, not 
tested in diverse 
environments.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[138] GWO IoT Enhances 
scheduling, 
reduces power, 
improves resource 
allocation.

Potential complexity 
in real-world scaling, 
limited SLA 
improvements.

High Medium Medium × ✓ ✓ ✓ ✓ ✓ × ×

[139] BCD- 
CONGW

VANET, 
IoT

Reduces latency 
and energy, 
optimizes resource 
allocation.

Limited Adaptability 
to Sudden Changes, 
resource Overhead.

High Medium Medium × ✓ × ✓ ✓ × ✓ ✓

[140] BGWO 5 G Reduces 
deployment cost, 
minimizes latency, 
enhances QoE.

Trade-off between 
cost and latency, NP- 
hard problem.

High Medium Medium × × ✓ ✓ × × × ✓

[141] PSO, 
GWO

IoT Minimizes energy 
consumption, 
meets capacity 
and delay 
requirements.

Complex hybrid 
optimization may 
affect real-time 
application.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[142] LSAG SMDs Reduces latency, 
optimizes cost, 
improves resource 
allocation.

Complexity in 
practical 
implementation, 
dependency on 
network 
infrastructure.

High Medium Medium × ✓ ✓ ✓ ✓ × × ✓
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Table 10 
Properties of the CS, Bee, Bat-based schemes.

Ref Techs. App. Contributions Possible 
limitations

System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[143] NSGA-II, 
BA

MDs Reduces power and 
delay and optimizes 
offloading trade- 
offs.

Limited computing 
resources may not 
meet all user needs.

High Medium Medium × ✓ × ✓ ✓ ✓ × ×

[144] ODM- 
BCSA

MDs Minimizes time, 
energy, and costs; 
improves resource 
allocation.

May increase delays 
due to network 
issues.

Medium High Medium × ✓ ✓ ✓ ✓ × ✓ ×

[145] DMOCS- 
CO

MDs Reduces latency 
and energy 
achieves Pareto 
optimization.

Depending on 
simulation results, 
comparability may 
vary.

Medium Medium Medium × ✓ × ✓ ✓ × ✓ ×

[146] BC VANET Reduces execution 
time and improves 
reliability in 
vehicular networks.

Might struggle with 
highly dynamic 
environments 
disconnection 
issues.

Medium High Medium × ✓ × ✓ ✓ × ✓ ×

[147] IBA UAV Reduces energy and 
delay enhances 
UAV endurance.

It may require 
complex setup, 
limited to specific 
UAV configurations.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[148] GMCS MDs Reduces energy, 
improves task 
offloading 
efficiency, 
enhances CPU 
performance.

Potential complexity 
in practical 
implementation.

High Medium Medium ✓ ✓ × ✓ ✓ × ✓ ×
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Table 11 
Properties of the HHO and MFO-based schemes.

Ref Techs. App. Contributions Possible 
limitations

System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[149] DBN, 
AHHO

MDs Enhances load 
balancing, 
reduces energy, 
improves 
execution time 
and latency.

Requires complex 
tuning.

High Medium Medium × ✓ × ✓ × × ✓ ×

[150] PECCO- 
MFI

IoT Enhances edge- 
cloud offloading, 
considers profit 
and cost.

Hard optimization 
problem, non- 
differentiable 
objective.

High Medium Medium × ✓ × ✓ ✓ × ✓ ✓

[151] AHHO, 
GCO

MDs Enhances privacy, 
minimizes 
resource use, 
reduces privacy 
risks.

Complexity in 
practical 
application, privacy 
quantification 
issues.

High Medium Medium ✓ ✓ ✓ × ✓ × ✓ ×

[152] HS-HHO, 
SMA, 
HHO

MDs Reduces energy 
consumption, 
improves task 
clustering and 
system efficiency.

Scalability issues High Medium Medium × ✓ × ✓ ✓ × ✓ ×

[153] HPDO Wireless 
Networks

Increases 
convergence rate, 
enhances 
exploitation, 
solves complex 
problems.

No optimal 
performance 
guarantee, high 
computational 
complexity.

High Medium Medium × × × × ✓ × ✓ ×

[154] OBLMFO IoT Reduces delay 
and energy 
consumption, 
enhances 
resource 
allocation.

Complexity in 
implementation, 
potential scalability 
issues.

High Medium Medium ✓ ✓ × ✓ ✓ ✓ × ×

[155] LMFO, 
EETOS

IoT Reduces energy 
consumption, 
minimizes end-to- 
end delay.

Requires balance 
between fog and 
cloud resources, 
potential queuing 
delays.

Medium Medium Medium × ✓ × ✓ ✓ ✓ × ✓

[156] MFO IoT Enhances caching 
efficiency, 
reduces latency, 
improves QoS.

Complexity in 
global coordination, 
dependency on SDN 
controller.

High High Medium × ✓ × ✓ ✓ × ✓ ×
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Table 12 
Properties of the other schemes.

Ref Techs. App. Contributions Possible 
limitations

System Attributes Environment

Complexity Scalability Implementation 
Feasibility

Secure Energy 
Efficient

Cost- 
Effective

Latency- 
Aware

Adaptable Fog 
computing

Edge 
computing

Cloud 
computing

[178] AWDA MDs Reduces energy, 
cost, delay; 
improves task 
management.

Complexity in 
hybrid algorithm 
integration, 
reliance on precise 
modeling.

High Medium Medium × ✓ ✓ ✓ ✓ × × ✓

[179] ODTRA, 
PRL

IIoT Minimizes task 
execution time, 
optimizes 
offloading 
performance.

Reliance on high- 
fidelity digital 
twins, complex 
algorithms.

High Medium Medium × ✓ × ✓ ✓ × × ✓

[180] DJA IoT Optimizes 
offloading delay, 
enhances resource 
use, improves 
reliability.

Complex system 
architecture.

High Medium Medium × ✓ × ✓ ✓ ✓ × ×

[181] OFDM IoT Enhances task 
offloading, 
optimizes delay- 
energy tradeoff.

Complex 
communication 
requirements.

High High Medium × ✓ × ✓ ✓ ✓ × ×

[182] GTA IoT Minimizes latency, 
energy, and cost; 
improves load 
balancing.

Not optimize across 
all MEC scenarios.

Medium High Medium × ✓ ✓ ✓ ✓ × ✓ ×

[183] MO-BFO IoT Reduces response 
time, 
communication 
cost; improves load 
management.

QoS challenges, 
scalability of the 
solution.

Medium Medium Medium × ✓ ✓ ✓ ✓ × ✓ ×

[184] HNIO UAV Reduces energy, 
optimizes UAV 
base station usage.

Not suitable 
without base 
stations, complex 
variable handling.

High High Medium × ✓ × ✓ ✓ × ✓ ×

[185] IMOAO, 
OBL

IoT Reduces response 
time, lowers failure 
rates, enhances 
offloading 
efficiency.

Not consistently 
outperform other 
algorithms in 
diverse scenarios.

Medium High Medium × ✓ × ✓ ✓ ✓ × ×

[186] MMGOA- 
TSA

IoT Optimizes 
scheduling, 
balances response 
time and energy 
use.

Complexity in 
deployment, not 
handle all IoT 
scales effectively.

High Medium Medium × ✓ × ✓ ✓ ✓ × ✓

[187] IBES VANET Reduces total 
offloading cost, 
integrates multiple 
computing layers.

May involve 
complex parameter 
tuning, scalability 
issues in dense 
networks.

High Medium Medium × ✓ ✓ ✓ ✓ × ✓ ✓

[188] MSSAMTO- 
IoV

IoV Enhances vehicle 
service, optimizes 
task offloading, 
improves latency.

Limited coverage, 
complexity in 
implementation.

High Medium Medium × ✓ × ✓ ✓ × ✓ ×
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3.2.4. Simulated annealing (SA)
SA [32], takes its cue from how metals are treated in metallurgy—

heated and then cooled to fix their structure. In this optimization 
method, you start hot, allowing random exploration of solutions, and 
cool down gradually to refine to the best answer. The cooling lets the 
algorithm consider different solutions, accepting not just the apparent 

improvements but also, at times, worse ones. This avoids getting trapped 
in a good solution but not the best. SA is handy in fields like operations 
research and scheduling, where finding the optimal solution is key and 
getting stuck in local minima can be a real problem.

Fig. 3. Applied publishers.

Fig. 4. Number of articles published each year.

Fig. 5. Number of articles published by each country.
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3.2.5. Cuckoo search (CS)
CS [33], is based on how some cuckoos lay their eggs in the nests of 

other birds. In the algorithm, every egg stands for a solution, and the 
cuckoo egg is the new solution introduced. The main aim is to swap out 
weaker solutions in the nest with stronger ones. The CS combines small 
steps (local search) and bigger, exploring steps (global search), 
depending on how likely it is to find new solutions. This approach works 
well for complex problems in areas like engineering because it finds a 
good balance between searching nearby and exploring more widely.

3.2.6. Grey wolf optimizer (GWO)
GWO [34], is inspired by the social hierarchy and hunting techniques 

of grey wolves. GWO mimics how wolves organize themselves into a 
pack and coordinate their hunting activities. In GWO, solutions are 
represented by wolves that assume roles like alpha, beta, and delta, 
which guide the rest of the pack. The wolves update their positions 

around the prey, representing the best solution they are pursuing. They 
adjust their positions to get closer to the best solutions found by the 
leading wolves. This method has proven effective in solving diverse, 
complex optimization problems, making it a helpful tool in fields 
requiring robust solution-searching techniques.

3.2.7. Whale optimization algorithm (WOA)
The WOA [34,35], is inspired by the hunting behavior of humpback 

whales. These whales have a unique way of hunting called the 
bubble-net feeding method, which WOA mimics. The algorithm simu
lates this behavior to solve optimization problems. It involves whales 
encircling prey and creating bubble nets to capture them. In the context 
of WOA, this translates to identifying the best solution in the problem 
space and then refining the search area in iterative steps, mimicking the 
whale’s approach to encircle and tighten their path towards their target.

Fig. 6. Hierarchical architecture for task offloading in computing networks.
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3.2.8. Bee algorithm (BA)
BA [36], is a nature-inspired optimization technique developed by 

observing honeybees’ foraging behavior. It was introduced to simulate 
how bees search for the best food sources. In this algorithm, artificial 
bees explore the solution space to find the best solutions, resembling 
how real bees search for food. The process involves scout bees randomly 
searching for food sources, which are then evaluated for their nectar 
amount. The best sources are shared with other bees. Over iterations, the 
bee colony dynamically adjusts, focusing more on promising areas in the 
solution space.

3.2.9. Harris hawks optimization (HHO)
HHO [37,38], is inspired by the cooperative behavior and chasing 

style of Harris hawks in nature, particularly their strategy known as 
"surprise pounce." This algorithm mimics how hawks encircle, harass, 
and surprise their prey until they capture or the opportunity is lost. In 
HHO, potential solutions to optimization problems are considered as 
hawks that explore and exploit the search space, dynamically adjusting 
their positions based on the prey’s location. Each iteration represents a 
part of the hunting process, from searching for prey to performing the 
surprise pounce.

3.2.10. Moth-flame optimization (MFO)
MFO [39], is inspired by the navigation method known as transverse 

orientation used by moths to travel in a straight path, which interest
ingly sometimes causes them to spiral toward artificial lights. In MFO, 
each moth represents a potential solution to a problem, and the flames 
represent the best solutions. Moths update their positions towards the 
flames using a mathematical model that simulates their attraction to 
light. This method is known for its precision and ability to effectively 
converge on solutions, making it useful in fields requiring complex 
problem-solving capabilities.

3.3. System attributes

3.3.1. Complexity
Complexity in metaheuristic algorithms refers to how much com

puter power there is and the detailed steps to make these algorithms 
work correctly. When an algorithm is more complex, it usually can 
produce better results, but it also needs more computer resources and a 
deeper understanding to manage it. This complexity is significant in 
areas like computational offloading, where these algorithms manage 
large amounts of data and make many complicated decisions quickly. 
Therefore, understanding how complex an algorithm is helps determine 
if it can be effectively used in real-world applications without too many 
resources.

3.3.2. Scalability
Scalability in metaheuristic algorithms indicates their ability to 

handle increasing amounts of work or their capability to be enlarged to 
accommodate that growth. This is crucial for applications that expect to 
scale up, such as in network systems and extensive data analysis, where 
the volume of data or the number of tasks can increase significantly over 
time. A scalable algorithm can efficiently manage growing demands 
without a loss in performance. This means that the algorithm continues 
to perform well as the system expands without the need for dispropor
tionate resource increases.

3.3.3. Implementation feasibility
Implementation feasibility in the context of metaheuristic algorithms 

assesses how practical integrating these algorithms into existing systems 
and workflows is. This factor considers the technical and logistical as
pects of deploying an algorithm, including the availability of necessary 
technology, compatibility with current infrastructure, and the need for 
specialized knowledge or training. An algorithm that is easy to imple
ment is crucial for real-world applications, mainly when time and 

resources are limited. It’s important because even the most potent al
gorithm would be useless if it cannot be practically applied.

3.4. Metrics of interests

3.4.1. Security
Secure approaches in applying metaheuristic algorithms are essential 

to protect data integrity and privacy, especially in sensitive fields like 
healthcare, finance, and personal data processing. Security in these al
gorithms involves designing methods that solve optimization problems 
and safeguard against potential threats like data breaches and unau
thorized access. This involves implementing robust encryption methods, 
secure data handling practices, and sometimes integrating security 
directly into the algorithmic design. Ensuring these algorithms are safe 
is crucial because vulnerabilities could lead to significant risks, 
including losing sensitive information and exploiting system 
weaknesses.

3.4.2. Energy efficiency
Energy-efficient approaches in this field are increasingly important 

as they aim to reduce the power consumption of computing processes. 
This is particularly critical in environments like data centers, embedded 
systems, and large-scale computations, where energy costs can signifi
cantly impact overall expenses. By optimizing how these algorithms 
manage computational tasks, they can perform the necessary calcula
tions with minimal energy use, thus enhancing sustainability and 
reducing operational costs. Energy efficiency in metaheuristics often 
involves refining algorithmic structures to reduce unnecessary compu
tations, optimizing data flow, and utilizing techniques that allow for 
faster convergence.

3.4.3. Cost-effectiveness
Incorporating cost-effective strategies into metaheuristic algorithms 

is vital to maximizing efficiency while minimizing expenditure. This 
approach is critical when budget constraints are a significant concern, 
ensuring practical and economically viable solutions. Cost-effective 
methodologies focus on reducing the resources required—like compu
tational power and time—thus decreasing operational costs. These 
strategies are essential for maintaining optimal performance in large- 
scale systems or long-term projects without excessive spending. There
fore, when implementing metaheuristic algorithms, it is essential to 
consider their cost-effectiveness to ensure that they provide the best 
possible solution without straining financial resources.

3.4.4. Latency awareness
Latency-aware approaches in this field are designed to minimize data 

processing and decision-making delays, which are crucial for real-time 
applications such as autonomous driving, trading, and online data ser
vices. These approaches ensure that algorithms solve optimization 
problems efficiently and respond swiftly to changes in the system or 
environment. Latency awareness is especially significant in networked 
and distributed computing environments, where delays can significantly 
impact performance and user satisfaction. By optimizing algorithms to 
be responsive and quick, latency-aware strategies help maintain system 
robustness and ensure timely outcomes, making them vital for sectors 
where speed is as critical as accuracy.

3.4.5. Adaptability
Adaptable approaches to using metaheuristic algorithms are crucial 

for ensuring that these algorithms can effectively respond to changes in 
problem parameters or operational environments. Adaptability allows 
algorithms to maintain effectiveness across various scenarios and adapt 
to evolving requirements without needing significant redesign. This 
flexibility is essential in fields where systems frequently encounter new 
or shifting challenges, such as dynamic market conditions or techno
logical advancements. Implementing adaptable metaheuristic 
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algorithms means they can be fine-tuned or modified on the fly, 
enhancing their utility and ensuring sustained performance.

3.5. Handling discrete optimization challenges in metaheuristic algorithms 
for task offloading

Metaheuristic algorithms are generally developed for continuous 
optimization problems. However, task offloading involves making 
discrete decisions, such as choosing the correct nodes for specific tasks. 
This shift requires substantial changes to metaheuristic methods to 
effectively manage the discrete nature of task offloading issues. For 
example, binary and discrete algorithmic changes in some metaheuristic 
techniques, like GAs and PSO, have been modified into binary or 
discrete versions to match the binary decision-making needed in task 
offloading. These changes help the algorithms work correctly in discrete 
decision environments, which is essential for picking specific servers or 
pathways for offloading tasks. Moreover, altering algorithmic opera
tions and adapting metaheuristics to discrete problems involves 
changing their operations. For instance, in GAs, this could mean 
adjusting the crossover and mutation operations to handle discrete 
variables better. PSO focuses on tweaking the equations for velocity and 
position updates to keep solutions within the acceptable discrete range. 
These adjustments ensure the solutions remain viable and meet the 
discrete limits of the offloading challenge. Handling infeasible solutions 
that do not meet the constraints, like resource limits or task de
pendencies, are dealt with using specific strategies such as penalty 
functions or solution repair methods. These techniques help adjust un
workable solutions to a feasible range, keeping the metaheuristic algo
rithms functional in real-world offloading scenarios. Furthermore, 
hybrid metaheuristic methods blend or combine different metaheuristic 
strategies with custom heuristics specific to the offloading challenge. For 
example, integrating the discrete management of GAs with the contin
uous optimization strengths of PSO can create robust solutions well- 
suited to the demands of edge computing. These hybrids draw on each 
method’s advantages to effectively tackle continuous and discrete 
problem elements. Adding domain-specific insights incorporating spe
cific knowledge about computing environments into metaheuristic al
gorithms can significantly enhance the optimization process. This 
includes understanding network structures, server capacities, and task 
details, which steer the optimization towards more practical and 
achievable solutions. Such targeted information allows the meta
heuristic methods to better address the unique needs and restrictions of 
task offloading.

3.6. Addressing task offloading in dynamic environments

The success of task-offloading methods depends significantly on 
whether the environment changes. Unlike static ones, network condi
tions, device movement, and the amount of computing needed can 
change constantly in dynamic settings. This means offloading methods 
must be able to adjust quickly to keep the system working well and 
reliably. Traditional metaheuristic strategies are usually made for static 
environments with the same parameters. However, in dynamic envi
ronments like MEC, offloading algorithms need to be able to adapt 
continuously. This may require using real-time data, feedback loops, and 
predictive models that respond to changes and anticipate future situa
tions to improve offloading decisions. Using past data also helps off
loading strategies become more adaptable by identifying trends in 
network use, device activity, and task demands. By learning from what 
has happened before, algorithms can better predict future conditions 
and adjust offloading decisions proactively. Understanding historical 
trends is vital in dynamic environments to prepare for changes in ex
pected network or device conditions. Strategies designed for static set
tings might not work well in dynamic ones unless they are significantly 
altered to include adaptability and real-time decision-making. The 
approach we propose addresses how it adapts to dynamic environments. 

This includes explaining how it manages real-time network and 
computing resource changes, uses historical data to make predictions, 
and remains flexible in decision-making. Lastly, the effect of dynamic 
adaptation on the overall system performance needs to be closely 
examined. This includes exploring how well the approach keeps service 
quality high, reduces delays, and uses resources efficiently under vary
ing conditions. The performance measures show the offloading strat
egy’s capability to handle environmental changes effectively.

4. Analysis, taxonomy, and state-of-the-art analysis

This section thoroughly examines the collected literature to under
stand the different strategies and techniques used in offloading with 
metaheuristic algorithms. We aim to create a structured classification 
that arranges the existing studies into a clear and understandable tax
onomy. This organization will enable us to see the current trends, 
recognize gaps, and suggest future directions for research in this area.

4.1. Taxonomy development

In the taxonomy development section of our review, we categorize 
various offloading schemes based on the metaheuristic algorithms they 
employ, facilitating a systematic exploration of each strategy to compare 
effectiveness and identify optimal contexts. We distinguish two main 
paradigms: evolutionary algorithms and swarm intelligence. Drawing 
from natural evolutionary processes like selection, mutation, and 
recombination, evolutionary algorithms allow a population of potential 
solutions to evolve, enhancing adaptability and robustness. They excel 
in complex, dynamic environments, solving diverse problems from route 
planning to machine learning. Inspired by collective behaviors in nature, 
such as ant colonies and fish schools, Swarm intelligence employs simple 
rules that lead to effective solutions for complex tasks requiring robust, 
scalable solutions, making them ideal for network optimization and 
resource management. Fig. 7 categorizes metaheuristic algorithms used 
for offloading strategies into two main groups: Evolutionary Algorithms 
and Swarm Intelligence, outlining specific methods under each 
category.

4.2. State-of-the-art studies

This section reviews the methods and provides a detailed analysis of 
various offloading frameworks that have used metaheuristic algorithms 
to optimize different metrics. This thorough evaluation aims to under
stand how offloading strategies can be effectively implemented to 
enhance the performance and reliability of applications like IoT, Mobile 
Devices (MDs), Vehicular Ad Hoc Network (VANET), Unmanned Aerial 
Vehicles (UAVs), and others in a range of scenarios. In our systematic 
review, the tasks are dependent. The dependencies arise primarily from 
the coordination required among various computing nodes and the data 
continuity between tasks across different servers, which is critical for 
completing the offloading successfully. In this field, the task offloading 
strategies show strong connections between tasks, mainly because they 
need coordinated data sharing and resource distribution among 
different computing nodes. These relationships are apparent in several 
parts of the methods used. For example, completing certain tasks de
pends on data already processed or stored on different edge servers. This 
creates a dependency, as the output from one node impacts what is 
needed and how tasks are carried out afterward. Moreover, methods like 
choosing edge servers dynamically rely on integrating data from several 
nodes to finish tasks, highlighting how interconnected these tasks are 
within these systems. This maintains data flow and improves overall 
system performance by using distributed resources efficiently. Further
more, this dependency is also clear in systems designed to offload 
computing tasks that must pass through multiple nodes. Each node relies 
on the others to carry out tasks and pass on data. The efforts to optimize 
execution time and energy use at various edge locations also underline 
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the task dependencies, as these efforts need tasks to be distributed 
strategically based on what each site can handle and has available. This 
ensures resources are used well, and tasks are completed on time.

4.2.1. GA-based schemes
The literature features several proposed schemes based on GA, 

referenced in [40–55]. In this section, we have reviewed and selected 
these schemes. To start with, Chakraborty et al. [56] proposed a method 
for addressing the resource constraints of MDs in sensor MEC by off
loading sensor tasks to edge servers. Their study highlights that task 
execution depends on data from previously utilized edge servers along 
MD trajectories. They introduced a dynamic edge server selection 
scheme that integrates data across multiple nodes to complete tasks, 
employing a GA for optimal results. Their method aimed to reduce de
vice load by shifting computational work from mobile devices to edge 
servers. This approach lowered energy use and sped up computations 
while minimizing transmission delays. However, it faced issues handling 

large-scale operations and relied heavily on stable network connections 
to keep data moving between devices and edge servers. Rajapackiyam 
et al. [57] presented an edge-based approach where tasks are distributed 
strategically across various edge sites using a modified GADS to optimize 
execution time and energy usage, demonstrating efficiency improve
ments of 1–15 %. This approach focused on improving execution time 
and energy consumption, achieving efficiency gains from 1–15 %. 
Nevertheless, the study faced challenges such as potential scalability 
problems when expanding the network size and reliance on initial ge
netic diversity, which might influence the uniformity of outcomes in 
various implementations. Moreover, Hussain et al. [58] introduced 
GA-OA to efficiently manage traffic in an IoT infrastructure-cloud 
environment, addressing the problem of congestion and inefficiencies 
in data transmission and aiming to minimize delays and boost the suc
cess of IoT requests. Their methodology distributed the GA’s fitness 
process across gateways and infrastructure to balance optimal and 
sub-optimal solutions, significantly enhancing response rates and 

Fig. 7. Taxonomy of Offloading Strategies with metaheuristic-based algorithms.
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reducing complexity and delays.
In their publication, Liao et al. [59] tackled the challenges of 

ultra-dense cellular networks by formulating a 
multi-user-to-multi-servers problem, which was addressed through a 
binary-coded GA. This approach successfully reduced latency and en
ergy consumption. Furthermore, Li et al. [60] utilized MEC to enhance 
service experiences for smart devices through a joint optimization 
strategy using a GA. This approach effectively minimized task comple
tion times and maintained fairness among users by efficiently allocating 
tasks, channel bandwidth, and computing resources of mobile edge 
servers. Liu et al. [61] developed a framework for distributed multi-hop 
computing task offloading using GA, aiming to address the challenge of 
resource scarcity in complex network architectures where tasks must 
hop across multiple computing nodes. Their method outperformed 
traditional strategies and, improving resource utilization and reducing 
computation delays. Moreover, Zhu et al. [62] tackled the challenge of 
optimizing computational offloading in edge computing environments, 
specifically addressing how user decisions on where to offload tasks, the 
power used in uplink communications, and the allocation of MEC re
sources can be optimized to reduce operational costs and enhance sys
tem efficiency. This approach enhanced the optimization capabilities of 
a standard GA, significantly reducing costs and improving efficiency. 
Materwala et al. [63] aims to reduce energy consumption and SLA vi
olations in VANETs by integrating edge and cloud computing platforms 
using an Evolutionary Genetic Algorithm (EGA) with an adaptive pen
alty function. Their solution also achieved notable energy savings and 
fewer Service Level Agreement (SLA) violations. Also, Materwala et al. 
[64] Also, Zalat et al. proposed a QoS-SLA-aware adaptive GA aimed at 
addressing the challenges associated with ensuring QoS and adherence 
to service-level agreements in the IoV. This method focused on 
multi-request overlaps and variable vehicle speeds. This method led to 
significant performance improvements and reduced SLA violations. 
Similarly, Zalat et al. [65] addressed the challenge of efficiently man
aging computational resources in multisite environments, where mobile 
applications often need to distribute their computing tasks across mul
tiple locations to optimize performance. Their focus was on enhancing 
the decision-making process for task distribution, aiming to minimize 
energy usage, reduce execution delays, and increase data offloading 
efficiency among different computing sites. In other research paper, 
Song et al. [66] explored edge computing’s ability to facilitate quicker 
task completion through strategic server placement and user offloading 
strategies, utilizing a GA-based approach that effectively reduces 
average service delay. Wang et al. [67] tackled IoV task scheduling 
limitations by employing an improved GA that differentiated commu
nication and computation models and maximized system utility. This 
method significantly enhanced task completion rates. Finally, Li et al. 
[68] explored how to run complex, time-critical deep learning tasks on 
devices with limited resources by proposing a DNN model partition and 
offloading strategy optimized through an improved PSGA. Moreover, 
Jin et al. [69] enhanced IoV task scheduling models using a Distributed 
Deep Reinforcement Learning (DDRL)-Based and Genetic Optimization 
Algorithm GOA, significantly improving job completion rates and 
reducing system costs.

Upon reviewing recent progress in computational offloading across 
diverse environments, it becomes clear that while methods based on GA 
offer considerable improvements in efficiency and effectiveness, they 
also encounter a range of strengths and weaknesses. Based on the 
analysis of the reviewed paper in this section, the method proposed in 
[59] It stands out due to its ability to reduce latency and energy while 
improving offloading decisions, boasting high scalability and adapt
ability in edge computing environments. Other study [60] referenced as 
in IoT is notable for minimizing task completion times and ensuring 
fairness, with high scalability and effective performance in fog and edge 
computing. The proposed scheme in [63] excels in enhancing energy 
efficiency and supporting SLA compliance, demonstrating high scal
ability and good performance in fog and edge settings. The presented 

algorithm in [64] improves offloading speed and accommodates multi
ple SLA constraints, with high scalability and adaptability in fog and 
edge computing. Lastly, [67] GA with Halton Sequence in IoV enhances 
task completion rates and ensures optimal resource allocation, which is 
marked by medium complexity and high scalability and is suitable for 
edge computing environments. These algorithms demonstrate a robust 
balance between enhancing system performance and maintaining scal
ability and adaptability across various computing environments. These 
methods strive to enhance key performance indicators such as energy 
efficiency, latency, and task execution; however, they face unique 
challenges in different application domains. The complexity and feasi
bility of implementing these strategies often reflect the specific re
quirements of the environments in which they are deployed. For 
example, approaches within IoT settings focus on reducing energy 
consumption and latency, which are essential for the effective operation 
of real-time data processing and communication. Nevertheless, these 
strategies must also address issues like security and scalability chal
lenges in real-world applications. Scalability is a major concern, espe
cially in environments with complex network topologies like dense 
cellular networks or VANETs, where unpredictable conditions can 
complicate matters further. While most methods aim to improve aspects 
such as energy efficiency and cost-effectiveness, the compromises be
tween these advantages and the practical challenges of security and 
feasibility should not be ignored. For instance, techniques that signifi
cantly cut power consumption and reduce execution times might still be 
inadequate for real-world applications due to their complexity or lack of 
sufficient security features. The suitability of GA-based solutions across 
different computing frameworks like fog, edge, and cloud computing 
highlights an important direction for future research. Each computing 
type presents unique challenges and requirements, indicating that a 
universal solution is not feasible. Customized solutions that consider the 
particular characteristics and needs of each setting are likely essential to 
fully utilize the advantages of GA approaches while overcoming their 
intrinsic limitations, thus improving their robustness, security, and 
practical applicability in future studies.

4.2.2. PSO-based schemes
Numerous schemes utilizing PSO are documented in the literature, 

including those listed in [70–84], and we review a selection of these in 
this section. To initiate the discussion, Kumar et al. [85] presented a 
dual-objective optimization framework addressing the allocation of 
computational resources in network architectures to improve the QoS 
while minimizing operational costs and energy consumption. Inte
grating a hybrid GA-PSO meta-heuristic, their model demonstrated su
perior cost and energy efficiency offloading, outperforming three prior 
methods, thereby confirming its practicality and effectiveness. Bacanin 
et al. [86] aimed to tackle the challenge of managing energy con
sumption in 5 G networks, a critical issue given the exponential increase 
in data traffic and the need for real-time processing. Their imple
mentation of a multi-level offloading mechanism using PSO demon
strated that MEC could be more energy-efficient than traditional cloud 
processing. Subsequently, Ma et al. [87] proposed a multi-objective 
optimization approach to address the challenge of delivering 
low-latency services essential for latency-sensitive applications like 
augmented reality and autonomous driving, which require rapid data 
processing and response times to function effectively. This strategy, 
rooted in multi-access edge computing, significantly reduced end-to-end 
latency in simulations, enhancing performance by considering task time 
and cost. Furthermore, You et al. [88] Chen et al. designed a PSO-based 
offloading strategy for the IIoT to efficiently manage delay-sensitive and 
resource-intensive tasks. Their approach, which balances energy con
sumption and optimizes resource distribution, showcased superior effi
ciency over genetic and SA algorithms through simulations. Moreover, 
Chen et al. [89] addressed time consumption and energy loss in edge 
computing perceptual task offloading with the NQPSOOM method. This 
method enhanced particle population diversity and optimized 

A.M. Rahmani et al.                                                                                                                                                                                                                           Sustainable Computing: Informatics and Systems 45 (2025) 101080 

21 



performance by incorporating logistic chaos perturbation and fast elite 
non-dominated sorting GA operations, showing adaptability, time con
sumption, and energy loss reductions.

In their publication, Alqarni et al. [90] introduced a smart PSO 
model to enhance service quality in MEC environments supporting 
vehicular services. Their model, which considers vehicle movement and 
edge coverage, adapted to edge server workloads and utilized advances 
in GPU architectures, demonstrating improved service quality. Simi
larly, Dong et al. [91] employed particle swarm and quantum PSO-based 
strategies for task offloading optimization in MEC. This strategy effec
tively managed the constrained resources and bandwidth of MEC 
servers, reducing energy consumption, task completion time, and pro
cessing time more effectively than several advanced methods. Gao et al. 
[92] tackled the challenge of managing latency and optimizing resource 
allocation in a hybrid edge-cloud computing environment to improve 
user satisfaction by ensuring quicker response times and more efficient 
utilization of computing resources across both the cloud and edge layers. 
Their LMPSO method combines PSO with Lévy flight, improved latency 
responses, and execution performance in simulated tests. In a research 
study, Shu et al. [93] addressed the significant challenges of maintaining 
high-quality user experiences in intelligent transportation systems by 
focusing on reducing delays and conserving energy in vehicular net
works through an enhanced quantum PSO algorithm that improves task 
execution optimization and search capabilities. Moreover, Zhang et al. 
[94] aimed to address the challenge of optimizing the placement and 
utilization of UAVs as mobile edge servers in urban areas. Employing 
PSO for UAV deployment, their approach confirmed an enhanced task 
offloading rate through trace-driven experiments, leveraging UAVs in 
dynamic urban centers. Yang et al. [95] proposed an intelligent two-tier 
task scheduling method tailored for cloud-edge collaborative computing 
to address the challenges of high computational demands and applica
tion performance enhancement.

Their method categorizes tasks between cloud and edge based on 
their types and dynamically offloads tasks to the cloud during high edge 
loads. They employed multi-objective optimization using a particle 
swarm algorithm to achieve an optimal balance between time and cost. 
Experimental outcomes demonstrated improved resource utilization, 
reduced data upload, and cost control while maintaining low latency.

While PSO techniques prove generally effective, they face significant 
challenges related to complexity and scalability across diverse envi
ronments like IoT, 5 G, and advanced vehicular networks. Based on the 
review of the paper in this section, the method suggested in [85] en
hances resource allocation and QoS while reducing costs and energy, 
despite challenges in real-time decision-making under dynamic condi
tions. Other study referenced as [92] boosts user satisfaction and 
resource efficiency, leveraging Lévy flights to avoid optimization traps, 
marked by high scalability and adaptability in fog and edge computing. 
In [88] the presented PSO method effectively reduces delays and bal
ances energy, although it deals with complex multi-user environments, 
performing well in edge computing. Moreover the algorithm which 
introduced in study [95] optimizes resource use, balancing cost and 
time, and excels in edge computing, addressing dynamic resource allo
cation challenges. Lastly, the scheme in [90] improves service quality 
and adapts to varying edge server loads, ideal for edge computing. 
Often, these methods encounter practical implementation issues tied to 
the inherent limitations of the technologies and the dynamic nature of 
network architectures. For example, strategies focused on improving 
resource allocation and service quality frequently struggle with 
real-time decision-making due to network environments’ dynamic and 
complex conditions. This issue is particularly pronounced in dense 
networks and IoT applications where scale and density significantly 
impact performance. Moreover, although these approaches are designed 
to be adaptable and latency-aware, they face scalability challenges in 
rapidly expanding network infrastructures, complicating their deploy
ment across different computing models like fog, edge, and cloud 
computing, each requiring tailored solutions. Security also poses a major 

concern; integrating these computational techniques into broader 
network systems must not compromise robust protection against po
tential breaches. Additionally, managing the trade-offs between 
cost-effectiveness and energy efficiency is crucial to optimizing perfor
mance without detriment.

4.2.3. ACO-based schemes
The literature proposes various schemes based on ACO, listed in 

references [96–99], and we have reviewed some of these here. To begin 
with, Hussein et al. [100] proposed two scheduling algorithms based on 
ACO and PSO. The authors addressed the challenge of optimizing task 
distribution across fog nodes in dynamic and distributed computing 
environments. The main problem they aimed to solve was enhancing the 
efficiency of resource allocation, reducing response times, and 
improving load balancing within fog computing networks, which are 
critical for maintaining high service quality and system reliability, with 
ACO showing notable improvements in response times and load 
balancing compared to PSO and traditional round robin methods. In 
another study, Kishor et al. [97] introduced a smart ACO scheduler. 
Their study highlighted SACO’s capability to significantly reduce la
tency, outperforming conventional scheduling algorithms and other 
bio-inspired algorithms, such as modified PSO and the Bee Life Algo
rithm. Xu et al. [101] developed a hybrid method combining genetic and 
ant colony algorithms to overcome the limitations of standalone heu
ristic algorithms, which often get stuck in local optima. This approach 
leverages GA techniques (selection, crossover, mutation) to generate 
initial solutions, further refined by the ant colony algorithm, leading to 
fewer iterations and improved performance in edge computing sce
narios. Furthermore, Li et al. [102] proposed an MEC system with a dual 
strategy of content caching and computing offloading to manage the 
demands of computation-intensive and time-sensitive tasks. They uti
lized DQN to derive optimal caching strategies. They introduced a 
quantum ant colony-based offloading strategy, which demonstrated 
improvements in cache hit rates and reductions in transmission delays 
and overall system costs.

In their publication, Zulfa et al. [103] aimed to address the challenge 
of efficiently managing the distribution and offloading of data across 
edge network devices. The fundamental problem they sought to solve 
was optimizing the allocation of limited edge cache resources to 
enhance data accessibility and reduce latency. Their approach, which 
utilized the Knapsack Problem 0/1 (KP01), was designed to prioritize 
which data should be stored or offloaded in edge caches to maximize 
efficiency and performance. Moreover, Danial et al. [104] focused on 
reducing energy consumption in mobile cloud computing applications 
through their energy-efficient ACO. This algorithm, while potentially 
increasing completion times, significantly reduces energy usage, thus 
extending the battery lifespan of mobile devices. Finally, Wang et al. 
[105] tackled the challenges of low-earth orbit (LEO) satellite edge 
computing, which is critical for the 6th generation mobile network. 
They developed a system cost model and an offloading strategy based on 
an enhanced ant colony algorithm to optimize local resource allocation 
and task queuing, reducing system costs.

ACO-based schemes have become effective solutions in various 
computational environments, enhancing efficiency, reducing latency, 
and improving QoS. Based on the above information and our evaluation, 
the proposed model in [100] excels in enhancing QoS, balancing loads, 
and reducing response times. Another study in [106] which proposed 
SACO in IoT stands out for improving latency and offloading times with 
high scalability and adaptability, optimized specifically for fog envi
ronments. Moreover the proposed algorithm in [101] (G-ACA) IoT 
environment significantly improves efficiency and solution quality, 
balancing complexity and scalability, and is adaptable in edge 
computing settings. The proposed combined algorithm in the study 
[102] (DQN, QACO) boosts cache efficiency and reduces delays in edge 
environments. Lastly, [103] nRWS, KP01, ACO, GA in IoT enhances 
cache optimization and offloading efficacy, demonstrating adaptability 
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across fog, edge, and cloud computing. These schemes are primarily 
applied in IoT, mobile devices, and the burgeoning field of 6 G networks, 
aiming to optimize resource allocation and response times. Despite their 
potential, ACO-based methods face challenges related to their 
complexity and scalability. When combined with other algorithms like 
PSO and GA, ACO aims to balance loads and decrease response times 
effectively, particularly in settings that demand high QoS. Nevertheless, 
these hybrid models can incur high communication costs and complex 
algorithmic structures, which may restrict their broad implementation. 
For instance, while IoT applications benefit from improved cache effi
ciency and offloading efficacy, maintaining consistent global optimal 
solutions is challenging due to the complexity of the algorithms. More
over, scalability and practical implementation are major concerns, as 
systems requiring advanced computing capabilities, such as DQN and 
QACO, may not be universally applicable, particularly in 
resource-limited environments. Even though ACO schemes are designed 
to be adaptable and latency-aware, their deployment across varied 
computing models—like fog, edge, and cloud computing—often en
counters real-world limitations. Furthermore, enhancing security and 
energy efficiency is crucial, especially in high-demand areas like 6 G and 
LEO satellite networks, where resource and energy constraints are 
significant.

4.2.4. SA-based schemes
Several SA-based schemes have been suggested in the literature, and 

we discuss a selection of these in this section. In their publication, Bi 
et al. [107] addressed the challenge of managing high computational 
demands on Smart Mobile Devices (SMDs) while conserving battery life 
and minimizing network traffic. They used a hybrid genetic SA-based 
PSO, achieving faster convergence and reduced energy use compared 
to three other methods. Similarly, Huang et al. [108] focused on 
addressing task offloading and computing resource distribution problem 
within 5 G small cell networks. Employing a dual approach of the 
Lagrange multiplier and an enhanced SA algorithm, their method 
improved task completion times and total weighted energy consump
tion, showing superior results under various conditions. In their study, 
Yuan et al. [109] addressed the challenge of efficiently managing 
large-scale data flows and ensuring timely data processing in healthcare 
applications. They focused on optimizing how medical data from 
various IoT devices is accessed and used for personalized healthcare. 
This is a critical issue given the growing volume of patient data and the 
need for real-time, optimized patient treatment plans. Their work aimed 
to enhance healthcare systems’ responsiveness and energy efficiency by 
utilizing the Internet of Medical Things (IoMT). Their offloading algo
rithm for MEC, which integrates a DQN with SA, enhanced system uti
lization while reducing processing delays and energy consumption.

Moreover, Li et al. [110] proposed an SA-based optimization algo
rithm for MEC that balances time and energy by offloading tasks from 
terminal devices to edge service nodes. This method demonstrated 
adaptability and improved system performance in real-world scenarios. 
Furthermore, Mahjoubi et al. [111] developed an SA-based method 
within a three-layer MEC architecture to address IoT challenges in 
digitalizing industries. Their solution, formulated as a Mixed-Integer 
Linear Programming (MILP) problem, aimed to enhance task sched
uling across IoT devices, edge servers, and cloud environments. Yuan 
et al. [112] Xu et al. created a framework to enhance IoT through edge 
computing, focusing on maximizing provider profit while ensuring 
response times. Their offloading algorithm for cloud-edge systems uti
lized a simulated-annealing-based optimization, demonstrating profit
ability and effective resource balancing in real-world applications. 
Researchers in [113] introduced a cost-based model that integrates 
mobile devices and edge servers to enhance computational power within 
edge networks. Their adaptive neighborhood search with SA-optimized 
task offloading and resource allocation showed significant enhance
ments in energy and computational cost reductions during extensive 
testing. In their publication, Gabi et al. [114] proposed a fruit fly-based 

SA optimization scheme (FSAOS) for mobile edge-cloud continuum 
resource allocation, aiming to address the challenge of efficiently allo
cating computational resources across the mobile edge and cloud con
tinuum. This scheme effectively balanced local and global searches, 
achieving optimal service quality and reducing execution costs, as 
confirmed by tests on the EdgeCloudSim Simulator. Finally, Yuan et al. 
[115] focused on optimizing energy consumption in 
computation-intensive environments, particularly in data centers where 
managing operational costs and computational efficiency are critical. 
They developed an energy-minimized partial computation offloading 
method using a hybrid meta-heuristic algorithm that combines SA’s 
Metropolis criterion with genetic operations. Their method, tested using 
Google data center tasks, significantly reduced system costs and 
improved convergence speed, showcasing its efficacy compared to 
standard benchmarks.

SA-based schemes are gaining recognition for optimizing computa
tional tasks in diverse settings, particularly IoT, SMDs, and emerging 5 G 
technologies. Based on the above analysis, the study presented in [111]
excels in efficient scheduling, minimizing resource usage, and 
improving timeliness, distinguished by its high scalability and adapt
ability in fog and edge computing environments. Moreover, the authors 
proposed a model in [114] that stands out for its ability to balance 
search processes, minimize costs, and optimize resource allocation with 
high scalability and effectiveness in fog and edge settings. In other 
research paper cited as [108] the proposed SAA in 5 G, SMDs optimizes 
task offloading and resource allocation, enhancing utility with good 
scalability and performance in edge environments. Finally, [109]
DQN-SA in IoMT, IoB maximizes utility, reduces delays, and optimizes 
energy usage, compared to other proposed schemes with notable energy 
efficiency and latency awareness suitable for edge computing. The 
proposed approaches in this section focus on optimizing offloading ra
tios, CPU speeds, bandwidth, and power to enhance energy efficiency 
and manage resource allocation effectively. However, the implementa
tion of SA is often complicated by its inherent complexity and the sig
nificant computational overhead required. SA-based methods are valued 
for their flexibility to adapt to different operational demands, improving 
system performance by fine-tuning task execution and resource distri
bution. For example, SA effectively balances energy consumption 
against performance needs in IoT and SMD scenarios, helping systems 
operate within optimal parameters. Nonetheless, this balance is 
frequently challenged by the complexities of managing both computa
tion and communication overhead, which can pose difficulties in 
real-world applications. Additionally, the scalability of SA schemes often 
becomes problematic in environments like 5 G or integrated IoT sys
tems, where variable network density and demand may necessitate 
complex calibrations and depend heavily on precise model parameters, 
restricting their broad applicability. SA is designed to be adaptable and 
latency-aware. Yet, it occasionally struggles to fully utilize resources, 
particularly in edge computing contexts where resource limitations and 
node capabilities can limit practical deployment. This issue is even more 
pronounced in multi-task settings or heterogeneous networks where 
balancing cost, energy efficiency, and performance is crucial.

4.2.5. WOA-based schemes
The literature contains a range of suggested schemes based on WOA 

found in [116–121], which we have reviewed some of them in this 
section. For example, Huang et al. [122] introduced the Multi-Objective 
WOA to optimize time and energy in MEC under constrained network 
conditions. The authors aimed to address the challenge of optimizing 
computational task offloading in terms of both time and energy effi
ciency within MEC environments, particularly under network conditions 
characterized by limited bandwidth and high latency. Hosny et al. [123]
addressed the challenge of managing dependent tasks in multi-edge 
cloud environments, where tasks have interdependencies that compli
cate offloading. They proposed a WOA-based method to manage the 
offloading of dependent tasks in multi-edge cloud environments. By 
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incorporating frameshifting and a load redistribution strategy, EWA 
reduced latency, energy consumption, and costs, outperforming the 
standard WOA. In a subsequent study, Hosny et al. [124] tackled the 
inherent limitations of IoT and mobile devices, such as limited 
computing power and battery life. They proposed the refined WOA to 
enhance QoS by reducing application latency and resource costs, 
improving over other optimization methods. In another study, Anoop 
et al. [125] introduced a topology optimized for mobile user behavior to 
reduce response times and energy consumption amid growing mobile 
demands. Their exploitation WOA, which integrates differential evalu
ation techniques, showed enhanced accuracy and speed in applications 
like puzzle solving and face detection when tested on VMware. Li et al. 
[126] proposed the Immune Whale Differential Evolution Optimization 
algorithm (HIWDEO) for managing task dependencies in MEC, effec
tively minimizing execution delays and reducing energy and costs. 
Moreover, Liu et al. [127] focused on privacy problems and concerns in 
MEC by developing a privacy-preserving computing offloading scheme 
using the WOA. The scheme, which uses differential privacy to protect 
user location data, balances privacy with resource consumption and has 
proven effective in managing cost and privacy. In other research, Bi et al. 
[128] addressed the unique challenges of the IoV using an enhanced 
adaptive Lévy flight-based WOA algorithm with hierarchical learning. 
This method facilitates task offloading to fog servers or idle vehicles and 
shows superior global search capabilities compared to five other prev
alent algorithms. Lastly, Kumar et al. [129] proposed an AI-enabled, 
sustainable framework for an optimized, multi-layered, integrated 
cloud-fog environment. The primary problem addressed by the authors 
was the inefficiency in managing QoS parameters tailored for IIoT ap
plications, featuring a fuzzy-based offloading controller and incorpo
rating the WOA to significantly improve QoS parameters like makespan 
time, energy consumption, and execution costs.

WOA-based schemes are increasingly used to enhance computational 
tasks across domains such as IoT, MDs, and IIoT. These methods are 
valued for balancing offloading decisions, improving QoS, enhancing 
solution diversity, and reducing latency, energy consumption, and costs. 
However, WOA-based strategies face significant complexity, scalability, 
and practical application challenges. For example, while WOA com
bined with feature selection and learning rate strategies has shown 
promise in reducing task latency and energy usage these benefits may be 
limited in highly diverse or dynamic environments where scalability is a 
concern. Moreover, integrating WOA into existing frameworks can be 
complicated, often requiring substantial computational resources and 
facing difficulties addressing security or intricate task dependencies. 
Issues like balancing privacy with resource consumption underscore the 
challenges in achieving optimal outcomes without compromising other 
vital system attributes. The reviewed studies in this section reveal that 
the proposed method in [124] is better in reducing latency, energy, and 
costs while optimizing task offloading in fog and edge environments 
than other studies. Furthermore, in [123], the authors proposed that 
WOA, FS, and LRS in IoT significantly reduce latency, energy, and costs, 
with high implementation feasibility and effective performance in edge 
computing. The proposed scheme in [122] stands out for balancing 
offloading decisions and enhancing QoS with high scalability, primarily 
effective in edge computing. In [126], the presented HIWDEO in IoT 
minimizes execution delays and optimizes energy and cost efficiency, 
which is noted for its security and adaptability in edge computing en
vironments. Lastly, [127] WOA in IoT effectively balances privacy 
protection with resource consumption, supported by its comprehensive 
positive attributes in security, energy efficiency, and adaptability, suit
able for edge computing applications. Additionally, some implementa
tions, such as HIWDEO in IoT, focus on single-objective optimizations 
like minimizing execution delays, which might not sufficiently address 
scenarios involving interdependent tasks. In high-mobility contexts like 
the IoV, WOA-based strategies may encounter problems such as task 
return failures due to the scheme’s mobility.

4.2.6. GWO-based schemes
Recently, the literature has highlighted various GWO-based schemes 

documented in references [130–132]. This section explores some of 
these recent proposals. Zhang et al. [133] developed an adaptive off
loading strategy using GWO for vehicular edge computing with an 
enhanced gray-wolf algorithm. This strategy, which does not rely on 
cloud computing, aims to optimize computing delays, energy usage, and 
MEC server capacity, effectively reducing system delays and energy 
consumption. Nujhat et al. [134] introduced a multi-objective optimi
zation framework for offloading tasks from mobile devices to edge 
servers. The primary problem their framework, WOLVERINE, addressed 
was the challenge of balancing the often-conflicting objectives of mini
mizing latency, reducing energy consumption, and cutting operational 
costs in MEC environments. Their framework optimizes latency, energy, 
and cost, achieving notable performance improvements in experimental 
settings. Furthermore, Shang et al. [135] proposed a refined OPGWO 
incorporating Latin hypercube sampling for population generation and 
an orthogonal inverse strategy during optimization. They also intro
duced a resource allocation method using a V-function mapping policy, 
significantly enhancing performance and energy efficiency. Tang et al. 
[136] focused on reducing latency in MEC environments with battery 
less devices. They introduced a discrete GWO that uses a task permu
tation sequence for efficient offloading, enhancing system performance 
beyond conventional metaheuristics. In their publication, Feng et al. 
[137] enhanced an existing offloading model by normalizing variables 
to reduce dimensional disparities and introduced a hybrid algorithm 
combining GWO and WOA. This hybrid, GWO-WOA, outperformed 
traditional methods in tests. Hashemi et al. [138] developed a 
multi-objective GWO approach for service scheduling and task off
loading in fog computing. Their method, tested in iFogSim on up to 5000 
nodes, showed significant improvements in execution times and 
resource reallocation. Similarly, Cong et al. [139] aimed to address the 
critical challenges of computational offloading in scenarios where 
minimizing both latency and energy consumption is paramount for 
maintaining efficient operation and extending battery life of mobile 
devices in edge computing environments. They introduced an offloading 
model that evaluates tasks via a loss function affected by latency and 
energy. They developed a method using Block Coordinate Descent with 
convex optimization and GWO, demonstrating superior latency and 
energy metrics performance. Moreover, Shahjalal et al. [140] used an 
AI-based Binary GWO for deploying Virtual Network Functions within 
the hybrid cloud of the 5 G Internet. The primary problem addressed by 
their research was optimizing the deployment of these functions to 
achieve a dual objective: reducing operational costs and minimizing 
latency, which is critical for maintaining high QoE in 5 G networks. This 
scheme reduced costs and improved QoE, targeting cost reduction and 
minimizing latency. Mahenge et al. [141] addressed balancing energy 
consumption with system capacity and response times in computational 
offloading scenarios.

They proposed a hybrid method combining PSO with GWO for this 
aim. This method significantly outperformed conventional methods in 
enhancing energy efficiency through optimal resource distribution. 
Finaly, Bi et al. [142] proposed the Lévy flight and SA-based GWO for 
computation offloading using small base stations. This two-stage opti
mization algorithm optimally selects edge devices and coordinates task 
scheduling, reducing latency and costs effectively.

GWO is utilized across diverse computational areas such as the IoV, 
IoT, 5 G networks, and SMDs, primarily for its effectiveness in reducing 
system delays, optimizing energy consumption, and improving task 
scheduling and resource allocation. For example, the proposed algo
rithm in [134] excels in optimizing latency, energy, and cost, marked by 
significant performance improvements and adaptability in edge 
computing compared to other schemes. Moreover, the method in [138]
is notable for its enhancements in scheduling, power reduction, and 
resource allocation. The proposed model in [141] minimize energy 
consumption and meet capacity and delay requirements efficiently, 
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making it suitable for edge computing compared to other proposed 
schemes. Distinguished by its simulation of the social hierarchy and 
hunting techniques of grey wolves, GWO excels in tackling complex 
multi-dimensional optimization problems. It stands out from other 
optimization methods like the WOA and SA due to its unique 
nature-inspired approach. GWO is celebrated for enhancing system 
performance by efficiently managing latency, energy, and cost, espe
cially in IoT environments that have driven significant performance 
improvements. Like WOA and SA, GWO faces challenges in scalability 
and complexity, particularly in dynamic or diverse settings where spe
cific conditions or precise task sequencing are necessary. Moreover, 
security remains a consistent limitation in all these optimization algo
rithms, impacting their broader applicability and effectiveness in sen
sitive environments. Furthermore, while GWO shares a similar level of 
complexity and adaptability to WOA, making both suitable for various 
computing paradigms such as fog, edge, and cloud computing, it often 
exhibits a lower computational overhead than SA, enhancing its desir
ability in scenarios where this is a critical factor. However, GWO and 
WOA sometimes struggle with real-world application complexities, 
much like SA’s challenges with computational overhead and integration 
into existing systems. Despite these issues, GWO’s unique mechanism, 
based on natural wolf behavior, makes it an effective tool for optimizing 
complex systems. It is a favorable option in environments demanding 
efficient and effective resource and task optimization.

4.2.7. CS-based, Bee, and Bat-based schemes
In this section, we reviewed studies that have utilized CS, Bee, and 

Bat algorithms to optimize offloading in various applications. For 
instance, Keshavarznejad et al. [143] tackled the processing limitations 
of mobile devices in cloud environments by utilizing fog computing to 
manage delay-sensitive tasks. They balanced processing between local 
devices and fog nodes by framing task offloading as a multi-objective 
optimization problem. This was effectively solved using the NSGA-II 
and Bees algorithms, achieving notable improvements in energy con
sumption and delay reduction. Moreover, Alqarni et al. [144] intro
duced an offloading decision-making framework utilizing the Binary CS 
Algorithm to optimize offloading strategies to reduce completion times, 
energy, and costs in MEC settings. Song et al. [145] addressed the 
challenge of optimizing computation offloading in MEC, where the dual 
objectives of reducing average latency and minimizing energy con
sumption are critical. This issue is particularly significant in scenarios 
where rapid and efficient data processing is required close to user de
vices while also conserving energy to prolong device battery life and 
reduce operational costs. They introduced a discrete multi-objective CS 
algorithm for MEC computation offloading (DMOCS-CO). Their algo
rithm reached an approximate Pareto optimal set and surpassed other 
established algorithms in optimizing these objectives during simulation 
studies. In other study, Souza et al. [146] focused on the challenge of 
efficiently managing high computational loads and minimizing latency 
in dynamic vehicular networks, where vehicles rapidly move in and out 
of network ranges, causing frequent changes in network topology and 
resource availability. Their bee colony-based task offloading algorithm 
aimed to optimize resource utilization and reduce delays in vehicular 
edge computing systems, crucial for latency-sensitive applications like 
autonomous driving and augmented reality. Furthermore, Xu et al. 
[147] proposed an MEC architecture that includes a single unmanned 
helicopter acting as an MEC server and multiple reconnaissance UAVs. 
They addressed the challenges of excessive delay and high energy con
sumption in multi-UAV operations with an improved bat algorithm 
(IBA). This algorithm avoids early convergence and provides greater 
accuracy and stability than traditional heuristic approaches, optimizing 
the trade-off between energy use and operational delay. Hong et al. 
[148] proposed a group mapping-based CS metaheuristic for an MEC 
system enhanced with data processing units. Their approach focused on 
minimizing the computational load on CPUs by efficiently offloading 
decryption tasks through a combinatorial optimization model. The 

GMCS method improved solution diversity and search effectiveness, 
demonstrating significant energy savings in various test cases compared 
to standard algorithms.

These algorithms are good in optimizing crucial tasks, including 
offloading, resource allocation, and enhancing network performance by 
reducing latency, energy usage, and operational costs. For instance, 
integrating NSGA-II with BA specifically aims to reduce power con
sumption and delays in mobile devices. At the same time, the ODM- 
BCSA enhances resource allocation efficiency, though it may inadver
tently increase delays due to network inconsistencies. Among the other 
reviewed studies in this section, the proposed algorithm in [144]
(ODM-BCSA) excels by minimizing time, energy, and costs while 
improving resource allocation, with high scalability and marked as en
ergy efficient, cost-effective, latency-aware, and adaptable, particularly 
effective in edge computing environments. The other efficient model has 
been proposed in [143] that is notable for reducing power and delay, 
optimizing offloading trade-offs, and standing out for its energy effi
ciency, latency awareness, and adaptability in fog and edge environ
ments despite its high complexity. Finally, [146] BC in VANET reduces 
execution time and enhances reliability in vehicular networks, 
benefiting from high scalability, energy efficiency, latency awareness, 
and adaptability, making it especially suitable for edge computing set
tings. These techniques, however, face unique challenges; for example, 
Bee and Bat Algorithms can struggle in dynamic environments like 
VANET and UAV systems due to rapid changes and potential discon
nections that may compromise their effectiveness. Additionally, the 
complexity of these setups, especially in specialized UAV configurations 
with the IBA, poses substantial deployment challenges. Despite being 
designed for adaptability and energy efficiency, these schemes often 
contend with scalability and complexity, particularly in dynamic or 
resource-limited settings. For instance, the GMCS aims to improve task 
offloading and CPU performance in mobile devices but is hindered by 
the complexity of its implementation.

4.2.8. HHO-based and MFO-based schemes
We will explore various studies in this section that have implemented 

HHO, and MFO to optimize offloading in different applications. In their 
research study, Priya et al. [149] Wu et al. tackled the challenge of 
offloading diverse mobile app tasks to MEC hosts by introducing a deep 
belief network optimized by an Adaptive HHO algorithm. This 
approach, incorporating Gaussian mutation and CS, effectively balanced 
exploitation and exploration. Similarly, Wu et al. [150] introduced 
PECCO, an optimization model using the advanced MFO, PECCO-MFI, to 
handle the increasing data demands in IoT. This model considered task 
heterogeneity and load balancing. In another study, Zhang et al. [151]
tackled the issue of safeguarding user privacy in MEC environments, 
where sensitive data is processed closer to users, heightening the risk of 
data breaches. They developed a privacy-aware computing offloading 
strategy using privacy entropy as a metric, enhanced by a HHO algo
rithm with a Gaussian-Cauchy operator. This method effectively 
obscured user data and minimized resource use while addressing pri
vacy risks in MEC. Li et al. [152] aimed to tackle the problem of high 
central cloud loads and significant transmission delays in MEC envi
ronments. By developing a hybrid HS-HHO algorithm for MEC deploy
ment near User Equipment (UE), they sought to optimize resource 
allocation and enhance the overall efficiency of edge-cloud collaborative 
scenarios, ultimately improving system responsiveness and reducing 
energy consumption. Hijjawi et al. [153] focused on improving resource 
allocation in wireless networks, which often struggle with the efficient 
distribution of limited network resources across many users and devices. 
Their hybrid Prairie Dog Optimization (PDO) algorithm, enhanced with 
Harris Hawks Optimization (HHO) techniques, was designed to address 
the challenge of achieving faster convergence and more effective opti
mization in these complex network environments.

Moreover, Nematollahi et al. [154] introduced an architecture that 
combined MFO with Opposition-based Learning (OBLMFO) for efficient 
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resource distribution and offloading in a system incorporating sensors, 
controllers, and FC servers. Their approach resulted in significant re
ductions in delay and energy consumption. Singh et al. [155] advocated 
for fog computing to address the high costs and latency of cloud 
computing. They developed an Energy-efficient Task Offloading Strat
egy (EETOS) using the Levy-flight MFO algorithm, which significantly 
reduced energy consumption.

Finaly, Jazaeri et al. [156] focused on IoT content caching in edge 
networks with SDN processing capabilities. They implemented MFO 
algorithms for intelligent clustering and caching, resulting in substantial 
improvements in energy usage, response times, and cache-hit rates in 
SDN-enabled IoT environments.

Both HHO and MFO provide significant benefits in optimizing 
resource allocation and improving QoS. However, they face challenges 
related to complexity, scalability, and practical implementation. HHO 
schemes, for instance, are effective in tasks like enhancing load 
balancing and reducing energy use, but they require complex tuning and 
sophisticated algorithmic handling, which complicates their practical 
application. These methods can face issues like privacy quantification 
and scalability challenges when integrated with other advanced tech
niques. Similarly, MFO schemes focus on boosting caching efficiency 
and minimizing latency within IoT environments. Despite their adapt
ability in reducing energy consumption and end-to-end delays, MFO 
struggles with high computational complexity and the need for precise 
balance between fog and cloud resources, which can lead to queuing 
delays. Both strategies also need to overcome the absence of guaranteed 
optimal performance and challenges in achieving global coordination, 
especially when dependent on SDN controllers within IoT settings. 
Additionally, their scalability issues and the complexity of system inte
gration necessitate ongoing enhancements. To conclude, based on the 
studied papers, the proposed model in [150] excels in enhancing 
edge-cloud offloading while considering both profit and cost, supported 
by high energy efficiency and adaptability in fog and edge computing 
environments. The other optimized method proposed in [151] enhances 
privacy, minimizes resource use, and reduces privacy risks, making it 
effective in edge computing with attributes like security and energy 
efficiency. Moreover, in [154] the authors work on an algorithm called 
OBLMFO in IoT significantly reduces delay and energy consumption 
while enhancing resource allocation, performing effectively in fog and 
edge settings with high energy efficiency and latency awareness. Lastly, 
[155] LMFO, EETOS in IoT is notable for reducing energy consumption 
and minimizing end-to-end delay, excelling in fog and edge computing 
due to its cost-effectiveness, latency awareness, and adaptability.

4.2.9. Other metaheuristic-based schemes
This section evaluates a series of Metaheuristic-based schemes 

documented in the literature, including those found in references 
[157–175]. Moreover, there are some new metaheuristic methods 
introduced to address complex optimization problems in cloud 
computing environments. The Server Residual Efficiency-aware Particle 
Swarm Optimization (SR-PSO) algorithm enhances virtual machine 
scheduling by tuning classical PSO operators to manage dynamic 
scheduling intervals, focusing on optimal energy efficiency and minimal 
virtual machine migrations. Another innovative approach is the Artifi
cial Immune System based Virtual Machine Scheduling using Modified 
Clonal Selection Algorithm (VMS-MCSA), which adapts the classical 
Clonal Selection Algorithm to the dynamic virtual machine scheduling 
context. This method incorporates a randomized mutation operator to 
adapt to workload variability with efficient virtual machine consolida
tion. Both methods aim to improve energy efficiency and operational 
effectiveness in cloud data centers. In this section we have studied some 
of the metaheuristic-based schemes [176,177]. To start with, Almadhor 
et al. [178] introduced a green offloading strategy utilizing a hybrid 
meta-heuristic algorithm that combines the African Wild Dog Algorithm 
with cellular learning automata. They tackled the problem of excessive 
energy consumption, high operational costs, and delays in data 

processing across networked systems. This method significantly out
performed existing algorithms in simulations, reducing energy con
sumption, delay time, and cost. Swaminathan et al. [179] focused on the 
problem of optimizing server resources such as capacity, bandwidth, and 
power consumption in scenarios where maintaining real-time moni
toring and data synchronization is critical. The authors created a model 
that incorporates Digital Twins and real-time monitoring, optimized by 
metaheuristic algorithms including the Offloading with Digital Twins 
and Raindrop Algorithm (ODTRA) and the Probabilistic Recursive Local 
(PRL) search algorithm. These algorithms optimized server capacity, 
bandwidth, and power consumption, demonstrating enhanced off
loading efficiency in various simulations. In their publication, Kumari 
et al. [180] developed a metaheuristic scheme using a modified Discrete 
Jaya Algorithm (DJA) to enhance offloading speed and resource effi
ciency, modeling it as a multi-objective optimization problem. Their 
simulations, validated by the Friedman test, showed this method out
performing existing algorithms. Moreover, AlShathri et al. [181]
explored integrating IoT with fog computing to address latency issues. 
They enhanced scalability using population-based meta-heuristics 
within a novel parallel multi-threading framework, which improved 
real-time task processing in balancing delay and energy consumption. 
Hosny et al. [182] addressed the complexity of managing interdepen
dent tasks in multi-access edge computing environments, where coor
dinating task execution can impact system performance due to 
dependencies among tasks. They proposed an enhanced Gorilla Troops 
Algorithm (IGTA) for offloading tasks in multi-access edge computing 
environments. By introducing task dependencies and adapting a 
customized crossover operation, IGTA significantly reduced latency, 
energy consumption, and cost, demonstrating superior efficiency. 
Furthermore, Babar et al. [183] introduced a nature-inspired multi-
objective bacterial foraging optimization (MO-BFO) algorithm to 
improve edge computing for low-power IoT sensors. Compared to ACO, 
PSO, and round-robin scheduler, MO-BFO effectively reduced response 
time and communication costs while managing load on edge servers. In 
other study, Chen et al. [184] tackled reducing energy consumption in 
UAVs equipped with MEC servers by developing a hybrid 
nature-inspired optimization algorithm (HNIO). Enhanced by mutation 
and diversity detection mechanisms, HNIO outperformed existing al
gorithms in precision and stability. Moreover, Nematollahi et al. [185]
introduced an enhanced multi-objective Aquila optimizer (IMOAO) with 
a Pareto front to minimize response times and failure rates in fog 
computing. By incorporating opposition-based learning, the IMOAO 
improved solution diversity and demonstrated significant reductions in 
response times and failure rates. Also, Maashi et al. [186] tackled the 
challenge of optimizing task scheduling to handle the fluctuating de
mands and energy constraints typical in Next-Generation IoT Fog-Cloud 
Networks. Their approach, using the Metaheuristic Mountain Gazelle 
Optimization Algorithm (MMGOA-TSA), was designed to efficiently 
manage the high variability in workload and network conditions, aiming 
to balance the trade-off between response time and energy consumption 
for enhanced system performance. Shen et al. [187] introduced a 
computational offloading decision method (IBES) for vehicular net
works, focusing on reducing expenses related to delay and energy con
sumption. The model integrates computing across local vehicles, MEC 
servers, and cloud computing, enhancing the bald eagle search algo
rithm with various techniques to address task priorities and system costs 
effectively. Finaly, Alseid et al. [188] addressed the issue of optimizing 
task offloading in dense and highly mobile vehicular environments, 
where traditional single-hop offloading methods struggle with efficiency 
due to the fast-moving and constantly changing network conditions 
typical in IoV systems. Their dual-phase MSSAMTO-IoV model, utilizing 
a multi-hop task offloading strategy enhanced by a sparrow search al
gorithm, aimed to improve the management of network resources and 
reduce offloading latency, ensuring faster and more reliable service 
delivery in MEC frameworks integrated with IoV.

Exploring a variety of computational offloading schemes across 
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different technological platforms reveals a sophisticated array of stra
tegies, each designed to enhance certain aspects of system performance. 
For example, AWDA focuses on reducing energy, cost, and delays in 
mobile devices but faces challenges like complex algorithm integration 
and heavy reliance on precise modeling, which can limit scalability and 
practical deployment. Similarly, ODTRA and PRL in IIoT aim to mini
mize task execution times and enhance performance, yet they depend on 
complex digital twin technologies that may not be feasible in all sce
narios. In IoT applications, DJA, OFDM, and GTA optimize offloading 
delays and resource utilization but may struggle with complex system 
architectures and communication requirements, potentially limiting 
effectiveness in all MEC scenarios. Moreover, schemes like MO-BFO face 
QoS challenges and scalability issues, despite their ability to reduce 
response times and communication costs. In more dynamic environ
ments such as UAVs and IoV, algorithms like HNIO optimize UAV base 
station usage but are not suitable without these stations, while 
MSSAMTO-IoV enhances vehicle services but faces limitations due to 
coverage and implementation complexities. Among the other proposed 
schemes, [187] IBES and [182] GTA stand out due to their holistic im
provements in cost, energy, and latency, alongside their adaptability and 
environmental fit, making them particularly valuable for dynamic and 
resource-sensitive applications like VANET and IoT. [181] OFDM, [185]
IMOAO, OBL, and [184] HNIO also provide significant contributions to 
IoT and UAV systems, focusing on optimizing system operations while 
ensuring efficiency and responsiveness, crucial for real-time data pro
cessing and communication.

5. Discussion

In this section, we discuss and provide answers to the research 
questions based on the analysis of the articles we have reviewed.

Answering RQ1: Among the metaheuristic algorithms reviewed, 
several stand out for their scalability and adaptability in offloading tasks 
across fog, edge, and cloud computing environments. The GA is notable 
for its effectiveness in optimizing server deployment and task comple
tion, particularly in complex IoT environments. PSO excels in reducing 
latency and enhancing resource usage, making it suitable for IoT and 
IIoT applications. ACO effectively balances loads and reduces response 
times, optimizing resource allocation in fog and cloud layers. SA dem
onstrates robust performance in system optimization and energy effi
ciency, applicable across various computing frameworks.

Answering RQ2: The use of metaheuristic algorithms in computa
tional offloading introduces various complexities and security risks, as 
highlighted by numerous studies. Complexity arises primarily from the 
need to balance optimality and performance in real-time environments, 
which can challenge the scalability and feasibility of these algorithms. 
Specifically, algorithms like GA, GWO, WOA, and PSO often require 
fine-tuning of parameters and may struggle in dynamic network con
ditions due to their inherent reliance on iterative improvement pro
cesses. Security risks are another critical concern, as metaheuristic 
algorithms can be susceptible to attacks that exploit their operational 
mechanics. For instance, iterative methods used in these algorithms can 

expose data to interception or manipulation if not adequately protected. 
Furthermore, the decentralized nature of the environments where these 
algorithms typically operate, such as fog and edge computing, increases 
the vulnerability to unauthorized access and data breaches. This ne
cessitates the integration of robust security protocols to safeguard the 
data during the offloading process, ensuring the confidentiality and 
integrity of information across networks.

Fig. 8 illustrates the distributions of complexity, scalability, and 
implementation feasibility for the systems studied. Most notably, 
complexity in the analyzed schemes predominantly falls within the high 
category, reflecting the significant challenges involved in computational 
offloading. Scalability is mainly categorized as medium, suggesting that 
while these systems are somewhat flexible, there are still substantial 
improvements needed to fully scale these solutions. Implementation 
feasibility primarily ranks medium, indicating that while feasible, these 
offloading systems often face practical constraints that could limit 
broader application and deployment.

Answering RQ3: Most of the studied schemes do not focus on cost- 
effectiveness, with approximately 85 % not sufficiently addressing this 
aspect. However, among the few that do, WOA and GWO have proven to 
be more cost-effective. These algorithms stand out for their ability to 
optimize resource allocation and operational efficiency, which in turn 
helps reduce overall costs.

Answering RQ4: Nearly all the studied metaheuristic algorithms 
contribute to improved latency and quality of service in offloading tasks 
across different systems. Specifically, algorithms like GA, PSO, GWO, 
and WOA are particularly effective in enhancing these attributes. These 
algorithms are designed to optimize decision-making processes and 
resource allocation, which are critical for minimizing latency and 
maximizing the efficiency of service delivery in computational off
loading scenarios.

As shown in Fig. 9, security remains a significant concern in meta
heuristic algorithms for computational offloading, with only three 
studies directly addressing this critical issue. The bar graph highlights 
the distribution of various attributes, such as energy efficiency, cost- 
effectiveness, latency awareness, and adaptability across the reviewed 
schemes. Despite the high attention to latency awareness and adapt
ability, the minimal focus on security underscores a critical gap in the 
current research. This gap suggests the need for more dedicated efforts 
to enhance the security measures within these systems, ensuring the 
integrity and privacy of data in increasingly complex computing envi
ronments. The figure further illustrates how these attributes are priori
tized differently across studies, pointing to a potential misalignment 
between the perceived importance of security and its actual coverage in 
research.

Answering RQ5: Based on the analysis in Fig. 11 and the details 
from the studied schemes, the feasibility of implementing metaheuristic 
algorithms for computational offloading in diverse technological envi
ronments shows varied levels. Implementation feasibility is concen
trated mainly in the medium category, which accounts for 84 % of the 
schemes evaluated. This suggests that while these algorithms can be 
adapted across different settings, the integration process requires careful 

Fig. 8. Distributions of complexity in studied schemes.
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planning and optimization to address specific environment needs and 
constraints. Therefore, while feasible, the successful deployment of 
these algorithms depends heavily on the particular requirements and 
characteristics of the technological environment in question.

Fig. 10 displays the distribution of computing technologies in met
aheuristic algorithm applications across fog, edge, and cloud environ
ments, as quantified by the number of instances each is used: fog 
computing, edge computing, and cloud computing. This graph high
lights the substantial reliance on edge computing for its ability to reduce 
latency, which is crucial for real-time processing tasks. In contrast, 
though less frequent, cloud computing’s role is significant due to its vast 
storage and powerful computational capabilities, which make it ideal for 
handling extensive data-intensive applications. At the same time, fog 
computing is the least utilized intermediary layer that enhances data 
accessibility and reduces latency by processing data closer to the end 
users. It shows the emerging importance in bridging the gap between 
edge and cloud computing in network architectures.

As shown in Fig. 11, the distribution of metaheuristic algorithm 

applications across different technologies is presented. The IoT domi
nates with 43 applications, underscoring its importance and the intense 
focus on improving connectivity and automation. The IoV and MDs 
follow, indicating significant interest in enhancing mobile connectivity 
and performance. Applications in UAVs and vehicular technology are 
also notable, though less prominent. The graph highlights minimal 
application in emerging areas like 6 G, AR, and LEO satellites, suggest
ing potential growth areas for future research in metaheuristics within 
these technologies.

6. Current challenges in the field and future directions

Metaheuristic algorithms have been widely recognized for their 
effectiveness in addressing computational offloading challenges across 
diverse technological environments. However, despite their potential, 
several significant challenges limit their broader application and effi
cacy. These challenges are:

Complexity and Scalability: The complexity of metaheuristic 

Fig. 9. System attributes of studied schemes.

Fig. 10. Distribution of computing technologies in studied schemes.
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algorithms can be a significant barrier, especially in environments with 
dynamic and unpredictable behaviors. Scalability remains a pressing 
issue as these algorithms often struggle to perform efficiently as network 
size and complexity increase. The balance between depth of search 
(exploration) and the speed of convergence (exploitation) requires 
careful tuning, which can be challenging to achieve universally across 
different contexts.

Security and Privacy Concerns: Security is a major challenge in 
deploying these algorithms for computational offloading, particularly in 
decentralized environments like fog and edge computing. These algo
rithms often share data across nodes, exposing sensitive information to 
potential security breaches. Implementing robust security measures that 
do not overly degrade performance is crucial and complex.

Real-Time Implementation: Many metaheuristic algorithms are not 
designed to handle real-time data processing efficiently, which is 
essential for applications requiring immediate computational offloading 
decisions, such as those in autonomous driving or real-time health 
monitoring.

Energy Efficiency and Cost-Effectiveness: Although some metaheuristic 
algorithms are designed to be energy-efficient, there is often a trade-off 
between optimization performance and energy consumption. Addi
tionally, cost-effectiveness is not always a primary focus of algorithm 
design, which can limit their practical application in cost-sensitive 
environments.

Integration with Existing Systems: Integrating metaheuristic algorithms 
into existing systems can be challenging due to compatibility issues with 
legacy systems and the need for substantial customization to address 
specific operational requirements.

Algorithm Convergence and Stability: Ensuring stable and consistent 
performance across different deployments and conditions can be chal
lenging. Metaheuristic algorithms may converge prematurely or get 
stuck in local optima, leading to suboptimal offloading decisions.

Adaptation to New Technologies: As new technologies emerge, such as 
5 G/6 G communications, IoT, and smart devices, metaheuristic algo
rithms need continuous updates to handle new computational loads and 
network architectures effectively.

Here are the future directions that are important to explore more:
Hybrid metaheuristic models for real-time offloading: Future research 

should focus on hybridizing different algorithms to create models that 
can adapt to changing network conditions in real time, thereby reducing 
latency and improving the responsiveness of mobile and IoT 
applications.

Metaheuristics for offloading in heterogeneous networks: Metaheuristic- 
based offloading strategies tailored explicitly for heterogeneous net
works, where different types of networks (like 5 G, Wi-Fi, and satellite) 
coexist are needed. This would address compatibility and performance 
optimization across varied network standards.

QoS-aware offloading using metaheuristics: Future studies should 
explore the use of metaheuristics to optimize the energy consumption of 

both the edge devices and network infrastructure during data offloading, 
helping to extend battery life and reduce environmental impact.

Scalable metaheuristic approaches for ultra-dense environments: 
Research should aim to develop scalable algorithms that efficiently 
manage resource allocation and task offloading in ultra-dense urban 
environments, where the number of devices and data demand are 
exceptionally high.

Secure metaheuristic offloading mechanisms: There is a gap in secure 
offloading strategies that incorporate metaheuristics to safeguard 
against data breaches and ensure privacy, especially in sensitive appli
cations like health monitoring and personal data management.

Blockchain-enhanced metaheuristic offloading: Integrating blockchain 
technology with metaheuristic algorithms to enhance security and pri
vacy in offloading processes. This approach can leverage blockchain’s 
decentralized and tamper-resistant ledger to manage and secure off
loading decisions, ensuring transparency and trust among multiple 
stakeholders, such as mobile users and edge service providers.

Privacy-preserving metaheuristic offloading: Developing privacy- 
preserving offloading frameworks that utilize metaheuristic algorithms 
to optimize computational tasks without compromising user privacy. 
Techniques like differential privacy could be embedded within meta
heuristic strategies to anonymize sensitive data before offloading, 
ensuring that user data remains confidential while benefiting from edge 
computing environments’ efficiency.

Metaheuristics for offloading decisions under uncertainty: Developing 
offloading algorithms that effectively handle user demand and network 
conditions uncertainties, ensuring reliable and efficient service delivery 
despite fluctuating environments.

Context-aware offloading using metaheuristics: Future research should 
investigate context-aware offloading strategies in which metaheuristic 
algorithms consider the user’s context (such as location, device capa
bility, and current network conditions) to optimize offloading decisions.

Quantum metaheuristics for offloading: Investigating the potential of 
quantum computing to enhance metaheuristic algorithms for offloading. 
This could lead to breakthroughs in processing speeds and capabilities, 
solving complex offloading problems faster than traditional methods.

Multi-objective metaheuristic offloading algorithms: Developing multi- 
objective metaheuristic algorithms that simultaneously optimize 
several performance metrics, such as cost, latency, energy, and accu
racy, to provide a balanced approach to offloading.

Metaheuristics for offloading in autonomous vehicles: Tailoring meta
heuristic algorithms to manage data offloading in autonomous vehicles, 
focusing on minimizing latency and maximizing reliability in vehicle-to- 
vehicle and vehicle-to-infrastructure communication.

Metaheuristic algorithms for edge AI offloading: Creating metaheuristic 
algorithms that optimize where AI tasks should be processed—on the 
device, on the edge, or in the cloud—to effectively balance speed and 
resource use.

Adaptive learning in metaheuristic offloading: Research should 

Fig. 11. Number of the applied applications in studied schemes.
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incorporate machine learning techniques with metaheuristics to 
continually improve offloading strategies based on ongoing system 
performance data, leading to self-optimizing networks.

7. Conclusion and future directions

This systematic review analyzed computational offloading strategies 
based on metaheuristics across different computing frameworks. We 
noted significant gains in efficiency and reliability for IoT, mobile, and 
vehicular network applications. However, the review has several limi
tations. It does not detail the types of datasets or simulation tools used in 
the studies, which limits our ability to judge how reproducible or scal
able the findings are. Also, it lacks a thorough examination of the 
challenges these algorithms might encounter in real-world settings. The 
review does not compare these metaheuristic methods to traditional 
algorithms, investigate how changing network conditions affect algo
rithm performance, or evaluate energy use comprehensively across 
studies. Future research should work to fill these gaps by using a wider 
variety of datasets, explaining simulation techniques more clearly, and 
including assessments of newer network technologies and more complex 
computing environments.
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