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ARTICLE INFO ABSTRACT
Keywords: In order to guarantee a reliable data forwarding process, underwater acoustic sensor networks
Underwater acoustic sensor networks (UASNs) (UASNs), which are widely used in water environments like oceans and seas, need efficient
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Artificial intelligence (AI)
Decision-making systems

routing protocols. Because sensor nodes are expensive to deploy in underwater environments
and have limited energy capacities, energy optimization is a significant and practical issue,
particularly for extending network lifetime. Today, various energy-efficient routing strategies
have been suggested by combining opportunistic routing (OR) and reinforcement learning (RL).
However, this subject deals still with different challenges. This paper introduces a Q-learning-
based hierarchical routing protocol (QHRP) in UASNs. This approach builds a Q-learning-based
routing tree, which contains a state set filtered by a two-step filtering process. It effectively
increases the convergence speed of the Q-learning algorithm and lowers delay due to the
tree construction process. In QHRP, the reward function considers network conditions and is
obtained based on four metrics, namely remaining energy, strategic depth, the size of the state
set, and successful transmission probability. Moreover, QHRP solves the void area problem in
the routing tree by redefining the set of states and reward function. To evaluate QHRP compared
to the three routing methods, namely RLOR, EE-DBR, and MURAO, various experiments are
performed in terms of packet delivery rate (PDR), end-to-end delay (EED), data integrity,
consumed energy, and the number of hops in the forwarding routes. These results show that
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QHRP improves PDR, delay, data integrity, energy consumption, and the number of hops by
9.068%, 9.03%, 9.84%, 15.61%, and 10.31%, respectively.

1. Introduction

Nowadays, underwater acoustic sensor networks (UASNs) have become a hot research issue for many researchers due to the
focus on oceans and their information. UASNs are three-dimensional networks that effectively identify and monitor underwater
environments [1,2]. They are applied in port monitoring and security, environmental monitoring, prevention of natural disasters,
and navigation assistance. In recent years, these networks have attracted the attention of many governments, industries, and
universities [3,4]. Moreover, due to the increasing growth of the Internet of underwater things (IoUT), UASNs have become
complex and multi-hop networks consisting of highly dense sensors equipped with data sensing, information processing, and acoustic
communication capabilities [5,6]. To guarantee efficient data transmission in UASNs, underwater routing schemes have become
a key research subject. Due to the fundamental differences in the underwater environment and the specific features of UASNSs,
the data forwarding process in these networks is much more complex than wireless sensor networks (WSNs) because UASNs deal
with the energy limitations of underwater nodes [7,8]. Excessive use of sensor nodes to forward data to the sink node reduces
energy efficiency in UASNs and leads to their early death. In addition, due to the high cost of deploying sensors in the underwater
environment, they can be rarely replaced in UASNs. As a result, the lack of sufficient sensors to cover the target area causes void
areas and decreases the packet delivery rate [9,10]. Furthermore, underwater sensor nodes may move due to the waves and water
currents. This leads to changes in the network topology. Therefore, the forwarding routes will be invalid and the data forwarding
process will be unreliable due to the disconnection of communication links. Hence, existing routing protocols in WSNs cannot be
used directly in UASNs [11,12].

Routing is to select a path from the set of forwarding routes based on the desired criteria to improve the performance of
UASNs. Due to problems such as high bit error rate (BER), high latency, limited bandwidth, and energy restriction in UASNSs,
designing a reliable, robust, energy-efficient, low-delay routing protocol improves the adaptability to UASNs [13,14]. By combining
opportunistic routing (OR) and reinforcement learning (RL), several forwarding routes can be provided for transferring data packets
and guaranteeing the reliable data forwarding process in UASNs [15,16]. Reinforcement learning enables UASNs to interact with the
underwater environment and select the best route to the destination. RL provides a decision-making framework through a continuous
interaction with the underwater environment [17,18]. Note that the information collected by underwater sensor nodes is local and
limited in distributed networks. Thus, RL assists underwater sensor nodes to learn from the environment and increase their general
interests to decide on the optimal route. Q-learning is a well-known and popular RL strategy and can solve routing challenges in
UASNSs [19,20].

This paper presents a Q-learning-based hierarchical routing scheme (QHRP) in UASNs. The scheme builds a Q-learning-based
routing tree, which contains a state set filtered using two filtering steps. It effectively increases the convergence rate of the Q-learning
algorithm and manages delay in the routing tree construction process. This routing tree seeks to balance the energy consumption
of sensor nodes and increase the stability of different routes to the sink node. In general, the main contributions of QHRP are as
follows.

» In QHRP, an information exchange process and the format of the exchanged packets, namely hello packet, data packet, and
ACK packet are demonstrated. Hello packets are exchanged to collect information about neighboring nodes around the desired
node. Furthermore, the data packet stores the collected data and carries this data from the source node to the destination and
the ACK packet is sent to the source node to confirm the data received by the destination.

In QHRP, a decentralized Q-learning-based routing tree construction process is created to exchange information between sensor
nodes and the sink node. This process defines a state set filtered by a two-step filtering so that each node can select a set of
possible parent nodes in the routing tree. The purpose of the first filtering is to make free-loop paths to form a tree topology
between sensor nodes. The second filtering defines a new concept called strategic depth that combines the depth of sensor
nodes and the number of hops to the sink node. According to this new concept, each node prefers to filter neighboring nodes
that have more strategic depth than it because these nodes are farther away from the sink node and have more hops to the
sink.

In QHRP, the reward function is obtained from four parameters, namely remaining energy, strategic depth, the size of the
state set, and successful transmission probability, to choose the best parent node in the routing tree.

QHRP solves the void area problem in the tree construction process. The recovery process seeks to modify the state set related
to this void node to find a parent node in the routing tree. At this step, the reward function is redefined based on remaining
energy, strategic depth, hop counts, and successful transmission probability.

In the following, the organization of the present paper includes different sections: Section 2 illustrates the research works related
to routing in UASNSs. Section 3 demonstrates system settings in QHRP in three sub-sections, network model, acoustic propagation
model, and energy model. Section 4 introduces a Q-learning-based hierarchical routing protocol in UASNs. Section 5 presents
simulation settings, evaluation parameters, and simulation results. In Section 6, the conclusions obtained from this paper are
summarized.
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2. Related works

In [21], a centralized clustering method (CCCS) is provided in UASNs to optimize energy consumption in the network. CCCS
benefits from an adaptive strategy and considers network density to find intra-cluster controllers and choose relay nodes and their
associated clusters to balance energy consumption when finding intra- and inter-cluster routes. In CCCS, the sink node controls
inert-cluster communications throughout the network, and inter-cluster controllers are responsible for determining the role of
nodes (cluster members and cluster heads) and keeping intra- and inter-cluster communications. In addition, the adaptive clustering
algorithm considers network density and chooses CHs according to energy consumption. It filters relay nodes to distribute energy
consumption uniformly. The results obtained from the simulation process show that CCCS efficiently manages energy consumption
and extends network lifespan.

In [22], a Q-learning-based hierarchical routing technique along with an unequal clustering strategy called QHUC are introduced
in UASNSs. It focuses on the selection of optimal paths and expands the network lifespan. Initially, QHUC creates a hierarchical
topology to organize sensor nodes in the network. QHUC mixes an unequal clustering strategy and the Q-learning algorithm to
build this hierarchical topology to distribute the energy consumption uniformly in the network. QHUC determines CHs and the next
forwarders using a Q-learning-based greedy approach. In addition, Q-values can be calculated without imposing additional costs by
combining the Q-learning algorithm and clustering. The simulation results show that QHUC works successfully compared to other
routing methods.

In [23], the efficient routing approach called DROR is presented to guarantee the reliable data forwarding process and solve the
void region problem in UWSNs. DROR utilizes a Q-learning-based opportunistic routing strategy, which takes into account energy
restrictions and the specific features of the underwater environment. It merges Q-learning and opportunistic routing to ensure rapid
data forwarding and energy efficiency in the network. In this approach, a recovery technique is designed to address the void region
issue. According to this technique, void nodes are modified and do not disturb the data forwarding process. In addition, DROR
proposes a dynamic Q-learning strategy to ensure that data packets are effectively directed toward the sink node. Simulation results
report the successful performance of DROR.

In [24], a fuzzy layered routing approach (FCLR) is suggested in UASNs. FCLR applies underwater nodes, which continuously
learn their layer and get information about their neighbors by sharing control packets. To choose the optimal forwarder, FCLR
employs a fuzzy control system (FCS) with two input variables, namely remaining energy and the density of nodes. Moreover, FCLR
presents an effective solution for the void region issue so that only neighboring nodes in the lower layers can be nominated as
forwarders. The simulation results report the superiority of FCLR over other protocols. In addition, the authors have tested FCLR
in the largest saltwater lake in China, Qinghai, to evaluate its performance in a real environment. The results obtained from this
experiment show the good performance of FCLR.

In [25], a Q-learning-based opportunistic routing approach called RLOR is defined in UASNs. This scheme merges opportunistic
routing and Q-learning and is a decentralized routing method, which constantly considers the environmental conditions of
underwater nodes to find the most appropriate forwarders. A recovery strategy has been designed in RLOR so that data packets
get away from the void region and move toward the destination. This strategy increases the number of packets delivered to the
destination. The simulation results clearly show the proper performance of RLOR compared to other routing approaches.

In [26], an energy-efficient and low delay depth-based routing scheme (EE-DBR) is introduced in UASNSs. It is inspired by DBR,
which is a depth-based routing technique that does not pay attention to energy efficiency and propagation delay. It is not enough
to rely only on the depth information of underwater nodes to limit the data forwarding process in a particular area because data
packets can be sent to the sink node through various paths. This wastes energy and increases delay in the routing process. As a
result, EE-DBR utilizes the underwater time of arrival (ToA) ranging strategy for dealing with this challenge. This approach tries to
manage energy consumption in some blind areas by exploiting an efficient mechanism. Additionally, EE-DBR delivers data packets
to the sink node through an optimal path. The evaluation results illustrate the good performance of EE-DBR.

In [27], an acoustic-optical structure and a Q-learning-based multi-level routing scheme (MURAO) are proposed in UWSNs. This
approach physically organizes underwater nodes into several groups and logically divides them into two layers. The upper layer
includes underwater nodes (group leaders), which control the routing process in the lower layer so that the members belonging to
the lower layer perform the data transfer procedure successfully. These leaders at the upper layer monitor the border of UWSN;
all groups perform the learning process simultaneously. Additionally, MURO optimizes the routing strategy compared to the flat
Q-learning-based routing approaches. The evaluation results illustrate that MURAO works well in networks with high topological
changes and improves PDR and latency compared to the flat Q-learning-based routing approaches.

In [28], a multi-agent Q-learning-based routing approach called MC-DBR is designed in UWSNs. This approach seeks to lower
energy consumption and latency, and increase reliability in the data forwarding procedure. MC-DBR utilizes adaptive modulation and
coding in the depth-based routing process. In MC-DBR, underwater nodes share hello packets with each other to be aware of adjacent
channels. Then, each node refreshes its Q-table using a RL-based modulation and coding algorithm. Additionally, this algorithm
applies various metrics such as energy consumption, delay, modulation and coding methods, and packet collisions to optimize the
performance of UWSN. The evaluations indicate the proper performance of MC-DBR compared to other routing approaches.

Table 1 outlines the most significant benefits and drawbacks of the related works. Accordingly, many routing protocols such
as [22,23,25,27,28], and QHRP use reinforcement learning techniques, especially Q-learning, to improve the data transmission
process and guarantee the reliable data forwarding process in UASNs. Reinforcement learning enables UASNs to interact with the
underwater environment and select the best route to the destination. On the other hand, the void area problem and low energy
efficiency in UASNs are important challenges that must be solved. All research works reviewed in this section consider energy
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efficiency. Especially, hierarchical routing protocols such as [21,22,27], and QHRP can efficiently manage the energy consumption
of nodes in the network. Furthermore, because sensor nodes in the ocean are expensive, there are not enough nodes to cover the
network environment, and the deployment of nodes is excessively sparse, which leads to routing voids. However, most existing
routing protocols such as [21,22,24,26,27], and [28] often ignore the void problem. Whereas, [23,25], and QHRP tries to solve
this important routing issue. QHRP is a Q-learning-based hierarchical routing scheme, which builds a Q-learning-based routing tree,
which contains a state set filtered using two filtering steps. It effectively solves the void area problem in the routing tree construction
process. This routing tree seeks to balance the energy consumption of sensor nodes and increase the stability of different routes to
the sink node.

3. System settings

Here, system settings related to QHRP are accurately stated in three subsections, namely network model, acoustic propagation
model, and energy model.

3.1. Network model

Fig. 1 illustrates a simple schematic of the network model in QHRP. This network consists of a sink node and » acoustic sensor
nodes, which are randomly distributed in a three-dimensional area. The set of all nodes N = {an,,an,, ..., an,, ..., an,} is expressed
in the network, where |N| = n. an; is a symbol of ith acoustic sensor node in UASN. In this network model, the sink node is floated
on the water surface and has high processing power and a stable energy source. Each sensor node such as an; is connected to the
sink through a single- or multi-hop path to dispatch its collected data to the sink. A specific identification number such as ID; is
assigned to each sensor node, like an;. In addition, the equipment installed on each sensor node is the hydraulic pressure gauge for
measuring the depth of sensor nodes, an acoustic modem to connect to other nodes, and different sensors for collecting (sensing)
underwater data. Furthermore, the sink node consists of the acoustic modem and the radio frequency modem (RF), which are used
to connect with acoustic sensor nodes and the seaside, respectively. Due to the water currents, the acoustic sensor nodes may move
slowly. This movement can make changes to the network topology and cut off communication links between the nodes. In summary,
the network model in QHRP contains the following assumptions:

» Acoustic sensor nodes are homogeneous. This means that they have the same battery capacity, processing power, communi-
cation radius, and hardware specifications.

Acoustic sensor nodes have a limited energy capacity because it is very difficult to recharge or replace their battery in the
underwater environment.

The sink node has a stable energy source and does not deal with energy restrictions.

The position of the sink is unchanged on the water surface.

The depth of the sink is equal to zero, while the sensor nodes’ depth varies and is larger than zero.

Communication between sensor nodes is provided by acoustic signals. However, communication with the seaside is provided
by the radio frequency modem.

3.2. Acoustic propagation model

QHRP utilizes the Thorp-based acoustic propagation model [29] to calculate the loss of acoustic propagation. Accordingly, Eq. (1)
is employed to evaluate the path loss due to underwater acoustic signals with the signal frequency f and the propagation distance
d; (i.e. the distance between the sender node (an;) and the recipient node (an j).

A(dy, ) = difa(f)% &)

Here, k and « (f) are the expansion coefficient and the acoustic absorption coefficient, respectively. Note that 1 < k < 2 is used to
determine the emission geometry so that k = 1 means the cylindrical dissemination geometry and k = 2 indicates spherical emission
geometry. Eq. (2) also obtains the acoustic absorption coefficient according to the Thorp equation.

2
10loga (f) = 0.11 S~ f2
1+ f2 4100 + f2

Then, Eq. (3) is used to estimate the signal-to-noise ratio (SNR).

+2.75% 1074 2 +0.003 (2)

E,/A(dy. f) E
SNR(d; f) = = &
No Nod; Fa(f)
where d;;, E,, and N, indicates the propagation distance between an; and an;, the energy consumed to transmit a bit of data, and

the noise power spectral density under the additive White Gaussian noise (AWGN), respectively.
In this paper, QHRP estimates the bit error rate by utilizing the most widely used modulation technology, namely the binary
phase shift keying (BPSK), for transmitting acoustic signals, as expressed in Eq. (4) [30].

SNR (dy. 1)

— (C)
14+ SNR(d,;, f)
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Table 1
Benefits and drawbacks of various methods.
Approach Publication Used technique Void area Topology Energy Requirement  Benefits Limitations
year or distributed problem structure efficiency
CCCS [21] 2023 Centralized Cluster-based Yes Location Balancing energy High routing
clustering topology information ~ consumption overhead, low
scheme and between sensor  adaptability to
Dijkstra routing nodes, high the UASN
algorithm scalability, and  environment
high data
reliability
QHUC [22] 2023 Q-learning-based Cluster-based Yes Distance Balancing energy Low convergence
routing topology information  consumption rate due to the
technique and based on the between sensor large size of the
unequal received nodes, high state space in
clustering signal scalability, high  the Q-learning
strategy strength data reliability,  algorithm
(RSS) of the and adaptability
received to the UASN
packets environment
DROR [23] 2023 Q-learning-based Flat network Yes Depth Balancing energy Low scalability,
and topology information  consumption low convergence
opportunistic between sensor  rate due to the
routing (OR) nodes, high data large size of the
reliability, state set in the
adaptability to Q-learning
the UWSN algorithm
Environment
FCLR [24] 2022 Fuzzy Flat network Yes - Balancing energy Low scalability
control-based topology consumption
layering routing between sensor
scheme nodes,
adaptability to
the UWSN
Environment
RLOR [25] 2021 Q-learning-based Flat network Yes Depth Balancing energy Low scalability
and topology information ~ consumption
opportunistic between sensor
routing (OR) nodes, high data
reliability,
adaptability to
the UWSN
Environment
EE-DBR [26] 2015 Depth-based Flat network Yes Depth Balancing energy Low adaptability
routing along topology information  consumption to the UWSN
with the time of between sensor  environment,
arrival (ToA) nodes low scalability,
technique and low data
reliability
MURAO [27] 2012 Multi-level Cluster-based  Yes - High scalability, Not paying
Q-learning based topology adaptability to residual energy
routing scheme the UWSN of nodes in the
environment network
MC-DBR [28] 2022 Multi-agent Flat network Yes Depth Balancing energy Low scalability,
reinforcement topology information ~ consumption low convergence

learning-based
modulation and
coding method
(MARL-MC)
algorithm

between sensor
nodes and high
data reliability

speed due to the
large size of the
state space, and
low adaptability
to the UWSN
environment

As a result, Eq. (5) can calculate the successful transfer probability of a m-bit packet.

p (dij’m) = [1 — Pe (dij)]m

(continued on next page)

6]
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Table 1 (continued).

Approach Publication Used technique Centralized Void area  Topology Energy Requirement  Benefits Limitations
year or distributed problem structure efficiency
QHRP - Q-learning-based  Distributed Yes Tree-based Yes Depth Balancing energy -
hierarchical network information consumption
routing scheme topology between sensor
nodes, high

scalability, high
data reliability,
and adaptability

to the UASN
environment
|>
Sink node Satellite &
W
: o PR I
—— Acoustic communication ““\c%“ ----- o
=
A Sensor node

Surface

ydoq

Seabed

Fig. 1. Network model in QHRP.

3.3. Energy model

In underwater acoustic sensor networks, sensor nodes often consume their energy for sending or receiving data packets. To
calculate their energy consumption in the data transfer procedure, QHRP uses Eq. (6) to obtain the energy consumed by the sender
node (an;) to send a m-bit packet to the receiver node (an j).

Ep, (m.d;) = mPyA(d;. f) = mPod;* () (Ep, < Eyomgin) (6)
here P, is the minimum energy required by an; for sending its data. E,,,,;, indicates the residual energy of an; and shows the upper
border related to Er.. Moreover, Eq. (7) calculates the energy required by an; to receive the m-bit packet.

Eg, (m)=mP, )

so that P, means the receipt coefficient that is defined based on the desired device.
4. Proposed scheme

Here presents the Q-learning-based hierarchical routing protocol (QHRP) in UASNs accurately. In this approach, the hierarchical
routing technique constructs a Q-learning-based routing tree in which the state set is a subset of neighboring nodes, selected using
two filtering steps. This effectively accelerates the convergence speed of the Q-learning algorithm and lowers the delay caused by
the tree construction procedure. This routing tree seeks to balance the energy consumed by sensor nodes and increase the stability
of the paths toward the sink. Generally, QHRP includes three steps, namely information exchange, Q-learning-based tree creation,
and recovery process. Fig. 2 shows a schematic design of the proposed approach. Table 2 illustrates the most important notations
used in this paper.



A.M. Rahmani et al. Computers and Electrical Engineering 123 (2025) 110211

Format of packets
Neighbor table construction

State sct

Action set

Transition probability

Reward function

Fig. 2. A schematic design of QHRP.

Table 2
Most important notations used in this paper.
Notation Description
N The set of all nodes in the network
an; A symbol of ith acoustic sensor node
n The number of all nodes in the network
1D, The identification number assigned to an;
f Signal frequency related to underwater acoustic signals
d; Distance between an; and an;
SNR(dy, f) Signal-to-noise ratio (SNR)
E, Energy consumed to transmit a bit of data
N, Noise power spectral density under the additive White Gaussian noise (AWGN)
p(dy,m) Successful transfer probability of a m-bit packet
Ep, Energy consumed by the sender node

Energy consumed by the receiver node

Source node

an, Destination node

The number of hops from an; to the sink

Neighboring table related to an;

E, Remaining energy of an;

d, Depth information of an;

S, State set related to an; in the routing tree

N The set of states in the Q-learning algorithm

A The set of actions in the Q-learning algorithm

P Transition probability of states in the Q-learning algorithm
R Reward matrix in the Q-learning algorithm

F! First filtering set related to .S;
F? Second filtering set related to .S,
S

D; Strategic depth of an; with regard to an;

4.1. Information exchange

In QHRP, sensor nodes need to exchange information with other nodes in two modes. The first mode is when sensor nodes do not
have access to the updated information about their neighboring nodes in UASNSs, their neighboring table is empty, or some fields of
this table have expired. In this case, sensor nodes apply hello packets, record their private information in these packets, and share
them with their neighboring nodes in the network. The second mode occurs when sensor nodes collect their data and intend to
transmit them to the sink. In this case, sensor nodes apply two packets, namely data packet and ACK packet, so that the first holds
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the collected data to transmit it to the destination, and the second is returned to the source to confirm data delivered to the receiver.
In UASNS, in the data transmission process, the source node (an,) forwards data packets towards the destination node (an,). To detect
the success of this process, a popular and well-known solution is to send ACK packets back to the previous-hop node upon receiving
a packet. Nevertheless, this simple approach needs a lot of network bandwidth and results in significant communication overheads.
When a node transfers a data packet, it temporarily keeps this packet in its memory and does not delete its buffer. Then, if the
next-hop node (except the destination node) correctly gets this packet, it forwards this packet to the next hop, and the previous-hop
node considers the returned packet as an acknowledgment. Next, the previous-hop node deletes this packet from its memory upon
getting the ACK packet. Fig. 3-(a) displays the successful data transmission from an, to an,. Nevertheless, data packets may not be
delivered to the destination due to noisy channels, collisions, and others. If the data transmission is not successful, the previous-hop
node does not delete this packet from its memory and transfers it to the next-hop node again. Fig. 3-(b) displays this process. Note
that the number of retransmissions must not exceed a predefined threshold. Otherwise, the data transmission process fails. Generally,
the information exchange process is dependent on three types of packets, namely hello, data, and ACK whose formats are illustrated
in Fig. 4. The most important fields of these packets are demonstrated as follows.

Packet type: This field includes three values to distinguish hello, data, and ACK packets. Accordingly, in hello, data, and ACK
packets, this field is adjusted on one, two, and three, respectively. This field will never change during the packet lifetime.
Packet ID: The source node assigns a unique ID to each packet so that duplicated packets are distinguishable. This field will
be constant during the packet lifetime.

Source ID: The source node inserts its ID into this field. The amount of this field will remain unchanged during the packet
lifetime.

Destination ID: The source node registers the identifier of the destination in this field. The amount of this field is always
constant.

Q-value: This field is updated in each hop and the maximum Q-value related to the forwarding node is inserted in this field.
V-value: This field is refreshed in each hop, and the V-value related to the forwarding node is recorded in this field.
Residual energy: This field is updated in each hop and includes the remaining energy of the transmitter node.

Depth: This field is updated in each hop and maintains the depth information of the transmitter node.

State set: This field is refreshed in each hop and stores the state set of the transmitter node.

Hop count: This field is refreshed in each step and specifies the number of hops from the transmitter node to the sink. When
launching the network operation, the sink node prepares a hello packet and the hop count field sets to zero, i.e. hg;,, = 0.
Then, it disseminates this packet to its adjacent nodes in UASN. When the distance between a node such as an; and the sink is
one hop, it gets this packet directly from the sink, adds one unit to the hop count field (i.e. h; = hg;,, + 1), and disseminates
this packet again. After receiving this packet by another node, like an;, this node examines whether it has previously received
this hello message. If an; gets this packet for the first time, then one unit is added to the hop count field, i.e. n; = h; + 1.
Then, an; disseminates this packet to its adjacent nodes. If an; has already received the hello message from other nodes, then
it compares its hop counts with the number of hops inserted into the new hello packet. If 4; > h; + 1, it will update its hop
counts i.e. h; = h; + 1. Otherwise, this parameter will remain unchanged. Note that the sink node sends the hello packet only
once when launching the network so that each node is aware of its number of hops to the sink.

The previous-hop node: This field is updated in each hop and keeps the information about the previous-hop node.

The next-hop node: This field is refreshed in each hop and keeps the information about the next-hop node.

In general, the structure of each packet consists of two parts, namely the packet header and the payload so that the first includes
two subsections, the packet information and the routing information, and the second contains sensed data. Payload is specialized to
data packets and other packets do not need this field. In QHRP, any sensor node can hear the packets disseminated around it and
refresh its neighbor table according to the information stored in the packet header. Then, if this packet has another destination, this
node deletes that packet. Otherwise, it processes other stored information. Hello packets are periodically broadcast in the network
so that the neighbor table always is fresh. The periodicity of this process is rooted in the movement of sensor nodes due to water
currents, which make topological changes in UASN and affect connections between sensor nodes. The period of each hello packet is
determined based on network conditions. Note that a short period improves the adaptability of QHRP to the dynamic environment
of UASNs and guarantees that the neighbor table is timely updated, but this short time increases energy consumption and overhead
in the network.

After receiving each packet, the neighbor table is updated according to the following steps. Table 3 shows the structure of the
neighbor table.

Step 1: When a sensor node such as an; looks a packet from another sensor node such as an;, first an; examines the packet ID
to guarantee that this packet is fresh.

Step 2: If this packet is duplicate, an; will remove this packet. Otherwise, it will process information inserted into this packet.
Step 3: an; checks whether personal information of an; is already recorded in this table NT;.

Step 4: If NT; includes the identifier of an;, then its private information will be refreshed in accordance with the information
available in the packet header.

Step 5: If NT; does not include the identifier of an;, then an; considers a new entry specialized for an; in NT; to records the
information available in the received packet header.
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Table 3
The structure of the neighbor table (NT;).
Identifier Remaining energy Depth information Hop count State set Q-value V-value Validation time
an; E; d; h; S 0; v Ty aiia
an, an; ang an, an, ang
Dag, Dar,
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Fig. 3. Information exchange (a) Successful data transmission, (b) Unsuccessful data transmission.

* Step 6: If NT; includes the identifier of an; and an; does not receive any new packet from this node, then an; will remove the

related entry from NT; as soon as the information about an; is expired and invalid.

Algorithm 1 shows the pseudo-code related to the information exchange process. Time complexity of this algorithm is O(n,.z),
where n; indicates the number of neighbors of an;.

Algorithm 1 Information exchange

Input: an;: i-th acoustic sensor node belonging to N = {an|.an,.....an;.....an,} in UASN.
n: All number of acoustic sensor nodes.
Ty Simulation duration.
t: A timer, which measures the consumed time so far.
Output: NT;: Neighbor table saved in an;
Begin
1: Sink: Turn on the network timer i.e. 1 =0;
2: Sink: Determine the hello period proportional to network conditions;
3: repeat

4:  if the period of hello message reaches then

5: an;: Create a hello packet according to Fig. 4 (a);

6: an;: Broadcast its hello packet to the surrounding acoustic sensor nodes in UASN;
7:  end if

8:  while (an; acquires a fresh packet from its neighboring node (like an;) do

9: an;: Check the packet ID;

10: if this packet is duplicated then

11: an;: Delete this packet;

12: else

13: an;: Process this packet to extract its header information;

14: an;: Search NT; to find the identification number of anj;

15: if NT; contains the identification number of an; then

16: an;: Update the personal information of an; recorded in NT; based on the header information of the packet;
17: else

18: an;: Append the entry related to an; to NT};

19: an;: Enter the personal information of an; to its entry in NT;;

20: end if

21: end if

22:  end while

23:  for each sensor node such as an;

j, which is belonging to NT; do

24: if an; does not acquire a fresh packet from an; and the personal information of an; in NT; is out-of-date then
25: an;: Obliterate the entry related to an; from NTj;

26: end if

27:  end for

28: t=t+1;
29: until 1 < Ty,
End

4.2. Q-learning-based tree creation process

Here, the Q-learning-based tree creation process is explained. It is a decentralized routing tree and executes the data exchange
process between sensor nodes and the sink node. This employs the Q-learning algorithm, which is a common and value-based RL
strategy and can solve many routing issues such as [31,32], and [33] in UASNs. This Q-learning-based model can be formulated
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Fig. 4. The packet structure (a) Hello packet, (b) Data packet, and (c) ACK packet.
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Fig. 5. Evaluation of sensor nodes in terms of depth information.

as a Markov decision process with a quadruple (S, A, P, R), where S, A, P, and R mean the set of states, the set of actions, the
transition probability of states, and rewards, respectively. In QHRP, the UASN environment and sensor nodes are corresponding to
the learning environment and the agent, respectively. Moreover, S, A, P, and R are defined as follows.

State set (S). This set is defined in Eq. (8).
8

S = {sl,sz, T P ,sn}

Here, s; corresponds the state of an; in the routing tree, and » is the total number of sensor nodes in UASN. In the routing tree,
when the agent goes from the current state s; to the next state s;, this means that an; selects an; as its parent in the routing tree. In
QHRP, S; c S indicates the set of states corresponding to each sensor node such as an;. To determine this state set, an; considers
its neighboring nodes belonging to NT; such as an; and performs two filtering steps on this set of neighboring nodes to obtain S;.

* First filtering set: In this step, an; examines each member such as an; belonging to NT; and determines whether an; belongs
to S; (i.e. the state set related to an;). The purpose of this filtering is to make free-loop paths to form a tree topology between
sensor nodes. Thus, the first filtering set contains a set of nodes that an; belongs to their state set. This set is defined through

Eq. (9).
Elz{anjlanjeNY} and an; € S; andi;éj} 9
* Second filtering set: In this step, an; examines each member such as an; belonging to NT; in terms of a new concept called

the strategic depth (SD;;) to identify sensor nodes that have more strategic depth than an; (i.e. SD;; > 0) and put it inside the

10
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Table 4

Classification of sensor nodes in terms of depth and number of hops.
Sensor node Classification in terms of depth Classification in terms of hop counts
an, d =1 h =1
an, d, =1 hy, =1
an;, dy = hy =
an, d, = hy =
ans ds =3 hs =2
ang dg = hg =
any d, = h; =
ang dg =4 hg =3
angy dy = hy =
anyy dyo = hy =

second filtering set. This filtering set is calculated based on Eq. (10).

F? ={an;|an; € NT, and SD;; >0 and i # j} (10)

i

The strategic depth is a combination of the depth information and the number of hops to the sink. In QHRP, the depth
information related to each neighboring node such as an; is recorded in NT;. Obviously, an; prefers to filter neighboring
nodes that are more depth than itself because these sensor nodes are farther away from the sink, and experience more delay
in the data forwarding process toward the sink. In Fig. 5, sensor nodes are categorized in terms of depth so that the depth of
an; and an, is Depth = 1, that of an; and ang is Depth = 2, that of any, ans, any, and an,y is Depth = 3, and that of ang and any
is Depth = 4. Note that, in Fig. 5, purple lines represent different depths of sensor nodes in UASN.

However, it is not enough to filter sensor nodes only based on their depth. In this case, this filtering cannot guarantee that data
packets reach the sink faster because the nodes with lower depth do not necessarily have less hops to the sink. For example,
in Fig. 6, sensor nodes are classified based on the number of hops to the sink. As shown in Fig. 6, the hop count of an; and
an, is Hop count = 1, that of an; and ans is Hop count = 2, that of ang, ang, and an, is Hop count = 3, that of an,, any, and an,
is Hop count = 4. Note that, in Fig. 6, black lines show the number of hops to the sink node.

Information extracted from Figs. 5 and 6 is presented in Table 4. As shown in this table, some nodes such as an, and ans have
the same depth, but are different in terms of the number of hops.

This subject reveals the importance of a new concept called strategic depth because the concept combines depth information
and the number of hops to the sink (see Fig. 7). According to this new concept, an; prefers to filter neighboring nodes that
have more strategic depth than it because these sensor nodes are farther away from the sink and have more hops to the sink.
As a result, these nodes experience more delay in the data forwarding process. Thus, filtering these sensor nodes based on
strategic depth ensures that data packets will reach the sink faster. Hence, sensor nodes with lower depth and smaller hop
counts remain in the state set and can play the role of the parent node in the routing tree. The strategic depth of an; with
regard to an; is calculated using Eq. (11).

hi=h;
I+[ max (h,—hk}]

ang €NT;
- 2
d ;- d;
SD;; = R e (11
here d;, d;, and R indicate the depth of an;, that of an;, and the communication radius of sensor nodes, respectively. Moreover,
hj—h
o —t 7
anf By, Vi) ]
7 2

h; and h; demonstrate the number of hops corresponding to an; and an;, respectively. In this equation, e

acts as an adjustment coefficient. When the number of hops to the sink node is low, the strategic depth must be reduced. The
strategic depth helps each sensor node to select a node with the optimal depth and hop counts as its parent in the routing
tree.

Now, the union of two filters is calculated through Eq. (12).

F=FJF (12)
Then, an; performs the filtering operation through Eq. (13) to obtain the state set ;.

S, = NT, - F; = {an;lan; € NT, and an; & F} (13)

Algorithm 2 shows the pseudo-code related to the filtered state set. The time complexity of this algorithm depends on Algorithms
3 and 4. The time complexities of these two algorithms depend on the size of the state space. In the worst case, the size of the state
space is n, where 7 is the number of sensor nodes in the network. Thus, the time complexity of these algorithms is O(n?).

11
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Algorithm 2 Filtered state set

Input: an;: i-th acoustic sensor node belonging to N = {anl,anZ, .an, ... ,ann}.
n: All number of acoustic sensor nodes.
Tner: Simulation duration.
t: A timer, which measures the consumed time so far.
d;: Depth of an;
h;: Number of hops of an; to the sink node.
E;: Remaining energy of an;
SD,;: Strategic depth an; with regard to an;
NT;: Neighbor table related to an; extracted from Algorithm 1.
Output: S;: State set of an;
Begin
: for each anj, which is belonging to NT; do
if an; € S; then
an;: Append an

1

2

3 to the first filter set Fil;
4:  end if

5

6

7

j
an;: Calculate the strategic depth an N with regard to an; (i.e. SD;J) based on Eq. (11);
if SD;; >0 then

: an;: Append an; to the second filter set F

8: end if

9: end for

10: an;: Calculate the union of two sets F’1 and Fi2 (F, = F,1 U Fl.z) based on Eq. (12);

11: an;: Obtain the state set of an; from Eq. (13);

12: if S; = @ then

13:  an;: Go to Algorithm 4;

14: else

15:  anj: Go to Algorithm 3;

16: end if

End

‘> ("Hop count=0 )

T <w>

\ (W)
\ ("Hop count=3 )
X( Hop count—4)

mdog

Fig. 6. Classification of sensor nodes in terms of hop counts.

Action set (A). This set is stated in Eq. (14).

A:{a],az,...,a,-,...,an} a4

Here, q; indicates the choice of an; as a parent node in the routing tree.

Transition probability (P). The transition probability set is expressed in Eq. (15).

P={P{s;}.P{s3},.... P{s;}.... P {s,}} 15)

12
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Fig. 7. Strategic depth as a combination of depth information and hop counts.

Here, P {s,-} represents a transition probability matrix defined in Eq. (16).

P, 0 o 0
0 P;?A'z ;g: 0
P(s)=| ° P a o (16)
0 0 o 0
0
0 0 Ps(jg p;ISVN

Here, P: ’A/ means the probability that an; performs the action a; to successfully move from the state s; to the state s;. In QHRP,
this probability is obtained via Eq. (17) [34].
a;
R J
a; 5i8;
Py = _ a7
’ ZkGS,- R?,kSk

where, R?fsj is the reward value that is obtained after taking the action a; by an; and transferring from the current state s; to the
next state s;. This award is calculated through Eq. (18). Moreover, S; shows the state set calculated by Eq. (13).
In addition, the unsuccessful transition probability is obtained from Eq. (18).

aj

Pl =1- P:’Sj (s; #5;) (18)

Reward (R). The set of rewards is defined in Eq. (19).
R={R(s;).R(s).....R(5;),.... R (s,)} (19)

so that R (s;) denotes the reward matrix obtained via Eq. (20).

R;’I}SI 0 R»{:,-]x,v . 0
0 R‘S’?SZ R‘s’ilsi . 0
: : : 0 :
R(s;) = | (20)
0 0 e RE 0
0
0 0 fll\;‘ ?.]Z'N ]

Here R:’,’S_ means an immediate reward for doing the action a; by an; and changing from the state s; to the state s;. In QHRP,
the reward function considers network conditions and is calculated based on remaining energy, strategic depth, the size of the state
set and successful transmission rate. The reward value directly affects the selection of parent node in the routing tree. This function

13
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is illustrated in Eq. (21).

Ejian/:‘gl;\fﬂ = SD Pl |Sj’7ank"£?VTi skl
aj N ang, =g 0, () (s ang B, Uk rain 15T}
Rs_s/_ =1]1-e k i k i k i k i (2]_)

where E; denotes the residual energy of an;. SD;; is the strategic depth of an; with regard to an;. p(d,!) represents the probability
that transferring from an; to an ; successfully. It is obtained from Eq. (5) in Section 3.2. Furthermore, ‘S j’ represents the size of the
state set related to an;.

Additionally, Eq. (22) calculates the direct reward (r, (a j)) for taking the action a; and changing from the current state s, at the
moment f.

r(a;) = Y, P RY, (22)

s;€ES

In this Q-learning model, the agent selects an action using the exploration-exploitation greedy scheme according to the transition
matrix P (s;). In this case, the environment state changes to the corresponding state, and the environment calculates the reward
function. Then, the learning agent evaluates the environment based on the calculated reward to complete its knowledge from the
environment. Thus, to explore the optimal behavior strategy, the learning agent tries to maximize state-action pairs Q" (s, a,),
where ¢ means a specific time slot.

Q" (s.a,) =E[G|S =5, A=a,] (23)

Here, G,, calculated in Eq. (24), means the accumulated reward obtained from the action g, taken by the learning agent under
the policy # in the state s,.

G, =R +rRy+ 7’th+2 +- =R +7Gy,y (24)

here y € (0,1) means the discount factor and is responsible for balancing between the current and future rewards. Then, the
state-action pairs Q" (s,,q,) are calculated through Eq. (25).

0" (s.a,) =E [R,+7G,1|S =5, A=a,]

=R +7y Zwes PSHI’SH] max o~ (s,+1,a) (25)
In Q-learning, O~ (s,,a,) is obtained from Eq. (26).
o~ (s,,a,) « Q" (s,,a,) +a [R, + ymax or (s,,a) -0” (s,,a,)] (26)
where « € [0, 1] indicates the learning rate and is usually adjusted on one. Thus,
0" (s;a,) =R, + ymax Q" (s.a) (27)

Algorithm 3 expresses the pseudo-code related to the Q-learning-based tree creation process. The time complexity of this
algorithm depends on the size of the state space. In the worst case, the size of the state space is n, where n is the number of
sensor nodes in the network. Thus, the complexity of the algorithm is O(n?).

4.3. Recovery process

When making a routing tree, a problem is that sensor nodes may fall into a void area. The void area problem means that a sensor
node follows the tree creation instructions stated in Section 4.2 and cannot choose a parent node in the routing tree. Hence, the
data forwarding process from this sensor node and the nodes located in its sub-tree is disrupted. This causes data loss. The void
area issue is displayed in Fig. 8. As shown in this figure, an; deals with the void area problem because its state set is emptied after
performing the two filtering steps on the set of neighboring nodes. This is because any neighboring nodes cannot satisfy the strategic
depth condition (i.e. the second filtering). As a result, according to Section 4.2, an; cannot find any node as its parent in the routing
tree. In addition, ang, which selects this void node (an3) as its parent, cannot successfully execute the data transfer process to the
sink.

In QHRP, the void area problem is an important challenge. However, the reward function designed in the tree creation process
contains the size of the state set (‘SJ- ) that can effectively solve this problem because nodes with an empty set of states obtain
the minimum reward (i.e. zero) and the probability of their choice as a parent node in the tree is very weak or even close to zero.
However, this problem must be solved completely by designing a powerful recovery process to increase data reliability. The recovery
process tries to modify the state set related to the void node to select a suitable parent node in the routing tree. The recovery process
in QHRP includes the following steps:

+ Step (1) Void area detection: In this step, the void node disseminates a hello packet for its neighbors in UASN. In this hello
packet, the void node adjusts the state set on null to informing its neighbors of the void area. Then, the neighboring nodes
that are informed of the void area issue remove the void node from their state set. See Fig. 9.
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Algorithm 3 Q-learning-based tree creation

Input: an;: i-th acoustic sensor node belonging to N = {an|.an,,....an;.....an,} in UASN.

n: All number of acoustic sensor nodes.

S;: State set of an; extracted from Algorithm 2.
A: Action set

P: Transition probability

R: Reward function

e: The parameter in e-greedy strategy.

a: Learning rate

y: Discount factor

M: Number of episodes

Output: Q-table stored in an;

1: an;: Get a random number from the interval [0,1] to determine ¢;
2: an;: Set the primary amounts of Q-values on zero;

3: repeat
an;: Select the next state (i.e. anj) from the state set .§; randomly;
for r=1to N do

an;: Elect a random number (N,) in [0, 1];

if N, <¢ then

an;: Carries out its action based on the e-greedy strategy;

else

an;: Designate its action according to the best Q-value in Q-table;

end if
an;: Obtain the reward value based on Eg. (21);
an;: Calculate the transition probability using Eq. (17);
an;: Get the next state from the state set .S; randomly;
an;: Change the current state to the next state;
an;: Refresh Q-table according to the reward value;
end for
episode = episode + 1;

19: until episode < M

+ Step (2) Selection of the state set: In this step, the void node modifies its state set. In QHRP, the state set corresponding to
a void node such as an; is S;. To get this set, an; considers all neighboring nodes such as an; in NT; and performs two filtering
steps on these nodes.

- First filtering set: In this step, an; examines an; (a member of NT;) and determines whether an; is belonging to S; (the
state set related to an;) or not. As stated in Section 4.2, this filtering attempts to create free-loop paths to form a tree
topology between underwater sensor nodes. The first filtering set is defined in Eq. (28).

Fl.1={anj|anj€NT,- and an; € S; andi;éj} (28)

- Second filtering set: In this step, an; evaluates each member of NT; such as an; in terms of the depth information (d,)
and determines which neighboring nodes have more depth than an;. Then, it puts these sensor nodes into the second
filtering set, which is also stated in Eq. (29).

Fi2={anj|anj€NT,» and dj—di>0andi9éj} (29)

If this set includes all neighboring nodes in NT;, then the second filtering set must be re-modified and defined based on
the number of hops to the sink. Thus, an; evaluates each member of NT; such as an; in terms of the number of hops to
the sink (i.e. ;) and put sensor nodes with a higher number of hops within the second filtering set.

Fl.2={anj|anj€NT,- and hj—hi>0andi;éj} (30)

If this set includes all neighboring nodes in NT;}, then the second filtering set must be ignored, and the second filtering
set is equal to empty. This is stated in Eq. (31).

Fi2 ) (31D
Now, the union of two filtering sets is calculated through Eq. (32).

F=FJF} (32)
Now, an; carries out the filtering operation on the state set through Eq. (33).

S, =NT, - F, = {an;|an; € NT, and an; & F,} (33)

» Step 3) Reward function: In this step, the reward function is also redefined so that the void node can select the best parent
node from its state set. In QHRP, the reward function is calculated based on remaining energy, strategic depth, hop counts,
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and successful transmission probability. This function is corrected via Eq. (34).
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Where E; indicates the residual energy of an;. Furthermore, d; and d; represent the depths of an; and an;, respectively. p(d.!)
is the successful transmission probability calculated based on Eq. (5) in Section 3.2. Also, 4; and h; indicate the number of
hops related to an; and an;, respectively.

According to Fig. 10, after executing the recovery process and modifying the state set, an; can decide on the best parent node,
any, in the routing tree, and solve the void area problem. After solving this problem, each sensor node in UASN continues the tree
creation process in accordance with Section 4.2.

Algorithm 4 expresses the pseudo-code related to the recovery process and its time complexity is related to the size of the state
space. In the worst case, the size of the state space is n, where n is the number of sensor nodes in the network. Thus, the complexity
of Algorithm 4 is O(n?).

5. Performance evaluation

This section includes three subsections, assumptions, compared parameters, and simulation results. To compare the proposed
scheme, three routing approaches, namely RLOR [25], EE-DBR [26], and MURAO [27] are chosen. This selection has different
reasons mentioned below.

» The performance of the three selected methods, namely RLOR, EE-DBR, and MURAQO, is acceptable in various parameters and
can be compared to QHRP.

+ Three routing approaches, namely QHRP, RLOR, and EE-DBR, use depth information in the routing process and do not need
the location information of sensor nodes.

« Four routing approaches are energy efficient, and focus on the limited resources of sensor nodes in the network to optimize
their energy consumption.

+ QHRP and MURAO belong to the category of hierarchical routing approaches.

* QHRP, RLOR, and MURAO use the Q-learning algorithm to decide on the best forwarding paths in the network.
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Algorithm 4 Recovery process

Input: an;: i-th acoustic sensor node belonging to N = {an|.an,,....an;.....an,} in UASN.
n: All number of acoustic sensor nodes.
NT;: Neighbor table extracted from Algorithm 1.
S;: State set of an; extracted from Algorithm 2.
A: Action set
P: Transition probability
R: Reward function
e: The parameter in e-greedy strategy.
a: Learning rate
y: Discount factor
M: Number of episodes
Output: Q-table stored in an;
Begin

1: an;: Create a hello packet according to Fig. 4 (a);

2: an;: Broadcast the hello packet to the surrounding nodes in UASN;
3: for each node such as an;, which is belonging to NT; do
4. if an; € S; then

5: an;: Delete an; from Sj;

6:  end if

7: end for

8: for each node such as an;, which is belonging to NT; do
9:  if an; € S; then

10: an;: Append an; to the first filter set Fll;

11: end if

12:  if dj —d; >0 then

13: an;: Append an; to the second filter set F,z;

14: end if

15: end for
16: if F? = NT; then
17:  for each node such as anj, which is belonging to N7; do

18: if h; — h; > 0 then

19: an;: Append an; to the second filter set Ff;
20: end if

21:  end for

22: end if

23: if F2 = NT; then

24 Fl=g;

25: end if

26: an;: Calculate the union of two sets F,] and Fi2 (F, = F,1 U F,Z) based on Eq. (32);
27: an;: Obtain the state set of an; from Eq. (33);

28: an;: Get a random number from the interval [0, 1] to determine &;

29: an;: Initialize the initial values of Q-values on zero;

30: while episode < M do

31:  am;: Select the next state (i.e. an;) from the state set S; randomly;
32: for t=1to N do

33: an;: Elect a random number (N,) in [0, 1];

34: if N, <e¢ then

35: an;: Carries out its action based on the e-greedy strategy;
36: else

37: an;: Designate its action according to the best Q-value in Q-table;
38: end if

39: : Obtain the reward value based on Eq. (34);

40: Calculate the transition probability using Eq. (17);

41: Get the next state from the state set S; randomly;

42: : Change the current state to the next state;

43: an;: Refresh Q-table according to the reward value;

44:  end for

45: episode = episode + 1;
46: end while
End

5.1. Simulation assumptions

Here, a network simulator (NS2)-based simulation operation is carried out to evaluate the performance of QHRP. Specially,
the simulation process uses Aqua-Sim [35], which is a popular NS2-based object-oriented design style because a wide range of
fundamental and sophisticated protocols are also available in Aqua-Sim, which facilitates the deployment of three-dimensional
networks. This section assumes that the underwater acoustic sensor network is a cube, whose length, width, and height are
500 x 500 x 500 m>. The number of sensor nodes in this cubic area varies from 50 to 600, and the simulation process presents
the evaluation results in two modes, namely scattered (low-density) and dense network. When there are 50 to 300 nodes in the
network, it is a scattered network, and when the number of nodes is more than 300, it is considered a dense network. Each sensor
node is distinguished from other nodes via a unique ID, and the hydraulic pressure gauge installed on this sensor node can measure
its depth at any moment. The network consists of a powerful, high energy, and immobile sink node, which is located on the center of
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Fig. 10. Solving the void area problem.

the water surface and its depth is zero. The source underwater nodes horizontally move at a speed of 0 to 3 m/s, and this movement
is simulated using the random walk mobility model. Here, only the horizontal movement of sensor nodes is considered because the
nodes obtain their depth information at any moment. By repeating each test 20 times, presenting results on average, and ensuring a
confidence interval of 95%, the evaluation process becomes more accurate. Table 5 briefly demonstrates the simulation parameters.

5.2. Compared parameters
The parameters considered in the performance evaluation process are the packet delivery rate (PDR), end-to-end delay (EED),
data integrity, consumed energy, and the number of hops.

» Packet delivery rate: Eq. (35) obtains PDR, i.e. the percentage of packets delivered to the sink node with regard to the packets
sent by the source node [25].

n
PDR = < PRa ) % 100 (35)

npk,
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Table 5
Simulation parameters.
Parameter Value
Simulation software NS2
Compared approaches QHRP, RLOR, MURAO, EE-DBR
Evaluation parameters PDR, EED, Data integrity, energy tax, average hop count
Simulation environment 500 x 500 X 500 m®
Total number of nodes 50-600
Primary energy capacity 1000 J
Mac layer standard IEEE 802.11
Antenna Omni-Antenna
Simulation rounds 100
Transmission radius 100 m
Movement model Random walk
Velocity of nodes 0-3m/s
The size of packets 50 Byte
Packet generation rate 0.1 Packet /s
Signal frequency 25 KHz
Acoustic speed 1500 m/s
Runtime 5000 s
Discount factor 0.5
P, 2
P, 0.1

r

Here, npg, and npg are corresponding to the number of packets delivered to the sink node and the number of packets sent
by the source node.

End-to-end delay: Eq. (36) obtains EED, i.e. the average time spent to transmit a data packet from the source node to the
sink [36].

PK; PK;
t, ' —tg )
PK,eP={PK;....PK,}
EED = (36)
npk,

Here, npg, denotes the number of packets received to the sink, PK; is ith received packet, P indicates the set of delivered
packets. Also, I;Ki and t’S)Ki mean the receiving and sending times related to PK;, respectively.

Data integrity: It is responsible for evaluating the content of the packets transferred from the source node to the sink. It
determines whether the content of these packets has changed or not. A data packet contains various data segments that may
be lost due to the void area problem or network collision. As a result, data integrity is damaged and data segments must
be re-transferred. Hence, QHRP evaluates data integrity by comparing data packets posted by the source node with those
delivered to the sink [25].

Consumed energy: Eq. (37) obtains the energy consumed by a sensor node to deliver a data packet to the sink [23].

E
Energy tax = —Consumed 37)
N Xnpg,

so that E¢,,sumeq denotes the sum of the energy needed to send and receive the packet, and the idle mode. N is the number
of nodes, and npg, the number of packets received by the sink.

The number of hops: It represents the average number of nodes needed to build a path between the source node and the
sink. The ideal mode is that packets are always sent to the sink through the shortest route [25].

5.3. Simulation results

This section evaluates the performance of the four routing approaches, namely QHRP, RLOR, MURAO, and EE-DBR in terms of
the five factors introduced in Section 5.2.

5.3.1. Packet delivery rate (PDR)

Fig. 11 performs a comparison between QHRP, RLOR, MURAO, and EE-DBR in terms of PDR. This evaluation shows the high PDR
of QHRP, which is 9.068%, 18.73%, and 29.03% higher than that of RLOR, MURAO, and EE-DBR, respectively. As shown in Fig. 11,
when there is a scattered network with less than 300 nodes, QHRP, RLOR, MURAO, and EE-DBR have weak performance and low
PDR, but when there is a dense network with more than 300 nodes, all four routing approaches are stable and experience high PDR.
This is because the scattered networks are damaged by two problems, namely the void area problem and unstable communication
paths. As a result, many data packets are lost. However, QHRP is very successful in improving PDR because it is a hierarchical
routing method, introduces a Q-learning-based routing tree technique, and forms a stable and energy-efficient tree between nodes
in the network to minimize packet loss rate. Moreover, QHRP calculates a reward function based on remaining energy, strategic
depth, the size of the state set, and successful transmission probability. This function affects directly the selection of parent nodes
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Fig. 11. Comparison of packet delivery rate based on the number of nodes.

in the routing tree and chooses a sensor node with high energy and high successful transmission probability as a parent node. In
addition, QHRP attempts to solve the void area problem in the tree creation process so that the void node can also get out of the
void area and select a parent node in the routing tree. This will significantly improve PDR.

5.3.2. End-to-end delay (EED)

Fig. 12 performs a comparison between QHRP, RLOR, MURAO, and EE-DBR in terms of EED. This evaluation shows the low
delay of QHRP, which is 14.03%, 9.03%, and 18.66% better than that of RLOR, MURAO, and EE-DBR, respectively. As shown in
Fig. 12, when there is a scattered network with less than 300 nodes, QHRP, RLOR, MURAO, and EE-DBR experience high delay in
the data forwarding process, but when there is a dense network with more than 300 nodes, delay in these four approaches gradually
decreases. This is because the scattered networks are more exposed to the void area issue. Thus, QHRP must constantly execute a
time-consuming Q-learning-based recovery process to get out of the void area. This increases delay in the scattered networks. On the
other hand, scattered networks include more unstable communication routes than dense networks because the nodes are far from
each other, and there are fewer options to choose the next forwarder in the routing process. This can lead to more route failures
and thus increase delay in the data forwarding process. According to Fig. 12, QHRP is very successful in reducing delay in the
routing process because QHRP provides a new concept called strategic depth that combines the depth information and the number
of hops to the sink. According to this new concept, each node prefers to remove neighboring nodes with more strategic depth from
its state set because these sensor nodes are farther away from the sink and have more hops to the sink. Filtering these sensor nodes
based on strategic depth ensures that the data reaches the sink quickly, and the data forwarding process experiences lower delay.
Furthermore, QHRP includes a Q-learning-based tree creation process whose state set is a subset of neighboring nodes selected using
two filtering steps. This effectively increases the convergence speed of the Q-learning algorithm and reduces delay caused by the
tree construction process. In general, a hierarchical routing method effectively reduces delay in the data forwarding process. For
example, according to Fig. 12, MURAO is very successful in reducing delay due to the use of a cluster-based hierarchical routing
technique because it controls the energy consumption of sensor nodes and creates stable paths in the network.

5.3.3. Data integrity

Fig. 13 shows a comparison between QHRP, RLOR, MURAO, and EE-DBR in terms of data integrity. This evaluation shows that
QHRP guarantees data integrity, which is 9.84%, 20.69%, and 28.48% better than in RLOR, MURAO, and EE-DBR, respectively. As
shown in Fig. 13, when there is a scattered network with less than 300 nodes, QHRP, RLOR, MURAO, and EE-DBR cannot guarantee
data integrity well. However, when there is a dense network with more than 300 nodes, all four methods guarantee data integrity.
This is because the scattered networks are vulnerable to the void area problem, which results in the loss of some data segments
and reduces data integrity. According to Fig. 13, QHRP guarantees data integrity well because this hierarchical routing approach
involves a Q-learning-based tree creation. This routing tree attempts to balance traffic load on sensor nodes and increase the stability
of paths to the sink. On the other hand, the tree creation algorithm selects parent nodes from the sensor nodes with high successful
transmission probability. As a result, the packet loss caused by network congestion, packet collisions, and failed paths is significantly
reduced. This improves data integrity. In addition, when building a routing tree, QHRP attempts to solve the void area problem
efficiently to reduce data loss and improve data integrity.

5.3.4. Energy consumption
Fig. 14 shows a comparison between QHRP, RLOR, MURAO, and EE-DBR in terms of energy consumption. This evaluation
illustrates the low energy consumption in QHRP, which is 15.61%, 27.27%, and 36.66% better than that in RLOR, MURAO, and

20



A.M. Rahmani et al. Computers and Electrical Engineering 123 (2025) 110211

Average End to End Delay (Sec)

1 T T T T T 1

100 200 300 400 500 600

The number of nodes

Fig. 12. Comparison of end-to-end delay based on the number of nodes.

100

80

60 4

Data Integrity (%)

40 4

20 &F T T T T T
100 200 300 400 500 600

The number of nodes

Fig. 13. Comparison of data integrity based on the number of nodes.

EE-DBR, respectively. As shown in Fig. 14, when there is a scattered network with less than 300 nodes, energy consumption in QHRP,
RLOR, MURAO, and EE-DBR is very high, but when there is a dense network with more than 300 nodes, energy consumption in
different approaches is lower. This is because the scattered networks are vulnerable to the void area issue that causes the failed
routing paths. However, solving this problem and recovering the cut-off paths are time-consuming processes that require a lot of
energy. However, in dense networks, the void area problem occurs fewer and causes less damage to UASNs. Thus, communication
routes are more stable. As a result, sensor nodes consume less energy in the data forwarding process. In general, Fig. 14 shows the
successful performance of QHRP in terms of energy consumption because the proposed hierarchical routing technique involves a
decentralized Q-learning-based tree creation algorithm to balance the energy consumption of sensor nodes and increase the stability
of the created paths. In this algorithm, the reward function is calculated based on remaining energy, strategic depth, the size of
the state set, and successful transmission probability. According to this reward function, high-energy nodes have more priority to
be selected as parent nodes. As a result, the routing tree can uniformly distribute the traffic load between the network nodes and
manage their energy consumption. On the other hand, designing a recovery mechanism to solve the void area issue and modify
communication routes increases the stability of the created paths and reduces route failures. This results in the optimized energy
optimization in UASN.

5.3.5. The number of hops

Fig. 15 shows a comparison between QHRP, RLOR, MURAO, and EE-DBR in terms of the number of hops in communication
paths. This evaluation shows that QHRP is successful in finding the shortest path between the source node and the sink and is
10.31%, 11.44%, and 20.15% better than RLOR, MURAO, and EE-DBR, respectively. As shown in Fig. 15, when there is a scattered
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network with less than 300 nodes, QHRP, RLOR, MURAO, and EE-DBR have a weak performance in finding the shortest paths. This
is because sensor nodes are farther away from each other. Thus, each sensor node has fewer options for choosing its parent node
in the routing tree and may not have an optimal choice. As a result, it is difficult to select the shortest route to the sink. However,
when there is a dense network with more than 300 nodes, all four routing methods are more successful in finding the shortest
route. This is because the probability of the void area issue in dense networks will be less. As a result, sensor nodes use the recovery
mechanism fewer and can find shorter paths to the sink. In general, Fig. 15 shows the successful performance of QHRP for reducing
the number of hops because the proposed routing approach uses a new concept called strategic depth (a combination of the depth
of the node and the number of hops) to filter the state set and design the reward function. According to this new concept, each
node prefers to filter neighboring nodes with more strategic depth because these sensor nodes are farther away from the sink and
have more hops to the sink. Filtering these sensor nodes based on strategic depth guarantees that nodes with less depth and less
hops are located in the state set and play the role of potential parent nodes in the routing tree.

6. Conclusion

This paper introduced a Q-learning-based hierarchical routing protocol (QHRP) in UASNSs. This approach includes the Q-learning-
based tree creation algorithm to balance the energy consumption of sensor nodes and increase the stability of paths in the network.
In general, QHRP includes three steps: information exchange, Q-learning-based tree creation, and recovery process. In the first step,
the information exchange process and the format of exchanged packets, namely hello, data packet, and ACK packet, were introduced.
Secondly, QHRP explains a decentralized Q-learning tree creation process, which defines a filtered state set using two filtering steps
so that each node can be selected as a set of potential parent nodes in the routing tree. The first filtering set attempts to create a tree
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topology between sensor nodes. The second filtering also introduces a new concept called strategic depth, which is a combination
of the depth information of nodes and the number of hops to minimize the number of hops and delay in the routing tree. In the
third step, the void area problem is solved and a recovery process is presented to modify the state set and the reward function
related to the void node so that this node can select its parent node in the routing tree. Finally, the simulation results of QHRP
are compared to those of RLOR, MURAO, and EE-DBR. These results show that QHRP improves PDR, delay, data integrity, energy
consumption, and the number of hops by 9.068%, 9.03%, 9.84%, 15.61%, and 10.31%, respectively. In future research directions,
deep reinforcement learning techniques (DRL) and evolutionary algorithms will be used to design a precise state set and reduce
delay in the data transfer process.
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