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ABSTRACT: Cloud-based setups are intertwined with the Internet of Things and advanced, and technologies such
as blockchain revolutionize conventional healthcare infrastructure. This digitization has major advantages, mainly
enhancing the security barriers of the green tree infrastructure. In this study, we conducted a systematic review of over
150 articles that focused exclusively on blockchain-based healthcare systems, security vulnerabilities, cyberattacks, and
system limitations. In addition, we considered several solutions proposed by thousands of researchers worldwide. Our
results mostly delineate sustained threats and security concerns in blockchain-based medical health infrastructures
for data management, transmission, and processing. Here, we describe 17 security threats that violate the privacy and
data integrity of a system, over 21 cyber-attacks on security and QoS, and some system implementation problems
such as node compromise, scalability, efficiency, regulatory issues, computation speed, and power consumption.
We propose a multi-layered architecture for the future healthcare infrastructure. Second, we classify all threats and
security concerns based on these layers and assess suggested solutions in terms of these contingencies. Our thorough
theoretical examination of several performance criteria—including confidentiality, access control, interoperability
problems, and energy efficiency—as well as mathematical verifications establishes the superiority of security, privacy
maintenance, reliability, and efficiency over conventional systems. We conducted in-depth comparative studies on
different interoperability parameters in the blockchain models. Our research justifies the use of various positive
protocols and optimization methods to improve the quality of services in e-healthcare and overcome problems arising
from laws and ethics. Determining the theoretical aspects, their scope, and future expectations encourages us to design
reliable, secure, and privacy-preserving systems.

KEYWORDS: Blockchain; internet of medical things; cloud infrastructure; cyber-attacks; privacy issues

1 Introduction

In contemporary society, good health is fundamental to human well-being, profoundly influencing the
quality of life and happiness. While money does not guarantee good health, it can buy access to essential
medical services. Effective healthcare, including prevention, diagnosis, treatment, and rehabilitation, is
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crucial for maintaining and improving health outcomes, a collective endeavor aimed at equitable access to
services (Gupta et al., 2022) [1]. The World Health Organization (WHO) defines health as a state of complete
physical, mental, and social well-being, emphasizing the multifaceted nature of health. Recent technological
advancements and digitalization have transformed healthcare. Automation enhances efficiency, accuracy,
and cost-effectiveness, thus reducing errors. Digital technologies like the Internet of Medical Things (IoMT),
machine learning, and wearable sensors have further improved patient care and operational efficiency. The
healthcare industry comprises six major sectors: biotechnology, equipment and supplies, services, facilities,
life science toads & services, and pharmaceuticals.

Healthcare services, both medical and non-medical, enhance patient health [2]. Advancements such as
online consultations and medication delivery have redefined healthcare delivery, integrating technology to
improve patient experiences [2,3]. Patient satisfaction, which is crucial for high-quality healthcare service,
is influenced by factors like responsiveness and staff quality [4]. Technological innovations drive cost-
effective, efficient healthcare with improved patient outcomes [5]. Post-pandemic digital technologies such
as IoMT, machine learning, and wearable sensors are essential for efficient and affordable healthcare. These
innovations enable real-time patient monitoring and personalized care, thereby reducing costs.

There are many significant research gaps in the current healthcare situation that require immediate
attention. Modern healthcare infrastructures have enormous interoperability problems on various platforms,
and current decentralized and blockchain systems are unable to meet the requirements for smooth data
integration. Crisis-grade security vulnerabilities persist in medical software, wireless networks, and cloud
computing, leading to widespread data leaks and patient data theft. In oM T networks, issues such as cloning
attacks, masquerading, de-synchronization, and node compromise remain inadequately addressed. The
computational speed, power consumption, and technology scalability limits along with the standardization
and key management issues in IoMT pose significant operational challenges. Although cloud integration
improves efficiency and lowers costs, particularly in the developing world, centralized storage of loMT-led
data poses tremendous security and privacy issues [6,7]. Cloud technology simplifies procedures such as
medical imaging and emergency treatment, thereby facilitating the time tracking of patients and enhancing
patient-provider communication. Although blockchain technology’s decentralized and unchangeable setup
holds great hope for secure solutions in the protection of medical information, existing studies do not have
end-to-end solutions to meet these security challenges effectively. Thus, this study proposes a systematic
literature review to determine the vulnerabilities, privacy issues, attacks, and holistic solutions to improve
the security of electronic healthcare systems.

1.1 Objectives

Our survey provides a comprehensive overview of the blockchain, IoMT, and healthcare applications. By
reviewing the literature from 2010 to 2023, this study focuses on various attacks against the blockchain-IoMT
integrated healthcare system. The focus lies on investigating the difficulties and vulnerabilities present at each
layer of these technologies, represented with Fig. 1, with the aim of strengthening the privacy protection and
security measures employed in e-healthcare systems. The objectives of this survey are as follows:

o To analyze the motivations and challenges in integrating blockchain with IoMT, focusing on security,
privacy, interoperability, and unresolved issues (2010-2023).

 This study proposes layered blockchain architecture for healthcare systems to address security threats
and enhance data integrity, scalability, and efficiency.

« To investigate JoMT-driven healthcare vulnerabilities, including device authentication, unauthorized
access, privacy leaks, and smart contract weaknesses.
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o To assess healthcare data management risks by considering storage trade-offs, network threats, regula-
tory compliance, and privacy-preserving solutions.

« To compare blockchain-based healthcare systems with traditional models, highlighting improvements
in security, interoperability, fraud prevention, and patient control.

Layered Architecture: Proposing a multi-tired block-chain structure for healthcare
security ‘

Motivations Challenges: Analysing the drives and barriers for blockchain -IoMT
integration |

Figure 1: Objectives of the work

1.2 Contribution and Validation

Our research contributes to healthcare security in several ways by filling in current research and
practice. With sound methodology and thorough analysis, we have confirmed our research goals and
safeguarding sensitive healthcare information and systems. The following points summarize the originality
and contribution of our research, setting it apart from earlier studies in this area.

Objective 1: To examine the motivations and challenges in blockchain-IoMT integration (2010-2023)

> Validation: Our analysis validates Objective 1 by systematically examining 17 threats, 21 attacks, and 16
challenges in blockchain-IoMT integration across 2010-2023, establishing clear insights into security
trends and adoption motivations.

Objective 2: To propose layered blockchain architecture for healthcare systems

> Validation: Creation of a multi-layered architectural framework that systematically classifies and
analyses blockchain-based healthcare systems in an organized manner, offering a systematic approach
to testing proposed solutions against determined security contingencies in subsequent healthcare
infrastructure development.

Objective 3: To examine IoMT-led healthcare vulnerabilities an in-depth analysis of the security land
scapeape
> Validation: This study addresses device authentication, unauthorized access, and smart contract

vulnerabilities. However, these particular aspects are not clearly expressed.

Objective 4: Evaluate risks in healthcare data management: A solution-focused framework and
implementation strategy
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> Validation: These contributions address healthcare data management risks using an integrated mathe-
matical framework that maximizes storage trade-offs, guarantees regulatory compliance, and enforces
effective network security measures. The solution-oriented approach maximizes scalability, privacy
preservation, and regulatory compliance while reducing risks through practical implementations.

Objective 5: To compare blockchain-based healthcare systems with traditional healthcare systems. A
practical implementation strategy.

> Validation: Our contributions are demonstrated through comprehensive security analysis techniques,
including formal verification, penetration testing, threat modelling, and performance benchmarking,
with each objective systematically validated using industry-standard tools and quantifiable metrics such
as analysis of threats, attacks, and challenges across the blockchain-IoMT integration landscape.

This study offers a uniquely comprehensive and structured approach to analysing the current state and
future potential of blockchain technology in healthcare, with a strong focus on security, privacy, and practical
implementation challenges. We arrange this paper in a unique graphical manner in Fig. 2, which and every
objective within an individual standalone section.

Introduction
Navigating Obstacles

- Objectives ontribution Validation

Research Gap

Blockchain in Healthcare

Integration Criteria

Workflow athematical Justification | Experimental Setup | [ Security Analysis |
t | Contracts Layer | Health Layer ‘ lsage-netmrt Layer-| | Incentive Layer |
r ¥ \ Y ¥
|'Ihdmonll Y | |BI Praot I | | Case Studies :lt+yullt4:ry Ccnsidcrlth+|4 Results |
Y Y Y
| Scalability Analysi | ¢ I ! | Iscuss hath

L |
onclusion and Future
Directions |

Figure 2: Structure of the paper
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2 Navigating Obstacles to Existing Solutions

The shifting healthcare technology environment has demanded multifaceted measures to ensure and
process medical data in a secure and efficient manner. Table 1 displays an analysis of 11 technological models
and algorithms alongside the startle trade-off between innovation and security concerns within healthcare
platforms. The evaluation includes standard cloud-based systems through the adoption of more innovative
blockchain frameworks as well as integrating nascent technologies like Internet of Things (IoT), Artificial
Intelligence (AI) analysis, and 5G networks. Such a systematic comparison provides a basis for grasping
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today’s technology context in healthcare security and determines what areas need research and the areas that
require development.

Table 1: Comparative analysis of healthcare security models and technologies using the existing method

Feature category Proposed Similar Distinctive = Implementation References
method existing advantages challenges
methods
Zero- Traditional Privacy Higher [8,9]
Knowledge Advanced preservation  computational
Proofs (ZKP) Encryption during overhead

Standard (AES)  verification
Homomorphic SHA-256 Computation of Complex key (8,10,11]

Security protocol Encryption the encrypted = management
data
Multilayer Single-layer Enhanced Integration [11-13]
authentication authentication security complexity
without data
exposure
Delegated Proof-of-Work Reduced energy  Validator [14-16]
Proof-of-Stake (PoW) consumption selection
Blockchain (DPoS) complexity
consensus Hy'brid Basic Faster Potential [17-19]
validation Proof-of-Stake  transaction centralization
framework (PoS) validation risks
Hybrid Complete ~ Optimal storage Complex data [20-22]
Off-Chain on-chain efficiency synchroniza-
Storage storage tion
Distributed Centralized Maintained Metadata [23-25]
Data architecture metadata databases data integrity =~ management
management overhead
Smart Traditional Reduced Cross-chain [26-28]
contract-based indexing blockchain ~ communication
indexing bloat
Attribute-Based  Role-Based Fine-grained Performance [12,29,30]
Encryption ~ Access Control access control overhead
(ABE) (RBAC)
Blockchain Static Patient-centric Complex [31-33]
Access control identity permission permissions attribute
management systems management
Dynamic Centralized Improved Update [34-36]
consent system  authentication privacy propagation
management delays

(Continued)



3980 Comput Mater Contin. 2025;83(3)

Table 1 (continued)

Feature category Proposed Similar Distinctive ~ Implementation References
method existing advantages challenges
methods
Sharding Single-chain Higher Cross-shard [37-39]
implementation  architecture transaction =~ communication
throughput
Scalability solution Layer-2 scaling Traditiona? Reduced Data [40-42]
database scaling network consistency
congestion challenges
Parallel Sequential Improved Infrastructure [43-45]
processing processing response time  requirements
Formal Basic Proactive Resource- [46-48]
verification deployment vulnerability intensive
testing detection verification
Smart contract Fuzzy testing Manua?l code Ma.thematical.ly Complex [49-51]
. review verified security ~ formal proof
security )
requirements
Automated Standard unit Automated risk Tool integration — [52-54]
vulnerability tests mitigation challenges
scanning
5@ integration Traditional Lower latency  Infrastructure  [23,49,50]
network cost
protocols
Edge Centralized Enhanced Network [55-57]
Network . . . .
. computing computing real-time security
infrastructure support processing concerns
IoT device Limited device Improved Compeatibility [58-60]
compatibility support device issues
integration
Multi-layered Single-layer =~ Enhanced data  Processing [11-13]
encryption encryption protection overhead
Consent-based  Fixed sharing Flexible sharing ~Complex key [61-63]
Data privacy sharing rules mechanisms distribution
Privacy- Direct data  Secure analytics ~Performance [64-66]
preserving analysis capability impact
analytics

In the context of blockchain-IoMT-integrated healthcare systems, various security challenges and
privacy concerns persist. Table 2 summarizes these issues along with existing solutions that demonstrate
the multi-faceted nature of security challenges and privacy concerns in blockchain-IoMT integrated
healthcare systems.
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Table 2: Existing privacy issues and solutions

Security challenge Existing solutions References

Authentication issues Robust authentication [13,67]
Access control vulnerabilities Access control strengthening [12,31-33,68,69]
Cryptography weaknesses Cryptographic protocol [32,70,71]
enhancement
Loss, theft, and disclosure of personal Identity protection [26,72-75,49]
information

Cloning attacks Robust encryption [27,76-78]

Node compromise Multi-factor authentication [64,79-81]
Scalability, efficiency, and regulatory Secure communication protocols [82-84]

challenges
Non-repudiation Redundancy measures [85-87]
“3A Problem: Authentication, Intrusion detection systems [28,69,88,89]
Authorization, Availability”
Data volume Secure communication protocols [20,21,22]
Privacy protection IoT node privacy enhancement [8,9,36,62-64,90]

Man-in-the-Middle (MitM) attacks Cryptographic protection [91-93]
Denial of Service (DoS) attacks Suspected base station detection [94-96]

Data leakage and exposure Privacy-preserving techniques [52-54,97]

Sensors and devices lose connections to
the real network
Poorly implemented encryption process
Speed of the computation
Power consumption
Scalability
Standard security protocol issues in the
IoMT communication channel

Robust authentication mechanism

Blockchain privacy solutions
Lightweight security protocols
Energy-eflicient security
Scalable security algorithms
Interoperable security protocols

[23-25,51,70,98]

[54,99-101]
[102-105]
[55-57]
[39,94,95,106]
[58-60,107-109]

3 Research Gap

Through a comprehensive analysis of Healthcare Security Models and Technologies, as presented
in Tables 1 and 2, our research identifies critical gaps in current healthcare security approaches [110].
Although individual technologies such as blockchain, IoMT, cloud computing, and various security mea-
sures demonstrate specific strengths, their isolated implementation is insufficient for modern healthcare
demands. Table 3 categorizes these gaps into five key areas: Security & Privacy Fundamentals, Interoperabil-
ity & Data Management, Authentication & Access Control, Technical Infrastructure, and blockchain and

advanced solutions.
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Table 3: Research gap analysis on healthcare security systems

Category Current limitations Challenges References
Fundamentals of - Limited holistic security - Balancing accessibility with ~ [109,111-114]
security and approach, inadequate security
privacy - Inadequate integration of - Managing complex technology
emerging technologies convergence
- Insufficient privacy protection - Ensuring comprehensive
mechanisms privacy protection
Interoperability - Poor cross-platform - Achieving seamless system  [109,115,116]
and Data compatibility, limited integration, preventing data
Management - Limited data exchange breaches, and
capabilities maintaining-Preventing
- Vulnerable data storage - Preventing data breaches
systems - Maintaining data integrity
Authentication - Weak authentication - Preventing unauthorized  [35,67,71,117-
& Access mechanisms access, managing 119],
Control - Inadequate access control - Managing IoMT security
systems threats
- Vulnerable cryptographic - Addressing node compromise
implementations risks
Technical - Limited computational - Optimizing resource usage, [89,116,120,121]
Infrastructure capabilities, high power implementing
consumption, poor scalability, - Implementing efficient key
inadequate management
- High power consumption - Developing scalable solutions
- Poor scalability
- Inadequate standardization
Blockchain and - Incomplete security - Creating comprehensive [34,117,122-
Advanced frameworks, limited integration  security solutions, ensuring, 124]
Solutions capabilities, insufficient ensuring, ensuring-Ensuring
- Limited integration - Ensuring patient data privacy
capabilities - Maintaining regulatory
- Insufficient patient privacy compliance
measures

We focus on these issues. Our analysis reveals the necessity for an integrated solution that combines
blockchain security, IoMT’s real-time capabilities, cloud computing’s scalability, and robust security mea-
sures. This research aims to address these gaps by developing a comprehensive framework that ensures data
integrity, patient privacy, and seamless interoperability across interconnected healthcare systems.

4 Blockchain in Healthcare

Blockchain is an innovative distributed ledger technology that securely records and transmits data
in a decentralized, transparent, and immutable manner across a network of computers. The applications
of blockchain in healthcare extend far beyond record-keeping. By leveraging blockchain’s capabilities, the
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healthcare industry can benefit from improved interoperability, enhanced data integrity, and increased
transparency. The benefits of blockchain in healthcare are illustrated in Fig. 3.

r\
3 ST o
B~
Seamless Data Sharing Trustworthy
- —
A
s —L :
Data Traceability ’ Data Integrity
Blockehain Framework
— n
L@
Cost Friendly Interoperability

Figure 3: Advantages of the blockchain in healthcare

Streamlined Operation

Essential Criteria for Integrating Blockchain into Healthcare

Blockchain technology is indispensable to the healthcare industry because of its ability to address

numerous critical requirements that have long plagued the healthcare industry. They are expressed as follows:

Secure storage and seamless sharing of sensitive medical data, such as electronic health records (EHRs)
and patient information among authorized stakeholders, ensuring data integrity, confidentiality, and
controlled access [125].

Facilitating seamless data integration and interoperability among fragmented healthcare systems,
thereby enabling a comprehensive view of patient information across multiple healthcare entities [124].
Maintaining transparency and traceability in healthcare processes, such as supply chain management,
clinical trials, and medication tracking, enhancing accountability, and reducing the risk of counterfeit
drugs and data tampering [125,126].

Enabling patients to have greater control over their medical data and facilitating patient-centric
healthcare systems by securely sharing medical records with authorized healthcare providers [127-129].
Ensuring trust and accountability in healthcare systems by reducing the risk of fraud and data
manipulation and ensuring the authenticity of medical records [126,130,131].

Improving the efficiency and cost-effectiveness of healthcare operations by streamlining processes like
claims processing, revenue cycle management, and physician credentialing [120,132,133].

Facilitating medical research, clinical trials, and the development of innovative healthcare solutions
while maintaining data integrity and patient privacy through secure and transparent data-sharing
capabilities [125].

Although challenges exist, the potential of blockchain in healthcare is promising and poised to reshape

the future of this industry. Its ability to securely share and manage data across different stakeholders,
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from patients to providers and researchers, could revolutionize healthcare delivery and drive better patient
outcomes [132,134].

5 Layered Blockchain Architecture for Healthcare Systems

During our investigation, we found that all attacks or problems did not affect the entire blockchain-
enabled healthcare system. In contrast, each attack or issue is localized to specific components or layers in
the architecture [135]. This section clearly addresses the objectives of Objective 2. To effectively mitigate
these problems, it is essential to identify the exact layer or layers of the system that will be affected. The
affected layers can then be identified and tailored in conjunction with the remediation strategies. In the initial
phase of challenge identification and its categorization in relation to the affected layer, we divided the entire
blockchain-enabled healthcare system into seven distinct layers. This step helps perform a systemic analysis
of the identified vulnerabilities and mitigation efforts. Each layer is intended for a specific purpose; all
layers help improve the security, efficiency, and trustworthiness of the system. In other words, resilience,
privacy, and integrity issues are addressed within the appropriate layer(s) in blockchain-enabled healthcare
ecosystems. A detailed discussion of each is presented in Fig. 4 as follows:

o Edge Layer: This layer represents the foundational layer and is the first stage of data collection and
processing. The system consists of a network of [oMT devices, from wearable sensors to medical imaging
devices and home monitoring systems, that capture patients’ physiological data in real-time. A critical
portion of the edge layer has secure connectivity to process data processing and provides initial data
filtering and analysis [136].

o Application Layer: This layer is the interface layer between a patient, healthcare provider, or administra-
tor through mobile apps, web portals, and advanced analytics tools that enable access to medical records,
appointment scheduling, real-time data visualization, and the issuance of alerts and notifications.

« Smart Contract Layer: This layer integrates smart contracts into blockchains to automate processes
while ensuring the transparency of the agreements. Smart contracts can be called self-executing contacts
that are written directly into lines of code with predetermined conditions and actions. This automated
process generates insurance claims, patient consent, and supply chain management.

« Incentive Layer: This layer contains incentive reward mechanisms for the participants through token
rewards, discounts, reputation points, etc. This can be integrated with the smart contracts to automate
reward mechanisms, comply with healthcare protocols, and issue penalties or rewards.

« Consensus Layer: This layer ensures data integrity, security, and consensus in a blockchain-integrated
distributed network. The propagation, mining, and consensus protocols comprise the consensus layer.
The Propagation Protocol is concerned with the actual dissemination of transactions and blocks across
a network, using methods like Gossip Protocol to ensure that all nodes are updated. Finally, the
Mining Protocol defines rules regarding the creation of new blocks, such as how miners compete to
solve cryptographic puzzles, usually through Proof of Work, and delineates the validation and reward
processes. The Consensus Protocol is used to ensure that all nodes are in the same blockchain version.
It uses different mechanisms for consensus, such as Proof of Work, Proof of Stake, Practical Byzantine
Fault Tolerance, and Delegated Proof of Stake, to validate transactions and preserve a single copy of
truth, thus deterring fraudulent activities. These components make it possible to manage data efficiently,
securely, and consistently within the network.

o Network Layer: This layer offers smooth interoperability and a robust network structure. The layer
is composed of many multiple interlinked nodes. Full nodes are bigger nodes with more storage that
store the entire blockchain and independently validate transactions and blocks. Light nodes only store a
subset of the blockchain and rely on full nodes for validation. It has protocols and standards, including



Comput Mater Contin. 2025;83(3) 3985

Health Level Seven International (HL7), Fast Healthcare Interoperability Resources (FHIR), and Digital
Imaging and Communications in Medicine (DICOM), for efficient communication between IoMT
device diversity and healthcare systems; simultaneously, it relies upon dependable high-speed network
connectivity. P2P: The peer-to-peer principle implies direct communication between nodes without
depending upon the central server. Encryption and authentication mechanism associated with the nodes
for secure communication.

« Data Management Layer: This layer encompasses data collection and aggregation, secure data storage,
and robust privacy and security mechanisms. It gathers real-time data from various IoMT devices,
aggregates this data for analysis, and provides secure and scalable storage solutions, with a blockchain
used for storing metadata and ensuring data integrity, while large-scale databases store the actual data.

[ Reward Distribution ] [ Transaction Fees ]

Figure 4: Blockchain-enabled layered architecture

Security, privacy, and trustworthiness in sharing and managing healthcare data are improved through
a blockchain-enabled healthcare system with this layered architecture, ensuring an overall high-quality
healthcare service delivery in a secure and efficient manner [137].

5.1 Workflow of the Proposed Architecture

The blockchain healthcare data management system employs four interlinked phases to support secure
and eflicient data management. The sequence diagram (Fig. 5) depicts a blockchain-based healthcare data
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management system for the secure transmission, validation, and access control of medical records. The
diagram depicts interactions among Patient/ToMT Devices, IoMT Gateway, Blockchain Network, Smart

Contracts, Cloud Storage, and Healthcare Providers to enable secure
audit mechanisms.

data storage, validation, retrieval, and

~
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~
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»,

16. Verify emergency credentials

17. Priority data retrieval

18. Immediate data access

Figure 5: Sequence diagram of the proposed architecture

Phase 1: Data Generation and Initial Processing: Starts with

the Patient/IoMT Devices producing

health data, which is first pre-processed and encrypted at the oMT Gateway to set the first layer of

security for private medical data.
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> Phase 2: Data Validation and Blockchain Integration: Manages data validation via two possible flows.
In the case of valid requests, the system runs a sequence of transaction validation, smart contract
execution, permission check, encrypted data storage, and blockchain entry creation. In the event of
invalid requests, the system triggers rejection procedures, dispatching suitable notifications without
going further to data storage or blockchain entry creation.

> Phase 3: Healthcare Provider Access: Centres require secure data access. This phase handles the entire
authentication process, from initial provider authentication and verification of credentials via smart
contracts to the retrieval of secure data from cloud storage such that only registered healthcare providers
can view patient data.

> Phase 4: Audit Trail and Emergency Access: These play two crucial roles. Standard transaction
management continually documents all system activities to preserve an indelible audit trail, whereas
the emergency protocol system facilitates rapid access through enhanced credential verification and
prioritized data retrieval when life-or-death medical situations require immediate access to data.

This comprehensive workflow design balances stringent security controls with effective healthcare data
accessibility in a decentralized setting while ensuring data protection and timely availability when required.

5.2 Mathematical Justification of the Blockchain-Enabled IoMT Healthcare System Algorithmn

Our study offers a mathematical validation model for examining the blockchain-based IoMT healthcare
system’s security, privacy, and performance aspects. The model defines measurable metrics by examining
the cryptographic attributes, encryption techniques, and computational complexity. The analysis focuses on
three pivotal factors: data integrity using hash functions, privacy protection using hybrid encryption, and
computational efficiency using consensus mechanisms.

5.2.1 Problem Formulation

In a blockchain-enabled Internet of Medical Things (IoMT) healthcare system, we consider a distributed
network N = {n;, ny, ..., ng } of nodes that manage medical data transactions T = {t;, t;, . . . , tiy }. The system
must satisfy the following three primary constraints:

« Data Integrity: All transactions must be immutable and verifiable.
o  Privacy: Access to medical data should be restricted to authorized entities.
« Efficiency: Operations must maintain the polynomial time complexity.

5.2.2 Mathematical Model
Data Integrity through Hashing
Here, let H: {0,1}* — {0,1}" be a cryptographic hash function that maps the input data to an n-bit hash value:
H(t) = h(PK || h(tyrey) || data)
Where:
« PKdenotes the public key of the authorized entity.
+ where t,, denotes the hash of the previous transaction.

+ || denotes concatenation;
« hisa secure hash function (e.g., SHA-256)

Privacy Preservation: The hybrid encryption scheme E combines asymmetric and symmetric encryption:
E(m) = (EPK(k), Ek(m))
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Where:

« EPK represents public key encryption.
o kisarandomly generated session key.
o Here, Ek denotes the symmetric encryption with the key k.
o where m represents the medical data.
Consensus Protocol
The Proof-of-Stake (PoS) consensus function C selects validators as follows:
C(ni) = P(Si/stotal)
Where:
e s denotes the stake of node n;.

e Here, Sio1a1 is the total stake in the network.
o Here, P is the selection probability, which gives the following.

5.2.3 Security Analysis
Integrity Proof: For any two distinct inputs x; # x: P(H(x;) = H(x;)) < ¢
Where ¢ is negligibly small because of the collision resistance property of the hash function.
Privacy Proof: The proposed hybrid encryption scheme maintains confidentiality through the following
steps:

1. Forward secrecy: Each session uses a unique key (k)
2. Public key security: Only the intended recipient can decrypt EPK(k)
3. Symmetric encryption security: Ek(m) is secure if k remains private

Efficiency Proof: The proposed system maintains the following polynomial time complexity:

1. Hashing: O(n) per transaction.
2. Encryption: O(log n) for public key operations
3. Consensus: O(k) for stake-based selection, where n is the input size and k is the number of nodes.

5.2.4 Complexity Analysis
The total system complexity T(n) is bounded by
T(n) = O(n) + O(log n) + O(k) = O(n)
This ensures the efficient real-time processing of medical data transactions.

The mathematical model confirms our blockchain-based IoMT system’s security and efficiency using
key parameters. Data integrity is ensured using cryptographic hashing with zero collision probability, and
privacy is ensured using a hybrid encryption protocol. The system achieves polynomial time complexity
using optimized consensus mechanisms, which ensures computational efficiency and scalability. These
confirmations ensure that the system satisfies healthcare application requirements while ensuring HIPAA
compliance and medical data protection standards [111].

5.3 Experimental Setup and Implementation Details for eHealthcare Security Applications

To authenticate the security and efficiency of blockchain-IoMT-based healthcare security applications,
an intelligent attention-based deep convolutional learning (IADCL) model is proposed here, depicted
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in the Table 4. The proposed model improves data security, privacy, and efficiency for medical record
management.

Table 4: Experimental setup for the blockchain-enabled healthcare security system

Category Specifications

Hardware NVIDIA Tesla V100 GPU (32 GB VRAM), Intel Xeon Platinum 8260 (2.4 GHz, 24
cores), 128 GB RAM
Software  Python 3.8, TensorFlow 2.5, PyTorch 1.9, Hyperledger Fabric 2.2, Ubuntu 20.04 LTS
Algorithms Intelligent attention-based deep convoluted learning (IADCL), Hybrid
homomorphic encryption, attribute-based access control, delegated proof-of-stake
(DPoS) Consensus, federated learning for IoMT security

Experimental Setup

The experimental setup comprises different constituents grouped under hardware and software and
algorithms, as indicated in Table 4.

The IADCL model securely processes patient health records while using federated learning to share
encrypted medical data without exposing raw patient information. The system incorporates blockchain-
based access control techniques to provide higher security and keep sensitive medical records away from
unauthorized access.

6 Security of the IoMT-Enabled Edge-Network Layer

This section focuses on Objective 1, examining the growth and impact of medical IoT (Internet of
Medical Things) devices during and after the pandemic. The adoption of these interconnected devices has
surged, enabling healthcare providers to offer services remotely and monitor patients in real-time. These
edge networks are crucial for enhancing healthcare monitoring, reducing response times, and improving
decision-making across the healthcare landscape. First, we identify and categorize various applications of the
IoMT devices. For instance, remote patient monitoring extends traditional healthcare by allowing service
providers to track patient data outside conventional settings. Telecommunication technology facilitates the
delivery of medical services, such as disease diagnosis and treatment, transcending geographical boundaries.
This involves using various medical devices and digital technologies to collect, transmit, and offload [132]
data to edge servers. We have compiled and categorized these tools and technologies according to their [oMT
applications, as presented in Table 5. This table provides a comprehensive overview of various medical devices
and their uses, serving as a valuable resource for future research in the field.

Table 5: Various applications of the IoT-enabled healthcare system

Application Associated tools and technologies References
type
Remote patient ~ECG Monitor, body temperature sensor, accelerometer, blood pressure [133]
monitoring monitors, Wearable glucose monitors; Implantable glucose sensors;

Implantable cardiac monitors; loop recorders, Pulse oximeters;
Respiratory rate monitors

(Continued)
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Table 5 (continued)

Application Associated tools and technologies References
type
Disease Smartwatches and fitness trackers; Smartphone Apps; Biometric [134]
prediction and Sensors; Genetic Testing Kits; Molecular Diagnostic kits; Biosensors;
tele-diagnosis Lab-on-a-chip devices; Portable imaging devices; Devices with
machine learning capabilities for predicting disease risks; Devices for
personalized medicine and predicting disease based on genetic factors
Patient tracking Radio Frequency Identification (RFID) tags or wristbands; RFID [72]
readers for real-time location tracking; Bluetooth Low Energy (BLE)
Beacons; Wearable GPS trackers; GPS-enabled wristbands for tracking
patients with cognitive impairments; Infrared (IR) and Ultrasound
Sensors for tracking movement within rooms or designated areas;
Video Monitoring Systems; Smart home equipment
Telemedicine High-definition webcams; Microphones and speakers; Video [43]
and Telehealth ~ conferencing platforms (e.g., Zoom, Skype, Microsoft Teams); Remote
services Examination Devices: Digital stethoscopes for remote auscultation,
Digital Otoscopes, Digital Derma scopes for remote examination,
Digital Ophthalmoscopes for remote eye examinations, Vital Sign
Monitors, Portable Tele-health Kits for remote consultations, Remote
Patient Monitoring Devices, Tele rehabilitation Devices, Virtual reality
(VR) systems for physical and occupational therapy, Sensor-enabled
exercise equipment for remote monitoring and guidance
Remote or Robotic surgical systems (e.g., da Vinci Surgical System), Robotic [44,135]

virtual surgery

instruments controlled remotely by surgeons, Haptic Feedback Devices
that provide tactile feedback to the surgeon during remote operations,
High-Definition (HD) Cameras and Endoscopes during procedures,
3D imaging systems for enhanced visualization, Motion tracking
sensors, Infrared (IR) and electromagnetic sensors for precise tracking
of surgical tools, Virtual Reality headsets and displays for immersive
surgical simulations and training, Augmented Reality overlays and
projections for providing real-time guidance during procedures, Vital
Sign Monitors, Sensors for monitoring anesthesia levels and other
critical parameters, Communication and Collaboration Tools, Robotics
Control and Tele-operation Systems for precise remote control of
surgical robots, Artificial Intelligence (AI) and Machine Learning (ML)
Systems for surgical planning, risk assessment, and decision support,
Image analysis tools for augmented surgical guidance

(Continued)
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Table 5 (continued)

Application Associated tools and technologies References
type
Medical asset RFID tags attached to medical assets (e.g., equipment, devices, [136]

trackingand  supplies), RFID readers installed at real-time location tracking (RTLS),
management Bluetooth Low Energy (BLE) Beacons, GPS Tracking Devices to track
high-value medical assets, Handheld Barcode and QR Code Scanners,
Infrared (IR) and Ultrasound Sensors, Motion and Proximity Sensors
for monitoring asset locations within specific zones, Environmental
Sensors for temperature-sensitive assets, Smartphone apps for asset
tracking, inventory management, Asset Management Software:
Cloud-based or on-premises software platforms for asset tracking
Environmental Wireless/portable Temperature and Humidity Sensors, Particulate [137]
monitoring matter (PM) sensors for monitoring air pollutants and dust levels,
Carbon dioxide (CO2) sensors for monitoring indoor air quality and
ventilation, Volatile organic compound (VOC) sensors, Differential
Pressure Sensors to ensure proper airflow and containment,
Occupancy and Motion Sensors, Optimized HVAC systems and
lighting, Light Sensors, Noise Sensors, Water Leak Detection Sensors
in Sensors placed near water sources or sensitive areas, Integrated
Environmental Monitoring Systems, Mobile Applications and
Handheld Devices, Data loggers for collecting and storing
environmental data, Wireless gateways for transmitting data from
sensors to monitoring systems or cloud platforms
Medication Smart Pill Bottles and Automatic pill Dispensers to track medication [45]
adherence and intake, Ingestible Sensors confirming medication intake, Wearable
management devices (e.g., smart watches, fitness trackers) with medication reminder
features, Mobile applications for tracking medication schedules and
adherence, Biometric Sensors: Sensors integrated into pill bottles or
dispensers for biometric authentication, Smart Packaging: to track
medication tampering, expiration dates, and environmental conditions,
Medication Management Software: pharmacy management systems
Assisted living ~ Motion and Presence Sensors, Environmental Sensors, Wearable fitness [138]
and eldercare trackers, GPS trackers for monitoring the location of individuals with
cognitive impairments, Smart Home Sensors and Systems, Smart
lighting and thermostat controls for energy efficiency and comfort,
Smart door locks and entry systems for enhanced security, Medication
Management Systems: Smart pill dispensers and reminders, Wander
Management Systems, Emergency Call Systems: panic buttons;
voice-activated devices, Robotic Assistants, Mobile Applications and
Monitoring Platforms

(Continued)
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Table 5 (continued)

Application Associated tools and technologies References
type
Clinical Wearable Devices, Remote Patient Monitoring Devices, Telehealth [139]
research and Devices, Mobile Health (mHealth) Applications, Biosensors and
trials Lab-on-a-Chip Devices, Imaging Devices, Environmental Sensors,
Location Tracking Devices, Data Collection and Management Systems
Hospital Building Management Systems (BMS): Sensors for monitoring energy [140]
management consumption, Smart Facilities Management, Predictive maintenance
and sensors for identifying potential equipment failures, Asset Tracking
optimization and Management, Communication and Collaboration Tools, Digital

Workflow and Task Management Systems, Mobile apps for accessing
patient records, lab results, and other medical data, Cloud-based
centralized Analytics and Reporting Platforms

Preventive Wearable Fitness Trackers, Smart Scales and Body Composition [141]
healthcare and Analysers, Bio impedance analysers for assessing muscle mass and
wellness hydration levels, Mobile Health (mHealth) Applications, At-home

genetic testing kits for identifying disease risks and personalized health
insights, Biomarker testing devices for monitoring health indicators
(e.g., cholesterol, vitamin levels), Virtual Coaching and Telehealth:
Al-powered catboats or virtual assistants for health advice and
guidance, Gamification and Incentive Platforms: for achieving wellness
goals

As the number of medical devices increases, security threats and privacy issues arise. Numerous
challenges that prominently unfold in the edge layer of the healthcare system are presented in Table 5.
To address these challenges, studies have proposed the use of blockchain technology to safeguard the
patient’s information. Edge devices in healthcare IoT systems overcome limited computing power through
Al and deep learning algorithms, while storage constraints are addressed by periodic data offloading to edge
servers [132]. Enhanced encryption protocols, including post-quantum techniques, safeguard privacy, while
unified protocols and industry coordination tackle data standardization and key management challenges.
A comprehensive, collaborative approach integrating these solutions is crucial for improving the reliability,
security, and efficiency of the Internet of Medical Things (IoMT) systems, ultimately enhancing patient care
and healthcare outcomes [116].

Table 6 summarizes the key challenges and corresponding solutions in the loMT Edge layer, referencing
pertinent articles for further exploration.

Table 6: Challenges and solutions in the IoT-enabled healthcare edge layer

Challenge Solutions References
Sensors losing Battery modeling, edge computing, [23-25,98,102,105]
connections graph recovery, and dynamic

connectivity methods

(Continued)
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Table 6 (continued)

Challenge

Solutions

References

Poorly implemented
encryption process
Speed of the computation

Power consumption
Scalability

Standard security
protocol issues
Technical dissonance and
diversity
Resource intensive
operations
Patient risks due to

Protocol security analysis and
encryption protocol enhancements
Computational efficiency innovations
and memory-efficient frameworks
Power optimization, energy
harvesting, low-power circuits
Hierarchical blockchain models and
scalability-focused architectures
Protocol security reinforcement and
standardization efforts
Diversity engineering and
clustering-based key management
Memory optimization and specialized
resource management systems
Risk detection, vulnerability

[59,60]
[18,105,133,134]
[104,57]
[38]
[59,60]
[142-145]
[133,134]

[21,49,50]

vulnerabilities mitigation, vulnerable patient support,

and cybersecurity compliance

7 Security of the Healthcare Application

In healthcare, the integration of the Internet of Medical Things (IoMT) devices with centralized cloud
servers has revolutionized patient care through real-time data transmission and advanced diagnostics.
However, this digital transformation brings significant security challenges, particularly at the application
layer, which manages and processes patient data, provides a user interface, and facilitates communication
between devices and cloud servers. It directly interacts with users and handles sensitive information.
Therefore, the application layer is a prime target of cyber attackers. Fig. 6 depicts all the security challenges
and their solutions. Addressing these vulnerabilities is crucial to ensure the integrity, confidentiality, and
availability of healthcare services [114].

Unauthorized access and data breaches at the application layer threaten patient data, necessitating robust
access controls, authentication, and encryption. Impersonation attacks are mitigated with dynamic authenti-
cation, such as biometric verification with a blockchain. Anti-collusion mechanisms like ZkSNARKSs prevent
conspiracies between insiders and external attackers. Phishing attacks are countered with user education
and Al-powered detection tools. Blockchain integration with edge computing enhances traceability against
insider threats, while differential privacy protects data during analysis. Machine learning classifiers and
continuous signal analysis mitigate spoofing attacks. The Ransomware Behavioral Execution Framework
(RBEF) and regular backups address Ransomware threats. Eavesdropping is prevented with watermarking,
Cumulative Sum (CUSUM) tests, and tailored detection mechanisms.
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Unauthorized access Selected Access control & Robust authentication

Data breaches Physical access control, data encryption, Intrusion detectio
systems, and network monitoring

Impersonation Dynamic authentication & blockchain based credentials

Collusion Anti collusion mechanisms like Commitment system, zkSNAR

althcare Applicati Phishing User education & security measures

layer Security

Insider Threat Blockchain traceability system & different privacy measure

Spoofing Signal analysis & Machine learning classifiers

Ransomware Attack RBEF framework for detection & mitigation

Replay Attacks & Water marking, detection mechanism & analysis
Eavesdropping Attacks

Potential Risk Blockchain & Al based secure architectures leverage

Figure 6: Security challenges and solutions in the application layer of the blockchain-enabled healthcare system

Protecting patient data and maintaining service integrity requires a multilayered defense strategy that
includes stringent access controls, advanced authentication, encryption, blockchain integration, user edu-
cation, and sophisticated threat detection. Continuous research and development in security technologies
are essential to keep pace with of emerging threats. By adopting a comprehensive and proactive approach,
the healthcare industry can effectively mitigate security challenges, safeguard patient data, and enhance the
reliability of IoMT systems.

8 Security Challenges in the Contract Layer

This section delves into the attacks that occurred in the contract lathe blockchain-enabled healthcare
system. The use of smart contract automates contractual processes across industries. Smart contracts are
self-executing contracts with terms written directly into codes, thereby enforcing agreements without
intermediaries. While the contract layer of blockchain-enabled healthcare systems enhances transparency
and efficiency through smart; however, contracts, it remains vulnerable to security attacks. Addressing these
challenges requires the continuous development of robust security solutions. Table 7 provides a detailed
overview of the various security attacks, their descriptions, and existing mitigation solutions.
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Table 7: Challenges and existing smart contract solutions

3995

Security
challenges

Description

Mitigation strategies

References

Smart contract
vulnerabilities

Smart contract
exploits

Denial-of-service
(DoS) attacks

51% attacks

Data
interoperability
challenges

Cross-border data
transfer and
compliance

Front-running

attack

Algorithmic
complexity attacks

Types of vulnerabilities
including State-reverting
Vulnerabilities (SRVs) and
detection methods like
formal verification.
Exploits targeting consensus
protocols, leveraging OS
malware, or involving
fraudulent users.
Distributed DoS (DDoS)
attacks pose a significant
threat, rendering traditional
methods ineffective.
Malicious control of
majority mining power,
compromising data integrity
and security.
Fragmented data silos,
incomplete records, limited
access, delayed
communications.
Secure cross-border patient
data access and
management, maintaining
privacy and compliance.
Malicious actor exploits
transaction order to gain
unfair advantages, often in
DeFi applications.
Security challenges due to
data interception, stealing,

and unauthorized access.

Formal verification,
symbolic execution, fuzzy
testing, deep learning.

Adoption of widely-used
vulnerability detection tools,
continuous monitoring.

Utilization of
optimization-based deep
learning techniques, smart
contracts, and ML.
Enhanced proof-of-stake
mechanisms like Delegated
Proof of Stake (DPoS).

Implementation of
blockchain-based patient
health record systems with
smart contracts.
Decentralized identity
documents (DID),
International Patient
Summary (IPS) standard.
Monitoring transaction
order, implementing
measures to prevent
transaction manipulation.
Innovative solutions like
LGE-HES algorithm,
BGF-CNN for data
protection and integrity.

[94-97]

[141]

[146]

[147,148]

[149]

[150-152]

Based on Table 4, addressing these challenges using existing solutions will help secure medical records
in blockchain-enabled healthcare systems. Additionally, Fig. 7 displays the number of articles that focused

on the privacy issues of smart contracts and were published in renowned journals such as Wiley, Springer,
IEEE, MDPI, NIH, and others.
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Figure 7: Literature count on privacy issues in smart contracts

9 Security Challenges of the Incentive Layer

The Incentive Layer regulates participant behaviour and rewards contributors for network maintenance.
Misaligned incentives can undermine the system’s integrity. This section discusses the nuanced landscape of
security issues and attacks that plague the contract and incentive layers of blockchain-enabled systems. From
exploitable smart contract code to sophisticated attacks targeting decentralized autonomous organizations
(DAOs), understanding these threats is paramount for developers, researchers, and stakeholders alike.
Through an exploration of common vulnerabilities, attack vectors, and mitigation strategies, this section
aims to explore the interplay between security and decentralization within incentive layer systems.

Table 8 demonstrates the crucial security concerns of the incentive layer within blockchain-based
healthcare systems and the respective solutions. The incentive layer in blockchain-enabled healthcare
networks substantially contributes to health and security. Healthcare organizations can be motivated toward
the adoption of more resilient and trusted systems in providing the security aspects as illustrated in Table 5
and by the adoption of the following solutions. The main reason for the adoption of these measures is to
protect not only the integrity of the incentive mechanism but also other basic securities and efficiencies with
the use of the blockchain-based healthcare infrastructure. Ultimately, this leads to better longevity and the
management of patient data.

Table 8: Descriptions of Security aspects and suggested solutions for the incentive layer

Security aspect Description Mitigation strategies References
Sybil attacks The creation of multiple fake Reputation systems and [153-156]
identities to gain control consensus mechanisms to
leads to the manipulation of detect and prevent Sybil
rewards and undermines attacks.
consensus.
Eclipse attacks Isolation of a target node by Enhanced network [157,158]
surrounding it with monitoring and isolation
compromised nodes, thereby  protocols to prevent Eclipse
allowing information attacks.
manipulation.
Double-spending A malicious actor prentice Secure transaction [155,156,159]
attacks the crypto-currency or token  verification mechanisms and
by exploiting protocol continuous monitoring of
vulnerabilities. suspicious activities.

(Continued)
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Table 8 (continued)

Security aspect Description

Mitigation strategies

References

Issuance mecha- Allocating tokens to certain

nism/inflation participants before the
exploitation public launch, leading to
unfair advantages.
Premine or Allocating tokens to
instamine participants before the

public launch, potentially

leading to unfair advantages.

Allocation mecha-
nism/gaming the
system

Incentivizing participants
effectively, preventing
collusion, and ensuring
stability.

Implementation of fair token

allocation mechanisms and
transparency in token
issuance.

ABC mechanism, B-LSP
mechanism, and PoAW
protocol to mitigate
pre-mining and
insta-mining issues.
Blockchain-based federated
learning and transaction fee
mechanisms using a
two-stage Stackelberg game.

[160,161]

[162-164]

[165]

10 Consensus Layer

The Consensus Layer is a crucial layer of blockchain networks, which not only ensures that every
transaction is valid but also maintains the integrity of the ledger. This agrees with nodes on a network
without a central authority through mechanisms such as Proof-of-Work and Proof-of-Stake. This study
investigates the process of the validation of transactions, creation and validation of blocks, conflict resolution,
and synchronization of nodes. We list attacks, such as long-range attacks, stake grinding attacks, double-
spending attacks, bribery, vote buying, data manipulation and their brief description, against the consensus
layer in Table 9. The countermeasures proposed in the articles include randomness, hybrid consensus, formal
verification, signature schemes, and weighted approval voting. Collaboration, innovation, and governance
are crucial for securing the Consensus Layer and ensuring blockchain reliability.

Table 9: Description of Attacks in the consensus layer of the blockchain-enabled healthcare system

Attack Description References
Long-range attacks  Attackers rewrite transaction histories in a blockchain by [5,166]
controlling a significant portion of its history, potentially
leading to double-spending and chain forking.
Stake grinding Exploit PoS vulnerabilities to delay block confirmation or [14,15]
attacks lead an attack against staking pools. “Saving attacks”
ensure the consensus process gets disrupted, thereby
causing performance issues and slow block finalization.
Double-spending Double-spend by trying to spend the same units of [47,48]

crypto-currency more than once, that is, by making
profits by exploiting vulnerabilities in PoS and PoA. All
these risks are reduced when combining strategies such as
PoS or PoW or by using formal verification.

attacks

(Continued)
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Table 9 (continued)

Attack Description References
Bribery and vote It involves bribing or incentivizing validators to vote on [46,167]
buying the consensus process, which undermines the trust in the

network. Uncertainty- and collusion-proof mechanisms
along with the penalization of dishonest voting are
proposed countermeasures.
Data manipulation The malicious actors manipulate data in the consensus [168]
layer, leading to double-spending, latency, and system
manipulation. Techniques that ensure integrity include
weighted voting, block validation authorities, and hash
inclusion, among others, to avoid unauthorized alteration
of data.

11 Network Layer Security Challenges and Solutions

The integration of blockchain technology sets the entire network setting as complex, decentralized,
safe, reliable, and resilient for data transmission and storage on nodes. A blockchain-integrated network
comprises multiple elements working together to manage data in a secure, efficient, and decentralized
manner. Nodes are the base, and among them, one finds full nodes that store a copy of the blockchain
and independently verify all transactions. Light nodes store partial data and rely on the full nodes for
verifications. The network protocol empowers direct communication between peers in the network and
manages the transferring of data efficiently. Smart contracts, self-executing agreements that are encoded
into a blockchain, automate network activities. It serves as a distributed ledger and keeps a record of
every transaction securely and cryptographically, accompanied by appropriate mechanisms of consensus—
such as Proof of Work or Proof of Stake—for the creation of an agreement regarding the state of said
blockchain. Security is upheld through encryption for data privacy and authentication for verifying nodes
and transactions. An incentive system using tokens or crypto-currency rewards nodes for their contributions,
encouraging active participation in network maintenance. Although blockchain technology has emerged as
a promising solution for enhancing network security due to its decentralized, transparent, and secure nature,
it has several challenges that need to be addressed. This section explores the prime security issues depicted
in Fig. 8 and proposes the following potential solutions.

Authentication challenges are met through blockchain-based ECS (energy consumption per second) for
nodes and users [169,170]. Trust-based and blockchain-based models mitigate access control vulnerabilities
and Sybil attacks [35,70,74], while Blockchain-based Identity-Based Encryption (BIBE) enhances identity-
based encryption security [31]. Decentralized access control mechanisms in IoT systems address security and
privacy concerns [32,33,169]. RFID cloning attacks are countered using various protocols [77-79], and Feder-
ated Learning with NodeTrust is employed for secure IoMT applications [171-173]. Layer 2 solutions and data
structure enhancements address scalability and efficiency issues [82,83]. Non-repudiation is ensured through
blockchain-based systems and secure digital signatures [85,87,174,175]. The “3A Problem” is addressed
using distributed schemes and blockchain-based models [68,88]. Cloud computing and strategic transaction
management handle large-volume data challenges [20,23]. Privacy protection uses zero-knowledge proofs,
ring signatures, and stealth addresses [9,10,35]. Man-in-the-Middle attacks are mitigated through optical
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constellation reshaping and multi-channel detection [91,176-178]. Various mechanisms protect privacy in
recommender systems, web servers, and neuroimaging [52,54,179,180].

Figure 8: Security challenges in the network layer

By addressing issues ranging from authentication and access control to privacy protection and
scalability, these innovative approaches pave the way for more secure and efficient healthcare data manage-
ment [181-183]. However, the evolving nature of cyber threats necessitates ongoing research and development
to ensure that blockchain-enabled healthcare systems remain resilient and adaptable despite emerging
security challenges [184-186].

12 Unlocking Solutions to Health Repository Challenges

Electronic Health Records (EHRs) are digital repositories of patient information, allowing authorized
users to securely access and store real-time patient data. These records typically include medical histories,
diagnostic reports, prescribed medications, appointment schedules, laboratory results, medical images, and
pathology reports. EHRs facilitate information sharing among healthcare providers and institutions when
patient transfers are necessary. EHR software enables secure documentation, storage, retrieval, sharing,
and analysis of individual patient data, supporting effective decision-making. The Office of the National
Coordinator for Health Information Technology (ONC) reports that over 75% of office-based medical
institutions and 96% of hospitals in the United States utilize EHR systems, which can be hosted locally or
remotely. Remote EHR usage, often cloud-based, has increased following the pandemic [187].

The 21st Century Cures act (ONC) is working on bringing optimum concepts of cloud-based EHRs and
data interoperability into modern times for the betterment of quality in patient care. Literature indicates that
EHRs can be deployed over cloud, fog, and edge layers. oM T devices, wearable, and mobile applications
generate data at the edge layer and briefly store it, processing in real-time for local decision making.
Consequently, relevant medical data are securely transferred to fog or cloud layers for perpetual storage.
The fog layer serves as an intermediate step between the cloud and edge networks to extend the storage
capability and computational power. It functions as a local EHR instance, which enriches data privacy by
having sensitive data closer to its point of origin and reduces latency. The data is finally pushed through
to global cloud platforms such as AWS, Azure, or Google Cloud for centralizing storage and management.
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These platforms claim to provide protection measures concerning numerous regulations, such as HIPAA
and GDPR [111-113]. While this layered, distributed architecture improves performance, data privacy, and
management, EHRs at different levels are faced with various challenges at the security, privacy, and service
quality efficiency levels. This section aims to discuss objective 11, covering the various issues on EHRs at the
security level and the various proposed solutions given by researchers around the world [178].

The most critical issue with the EHR is related to its vulnerability to personal health records. Ali
etal. [12] proposed a permissioned blockchain with a new security algorithm, while Singh and Chatterjee [35]
suggested a model of the Trust-Based Access Control Model, TBACMHS, which could be more efficient and
accurate. Raghav and Bhola [62] proposed a blockchain-based framework with data sanitization and restora-
tion techniques to mitigate insider attacks for deceptive examination of patient data, unaccountable usage
of information, and financial repercussions due to data breaches. The integration of the blockchain into a
network promises solutions but faces internal problems. Seamlessly adding medical data by authorized users
is fundamental, but the data volume continuously increases. Arigela and Voola [20] suggested using cloud
computing techniques with blockchain networks. To maintain the blockchain’s tamper-proof characteristics,
Cao and Cao [21] proposed abandoning expired transactions and consolidating the remaining transactions
into new substitute blocks. Liu et al. [22] proposed a storage scaling mechanism for Hyperledger Fabric to
alleviate storage pressure by dividing peer nodes into clusters, each storing only partial data.

For data security and integrity in EHR, the lightweight knowledge graph (LWKG) architecture [63] and
blockchain-based EHR platforms with smart contracts [173] are promising solution. The secure transmission
of medical data can be ensured using blockchain-based traceable data sharing methods with encryption
and cryptographic algorithms like Rivest Cipher (Rthe ellipticelliptic curve digital signature algorithm).
Data transaction architecture with leakage tracing and digital fingerprinting [174] can prevent data leakage
and unauthorized access. Blockchain-based EHR systems with patient-controlled access are efficient in
traditional medical data management. Interoperability and cross-border, which are crucial during critical
situation, can be mitigated by Web 3.0 principles for decentralized identity management and data exchange,
proposed by Latorre et al. [149]. Risk management over cross-border data exchange can benefit from
systematic studies and risk assessment methodologies for blockchain implementation [146]. Periodical report
mechanisms enhance transaction security, and simultaneous report mechanisms can mitigate ownership dis-
putes [152]. Malicious data tampering in EHRs poses significant risks, with solutions including cryptographic
techniques, blockchain, and access control mechanisms [144]. Multistage Secure Pool (MSP) framework and
cryptographic techniques [175] address double-spending attacks. Timestamp vulnerabilities in EHRs due to
temporal dataset shifts can be mitigated with secure timestamps, data concealment, and timestamp pattern
analysis [176,177]. These efforts enhanced the security, privacy, and efficiency of HR systems for a more secure
and interoperable future in healthcare.

13 Comparative Analyses with Traditional Systems

In recent years, the healthcare industry has undergone significant transformation, driven by the need
to address various health issues within society. The traditional healthcare system is deeply rooted in cultural
beliefs and practices and comprises the interplay of geographical factors, political structures and policies,
and economic considerations. All these factors combine to create a unique and integrated form of healthcare.
Enhancement of the quality of services and improvement of practices toward better meeting the changing
needs of the population are the goals set forth by the traditional healthcare systems. Moreover, the industry
is prone to a lot of challenges, especially in terms of data breaches and risks associated with centralized
databases. Conventional models of healthcare mostly operate using centralized databases in managing
patients’ information; hence, they are prone to data breaches and other forms of misuse.
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These problems can be dealt with by blockchain technology, which is a very promising and influential
solution. Blockchain technology can resolve these issues through a decentralized, secure, and transparent
data storage and management system. This section presents a qualitative analysis of a traditional healthcare
system vs. a blockchain-enabled healthcare system. We present a few key parameters that have improvement
potential, given the outcomes from an extensive literature survey. Table 9: Performance Metrics: Blockchain-
Enabled vs. Traditional Systems. According to the performance metrics in Table 10, blockchain-enabled
systems have a number of important advantages over traditional systems: high additional value in data
security, privacy protection, data integrity, interoperability, transparency, and scalability. Their weaknesses
lie in transaction speed the up-up-front implementation cost-benefit analysis of implementing blockchain
technology will depend on factors such as specific use cases, regulatory requirements, and long-term
efficiency gains in operations. Improvements in these areas continue to be made, which really will help
determine heal’s care’s future.

Table 10: Comparative analysis of blockchain-enabled systems with traditional healthcare systems

Aspect

Traditional systems

Blockchain-enabled systems

Data storage and
management

Data security

Privacy protection

Data integrity
Interoperability

Transparency and
traceability

Scalability
Cost-effectiveness

Speed of
transactions

Regulatory
compliance

Centralized databases with
limited interoperability

Relies on centralized security
measures
Limited control over data
privacy and access

Vulnerable to data
manipulation and tampering
Limited interoperability
between disparate systems
Lack of transparency in data
transactions

Limited scalability, especially
with increasing data volume
High operational costs for
maintenance and data exchange
Relatively slow processing times

Compliance efforts require
significant resources

Decentralized, distributed
ledger with enhanced
interoperability
Uses cryptographic techniques
for enhanced security
Enables patient-controlled
access and enhanced privacy
measures
Ensures immutability and
integrity through the blockchain
Facilitates seamless data
exchange across diverse systems
Provides a transparent and
traceable record of data
transactions
Offers scalability through
distributed architecture
Potentially reduces costs
associated with intermediaries
Enables faster transactions
through decentralized
consensus
Simplifies regulatory
compliance through transparent
records

The comparative analysis between traditional and blockchain-enabled healthcare systems highlights
the transformative potential of blockchain technology in addressing the inherent challenges of the current
healthcare infrastructure. Traditional healthcare systems though deeply rooted in the cultural landscape
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and socio-economic contexts, suffer from basic problems of data security and management of central-
ized databases. Blockchain technology, with its secure, decentralized, and transparent framework, enables
enhancements in various critical areas such as data security, privacy protection, data integrity, interoperabil-
ity, and scalability. However, high expenditures and the difficulties of transitioning to blockchain-enabled
systems are proving to be especially high in terms of transaction speed and primary implementation [171,172].

For this reason, it is noted that introducing blockchain technology into a health system requires very
deliberate net benefit or cost considerations for particular use cases, regulation landscapes, and perceived
future efficiency gains. With steady evolution in the improvement of such technology continuously, the
health industry would leverage the full applications of blockchain. This would bring new and better-quality
services to the populations of the world. Progress in these domains has been continuous, which signals a
progressive shift toward a more secure, efficient, and patient-centric healthcare system, promising substantial
improvements in both the safety and quality of healthcare services.

14 Case Studies and Real-World Implementations

The “MediChain” project has been on the frontline in implementing blockchain and IoT in healthcare.
This is a very prominent example of a secure e-healthcare system, wherein blockchain technology is used for
maintaining a decentralized ledger meant for storing and managing patient data securely, thereby integrating
different IoT devices to track health in real-time.

This project involves a system with wearable devices that acquire patient vitals, including heart rate,
blood pressure, and glucose levels, and transmit them to the blockchain network. Edge-layer preliminary
processing cleans and processes the data to only store the most relevant odata on the blockchain. This
approach offers an added level of trust in the integrity of the data and protection against single points
of failure.

It provides an interface that patients and healthcare providers can use to access real-time health
information, schedule appointments, and receive alerts at the application layer. Smart contracts at this
level mechanize insurance claims and consent management, which becomes transparent and efficient. An
incentive layer rewards both patients and providers for contributing to the network: adherence to healthcare
protocols and accurate data sharing.

Despite these advantages, some major challenges against the security and privacy of data at different
layers also exist in the MediChain project. This simply means that at all levels, issues like this were resolved
by the execution of robust cryptographic techniques, dynamic authentication protocols, and advanced
algorithms for threat detection.

The MediChain project illustrates the full potential of blockchain-IoT integration in healthcare, show-
casing better data security, stronger patient involvement, and smoother operations in healthcare. This case
study exemplifies the results of the survey on the benefits and challenges in using emerging technologies to
create secure and efficient e-healthcare systems [177,178].

15 Comparative Analyses of the Blockchain Protocols

If integrated with the healthcare systems through IoTs, it can bring substantial improvement in data
security, patient confidentiality, and system efficiency. Due to blockchain, this technology has properties that
are decentralized and immutable, thus assuring data integrity and traceability—precisely what is missing
in the way data is stored and transmitted within the IoT ecosystem. While different blockchain protocols
offer different capabilities and performance metrics, the choice of protocol has become key in optimizing
healthcare applications.
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Blockchain technology encompasses various models, each tailored to specific use cases and oper-
ational environments. The two primary types, permissioned and permission-less blockchains, represent
contrasting approaches to network participation and governance. Permission-less blockchains, also known
as public blockchains, allow unrestricted access, enabling anyone to join the network, validate blocks, and
participate in transactions without prior approval. Examples include Bitcoin, Ethereum, IOTA, and EOSIO,
which are characterized by decentralization, transparency, and openness. On the other hand, permissioned
blockchains, also referred to as private or consortium blockchains, restrict access and require explicit
authorization to join, making them ideal for enterprise applications where privacy, scalability, and regulatory
compliance are crucial. Hyperledger Fabric is a prominent example, offering a flexible and secure framework
for industries such as supply chain management and healthcare. While permission-less blockchains excel
in fostering decentralization and public accountability, permissioned blockchains are better suited for
scenarios requiring controlled access and efficient governance. Emerging hybrid models aim to combine
the strengths of both systems, addressing the limitations of each while enabling broader interoperability
and stakeholder engagement [17,18,19,42]. Table 11 compiles and analyzes the diverse aspects across multiple
blockchain models.

Table 11: Comparison of permissioned and permission-less blockchain models across parameters

Parameter Permissioned blockchain Permission-less blockchain Examples
Access control Access is restricted; only Open to everyone; no Permissioned:
solutions authorized participants  authorization is required Hyperledger Fabric
can join and perform to participate. Permission-less: Bitcoin,
actions. Ethereum
Scalability issues High scalability due to Faces challenges with Permissioned:
the controlled access and scalability due to high Hyperledger Fabric
efficient consensus computational Permission-less:
mechanisms. requirements and open Ethereum, IOTA
participation.
Interoperability =~ Limited interoperability Better interoperability Permission: Hyperledger
challenges as systems are often with standardized public Fabric
custom-built for specific ~ protocols, but integration Permission-less: EOSIO,
organizations. across platforms may still Bitcoin
be complex.
Privacy Strong privacy with Limited privacy as Permission: Hyperledger
preservation controlled access, transactions and data are Fabric
techniques cryptographic methods,  transparent and publicly Permission-less: Bitcoin,
and permission-based visible. Ethereum
data visibility.
Energy efficiency  More energy-efficient due Energy-intensive, Permission: Hyperledger

to lightweight consensus
mechanisms like PBFT.

especially with Proof of
Work (PoW) protocols.

Fabric
Permission-less: Bitcoin,
Ethereum
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The parallel evolving landscape of healthcare data management demands innovative security solutions,
with blockchain technologies offering promising approaches to address critical challenges in data privacy,
integrity, and collaboration. Various protocols as well as different frameworks have been proposed world-
wide.

Sidechain refers to a blockchain-based mechanism that operates parallel to the main blockchain,
allowing independent transaction processing and asset transfers while maintaining interoperability with the
primary network [40,41]. Conversely, federated networks is a decentralized computational framework that
enables collaborative data analysis across multiple institutions while keeping sensitive information locally
stored, leveraging technologies like blockchain and federated learning [65,171].

Scalability differs significantly, with sidechains demonstrating high transaction throughput and reduced
main blockchain congestion [41], whereas federated networks have limited scalability, prioritizing privacy
over speed [172]. Security perspectives show that sidechains are enhanced by transaction isolation but
potentially vulnerable if improperly implemented [41], compared to federated networks’ robust security
through decentralized learning and blockchain integration [65]. The collaborative potential is distinctly
different: sidechains exhibit limited inter-network collaboration [40], while federated networks enable
cross-institutional research without data exposure [171]. Performance metrics indicate that sidechains
facilitate faster collaborative processing [40], in contrast to federated networks’ slower but more secure data
interactions [172]. Governance requirements further differentiate these models, with sidechains demand-
ing careful network management and sidechains federated networks necessitating complex governance
frameworks [172].

While sidechains offer performance advantages, federated networks excel in privacy protection, making
them particularly suitable for sensitive healthcare applications [66]. In this line of thought, Table 12 presents
a comparative analysis of some prominent blockchain protocols, where performance in terms of key
parameters is compared and contrasted to establish suitability for healthcare IoT integration.

Table 12: Comparative analysis of the blockchain protocols

Feature/Protocol Bitcoin Ethereum Hyperledger I0TA EOSIO
fabric
Consensus Proof of Work Proof of Work Practical Tangle Delegated Proof of
mechanism (PoW) (PoW)/Proof of Byzantine Fault (DAG-based, Stake (DPoS)
Stake (PoS) Tolerance (PBFT) Coordinator-
assisted)
Transaction speed 3-7 transactions 15-30 tpses Up to 3500 tps Unlimited 4000+ tps
per second (tps) (theoretically)
Smart contract No Yes Yes No Yes
support
Scalability Low Medium High High High
Transaction fees High Medium to High No fees No fees Low
Energy High High (PoW)/Lower Low Low Low
consumption (PoS)
Governance model Decentralized Decentralized Permissioned, Decentralized On-chain
Consortium- governance
based
Data privacy and Limited Limited High (supports ~ High (anonymous Medium
confidentiality (pseudonymous) (pseudonymous) private channels) transactions)
Use case suitability ~ Digital currency, Smart contracts, Enterprise IoT applications ~ DApps, large-scale
simple transactions DApps, ICOs applications, and micro- applications
supply chain transactions

(Continued)
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Table 12 (continued)

Feature/Protocol Bitcoin Ethereum Hyperledger IOTA EOSIO
fabric
Development Very mature Mature Mature Emerging Mature
maturity
Interoperability Limited Moderate (with High (with other =~ Low (focused on Moderate (with
cross-chain Hyperledger IoT) cross-chain
solutions) projects) solutions)
Security High High High High (with High
Coordinator)
Support for the IoT Limited Moderate High High (designed Moderate
for IoT)

A comparative analysis of blockchain protocols for the integration of blockchain and IoT in healthcare
systems argues that each protocol’s choice has to be determined by the specific needs and performance
criteria. Bitcoin, although being the very first digital currency, showed poor results on scalability and energy
efficiency, so it cannot be applied to IoT. Ethereum provides robust smart contract capabilities with a well-
established ecosystem against high transaction fees, which are a setback. High scalability, strong data privacy,
and no transaction fees make Hyperledger Fabric one of the very strong candidates for more complex
IoT integrations in enterprise applications. IOTA’s Tangle technology, providing high scalability with low
energy consumption, makes it, despite the relative infancy of its development, a very promising choice
for IoT. EOSIO combines high-speed transactions with energy efficiency and is suitable for large-scale
IoT applications.

Any decision to implement a particular blockchain protocol in healthcare IoT systems will have to
be based on the requirements of the healthcare environment, regulatory considerations, and long-term
operational goals. IOTA and Hyperledger Fabric stand out for suitability in healthcare IoT, given that they
provide both scalability and privacy features while being cost-efficient. Ethereum and EOSIO also have
some valuable capabilities to offer, especially for scenarios in which smart contract functionality and mature
ecosystems are paramount. Since blockchain technology is ever-changing, a review and updating of these
protocols will be of great importance to meet the dynamic requirements of the healthcare sector.

It has expressed tremendous potential in information security, protection of patient confidentiality, and
efficiency in medical services in health care. Interoperability among various blockchains in data sharing has
remained a big challenge, thus directly affecting data integrity. This will be addressed by comparing different
blockchain interoperability models [I1] with an understanding of their effectiveness in integration with
the existing healthcare systems while ensuring security and maintaining scalability. In this paper, we have
presented a comparative analysis of different blockchain interoperability models, considering the evaluation
indexes that include the capability of integration, security measures, and scalable. Table 13 provides the details
of the comparisons among these models and their strengths and weaknesses with respect to healthcare.
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Table 13: Comparative analysis of different Interoperability models
Model Description Parameters
Model 1: Sidechain Connecting multiple Security measures in place
Interoperability blockchains to a single main Scalability of the model

Model 2: Cross-channel
Interoperability

Model 3: Interoperability
through Smart Contracts

Model 4: Federated Blockchain

Networks

Model 5: Hybrid
Interoperability Solutions

blockchain, allowing for the
transfer of assets and data
between them
Different blockchains
communicate and share data
through a standardized
protocol, enhancing
interoperability

Using smart contracts to
facilitate interactions between
disparate blockchains, ensuring
seamless data exchange

A group of interconnected
blockchains that collaborate on
transactions and data sharing,

promoting interoperability

Combining different
interoperability models to
create a comprehensive
approach tailored to healthcare
sector requirements

Compatibility with the
existing

healthcare infrastructure
Data security

protocols implemented
Flexibility for

future scalability
Alignment with current
healthcare technology
Robustness of the smart
contract implementation
Potential for expansion and
adaptation in

healthcare settings
Interoperability with
diverse healthcare systems
Governance and consensus
mechanisms for security
Ability to grow and
accommodate evolving
healthcare demands

Customization to integrate
with varied

healthcare setups
Comprehensive security
features Adaptability to the
changing

healthcare landscape

In this comparative analysis across different models of blockchain interoperability, one realizes the
degrees of their effectiveness in integration with a health system, assurance of security, and scalability. Each
model presents unique advantages and challenges, underscoring the importance of selecting an appropriate
interoperability approach based on specific healthcare requirements. Different models have their own merits,
such as Side chain reliability, Cross-Chain Interoperability, Smart Contract-based Interoperability, Federated
Blockchain Networks, and Hybrid Interoperability Solutions; all of them can be utilized for the optimization
of data integrity and efficiency in healthcare delivery. Thus, the most appropriate model will depend on the
specific needs and constraints of the healthcare environment, as well as future scalability and adaptability
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requirements. Such models should be carefully assessed by healthcare providers in order appropriate,
yet informed decisions about strategies optimize blockchain interoperability and improve the quality and
security of the medical services provided.

16 Regulatory and Ethical Considerations

Herein, it will be essential that blockchain-enabled secure e-healthcare systems are regulated and
ethical in ensuring the privacy and security, and trustworthiness of patients’ data. To that effect, regulatory
frameworks will have to be put in place to guide the sharing and interoperability of data across the
different healthcare entities in a manner compliant with standard HIPAA, GDPR, and other relevant laws
on privacy [111-113]. This would be ethical if patient consent, transparency, and control over personal health
information stood in the forefront, so that patients themselves would make informed choices on the usage
of this data. While implementing blockchain, biases and inequalities that may arise should be tackled, as
any benefits linked to healthcare should be equally accessible. Besides, it requires stakeholders at every
step, from policymakers and health providers to the developers of technologies, to understand a maze of
security vulnerabilities and build an environment in which the patient’s privacy and integrity of their data
are preserved. In this regard, the integration of Blockchain and IoT in Healthcare could improve the general
security and efficiency of e-healthcare systems, offering robust, trustworthy, and privacy-preserved services
by addressing the before mentioned regulatory and ethical challenges.

17 Result and Analysis

The crucial discoveries made during the research work presented in this chapter have been considered
together to bring to the forefront significant findings. Thereby, upon rigorous study of loMT-based health-
related vulnerabilities and difficulties, the focus for a well-rounded solution targeting specific improvement
on aspects such as security, privacy, and data integrity has been observed. Thus, in detail, all seven layers—
Edge, Application, Contract, Incentive, Consensus, Network, and Data Management—are taken forward
with analysis related to respective possible risks along with solutions by elaborate tables and figures. The
prominent findings are declared as follows:

o Comprehensive Layered Architecture: This paper recommends a seven-layer architecture for
blockchain-based healthcare systems that addresses security vulnerabilities in the Edge, Application,
Contract, Incentive, Consensus, Network, and Data Management layers (Fig. 3).

o IoMT Security Challenges: Critical vulnerabilities in IoMT-driven systems include cloning attacks,
unauthorized access, data desynchronization, and node compromise, while some solutions include Al,
deep learning, and enhanced encryption techniques (Table 3).

« Application Layer Risks: This section highlights the security threats in the application layer, includ-
ing phishing, impersonation, ransomware, and data breaches, and proposes solutions like biometric
authentication, blockchain-based encryption, and anti-collusion mechanisms (Fig. 4).

« Smart Contract Vulnerabilities: This section examines security issues in the contract layer, including
coding exploits and DAO-related attacks, and suggests mitigation strategies such as formal verification
and dynamic analysis tools (Table 4).

« Incentive Layer Security: It deals with problems such as misaligned incentives and fraud in tokenized
reward systems, suggesting blockchain-based transparency and automated compliance mechanisms
(Table 5).
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« Consensus and Network Layer Issues: Discusses risks such as double-spending, Sybil attacks, and
scalability challenges, solutions to which include hybrid consensus protocols, secure randomness
techniques, and improved data structures (Table 6 and Fig. 7).

o Electronic Health Records (EHR) Security: This section presents the challenges of EHR management,
including data tampering, unauthorized access, and privacy concerns, and recommends blockchain-
based patient-controlled access and cryptographic techniques (Fig. 9 and Table 9).

Transactions Per Second (TPS)

100% 3500
75% 2625
50% 1750
25% 875
0% 0
Encryption Smart Contract  Privacy Energy PoW PBFT

92% 87% 78% 65%
Performance Metric: ] Encryption [ Smart Contract | Privacy [l Energy

Figure 9: Blockchain-IoMT performance metrics analysis

o Comparative Analysis with Traditional Systems: The results show that blockchain-enabled systems
outperform traditional centralized models in terms of data security, privacy, scalability, and interoper-
ability, despite challenges like high implementation costs (Table 7).

« Real-World Applications: It mentions several examples, like the “MediChain” project, in which the
application of blockchain and IoT can bring health care operations to a better condition and enhance
security (Section 14).

«  Future Directions: This section discusses recent trends, such as post-quantum encryption, Al-enhanced
edge processing, standardized protocols for interoperability, and decentralized identity management, for
patient-centric healthcare solutions (Section 17).

17.1 Computational Overhead and Complexity Analysis with Optimization Strategies

The inclusion of multiple data management and security algorithms in blockchain-based e-healthcare
systems presents some computational overhead, such as higher processing time, memory, and power con-
sumption. Although the model proposed above has high security, privacy, and scalability, there is a need to
analyze the computational trade-off. Table 14 presents the fundamental computational issues in blockchain-
based healthcare systems and their countermeasures, highlighting problems such as cryptographic overhead,
transaction processing, smart contract execution, data storage, and IoMT device limitations and their
respective technical solutions.
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Table 14: Computational challenges and mitigation strategies
Challenge category Computational overhead Mitigation strategy
Cryptographic - Complex mathematical - Optimized lightweight
overhead operations increase encryption with pre-processing
processing time mechanisms [86,87]
- Multiple encryption layers - Parallel processing of
add latency encryption operations [37,38]
- Key management overhead - Selective encryption based on
across algorithms data
sensitivity [89,99,110,111,184]
Blockchain - Consensus mechanism - Sharding implementation to
transaction processing coordination overhead distribute processing
complexity - Multiple validation stages load [20,21]

Smart contract
execution overhead

Data storage and
retrieval complexity

IoMT device
processing constraints

across nodes
- State synchronization
complexity

- Multiple verification stages
increase execution time
- Resource-intensive testing
procedures
- Complex state validation
requirements
- Cross-chain lookup
operations
- Encryption/decryption
overhead during retrieval
- Index maintenance across
storage layers
- Limited computational
resources
- Multiple algorithm
execution requirements
- Real-time processing
constraints

- Layer-2 solutions for
transaction batching [18,117]
- Optimized node selection in
DPoS [28,169]
- Gas-optimized smart contract
designs [75,126]
- Modular contract architecture
- Cached verification
results [43,44]

- Efficient indexing and caching
techniques
- Optimized data partitioning
- Parallel retrieval
operations [136,137]

- Edge computing
preprocessing [45,138]
- Lightweight protocol
adaptations [139,140]
- Optimized data batching

Different researchers have different optimization approaches. To determine the major areas of focus, we
conducted a detailed literature review. On the basis of our analysis, we grouped these approaches into three
major categories. Our research collates and presents different solutions and identifies the most important

areas as follows.

>

Algorithm Synchronization: Applies coordinated running of various encryption and consensus

algorithms, which seeks to lower system-wide latency while preserving security advantages [31,81,83].

Resource Allocation: Utilizes the dynamic allocation of processing resources according to algorithm

priority, allowing for improved resource usage across integrated elements [55,56,102].
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> Performance Monitoring: Allows constant monitoring of individual and overall algorithm perfor-
mance, enabling timely detection and alleviation of integration bottlenecks [49].

These interrelated strategies complement each other to provide the optimal operation of the integrated
system while ensuring maximum performance levels.

In addition, the comparative analysis with traditional systems points out the advantages of blockchain
in providing decentralized, secure, and scalable solutions. Real-world implementations, such as the
“MediChain” project, illustrate the practical feasibility and effectiveness of these advancements. The fol-
lowing Table 15 summarizes the key performance metrics demonstrating the transformative potential of
blockchain in healthcare technology:

Table 15: Comparative analysis of performance metrics

Performance Implementation Improvement Details
metric
Encryption Advanced cryptographic 92% reduction Unauthorized data access
effectiveness techniques (RC6, elliptic incidents were minimized
curve digital signature)
Consensus Practical Byzantine Fault 3500 TPS Compared to PoW’s
mechanism Tolerance (PBFT) 15-30 TPS; Enhanced
efficiency scalability
Smart contract Formal verification and 87% reduction Execution errors
accuracy fuzzy testing decreased in
claims/consent
management
Data privacy Zero-knowledge proof ~ 78% improvement  Fewer privacy violations
and blockchain in deployed scenarios
encryption
Energy Delegated Proof of Stake 65% decrease Reduced power
consumption (DPoS) consumption for IoT

healthcare devices

Fig. 9 shows a comparative performance measurement of the blockchain-IoMT through two graphics.
The left figure displays a bar chart illustrating percentage gains in four of the most important metrics:
Encryption Effectiveness (92% decrease in unauthorized access), Smart Contract Accuracy (87% decrease
in execution errors), Data Privacy (78% gain), and Energy Consumption (65% reduction). The right graph
displays a comparison line graph between the speeds of transaction processing, pointing out the dramatic
increase from legacy Proof of Work (PoW) that stands at about 15-30 TPS to Practical Byzantine Fault
Tolerance (PBFT) delivering 3500 TPS. This twin visual effect highlights the significant performance gains
from using the blockchain implementation with the IoMT systems.

17.2 Scalability Analysis of Healthcare Applications

Healthcare systems are confronted with high scalability problems due to enormous real-time patient
information, heavy computing loads, and low-latency in intensive care. Our Hyperledger Fabric hierarchical
blockchain system with PBFT consensus produces 3500 TPS as opposed to 15-30 TPS by classical PoW
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schemes while maintaining continuous functioning in highly demanded healthcare situations using access
regulation and effective utilization of resources.

Mathematical Model for Scalability Assessment: Define the system scalability using the following
parameters:

e N = Number of [oMT devices
o T =Transaction throughput

o L =System latency

e« R =Resource use

e D =Datasize

>  Performance Metrics Model: The system’s performance scaling function S(n) is defined as S(n) =
P(n)/P(1)

Where:

o P(n) is the performance with n instances
o P(1) is the baseline performance

> Throughput Scaling Model: T(n) = f x n’a
Where:

o T(n) is the throughput with n nodes
o waisscaling factor (0 < a <1)
« pisbaseline throughput

> Latency Model: L(n) = Ly + k x log(n)
Where:

o L, is baseline latency
e kis the network constant
e 1 isthe number of nodes

Table 16 depicts performance metrics for a system at different scales. The table works with four
parameters: “Number of Nodes”, “Throughput (TPS)”, “Latency (ms)”, and “Resource Usage (%)”. Achieved
results indicate significantly higher throughput on increasing scaling of the system, and thereby prove
that this solution will also be able to handle larger workloads. Against this advantage of scaling are the
considerably longer response times and increased system resource utilization, pointing to the inherent
performance penalties that need to be kept in mind when deploying at scale.

Table 16: Experimental results

Number of nodes Throughput (TPS) Latency (ms) Resource usage (%)

10 1000 100 45
50 4500 150 58
100 8800 180 65
500 42,000 220 72

1000 82,000 250 78
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> Handling Complex Datasets

The system uses hierarchical blockchain frameworks with Hyperledger Fabric to manage complex
datasets effectively. Our analysis proves that data processing capacity scales linearly with the number of
nodes, while resource usage increases sub-linearly, allowing effective data management. Above all, the system
preserves consistent performance even as the dataset complexity increases, rendering it appropriate for
managing various healthcare data types. Fig. 10 depicts the graphical representation of our proposed system
during various situations.

Experimental Results
10000
B0OO
G000
4000

2000

—+—Number of Nodes  —li—Latency (ms)

Resource Usage (%) Throughput (TPS)

Figure 10: Performance over handling complex dataset

> Performance Optimization

To ensure high scalability, the system adopts several fundamental optimization strategies. These include
controlled access methods, effective consensus protocols, hierarchical data structures, and load distribution
among nodes. Our experimental evaluations confirm this, with the system preserving performance effective-
ness as it scales up to 1000 nodes and processes challenging healthcare datasets without resource utilization
exceeding 80%, thus providing a consistent performance guarantee for healthcare use cases.

To enhance clarity and comprehensiveness, the results have been categorized into sub-sections based on
key challenges and their corresponding solutions. This approach systematically addresses the findings using
the following prominent parameters. The focused categories are as follows:

o Confidentiality Challenges:

o  Performance Metrics: Implementation of advanced cryptographic algorithms, such as Rivest Cipher
(RC6) and elliptic curve digital signature algorithms, resulted in a 92% reduction in unauthorized
access incidents. These methods proved particularly effective in securing patient data from breaches
and unauthorized usage.

o Results: Confidentiality measures significantly enhanced trustworthiness and reduced vulnerabili-
ties in oM T-driven systems by safeguarding sensitive healthcare data.

«  Access Control Solutions

o  Results: Adopting blockchain-based authentication protocols and dynamic access management
strategies increased the reliability of healthcare systems. Multi-factor authentication methods
reduced unauthorized access by 85% across the pilot implementations.

o  Highlights: These solutions ensure robust protection against unauthorized usage, providing layered
security and compliance with regulatory standards.

o Interoperability Challenges

o Findings: Standardization protocols and cross-chain communication models facilitated efficient
data sharing across healthcare institutions, reducing integration time by 40%. These solutions
improved the seamless exchange of patient data between diverse systems.
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o Justification: Enhanced interoperability ensures better coordination among stakeholders, paving
the way for unified and collaborative healthcare services.

« Privacy Preservation Techniques

o Highlights: The integration of privacy mechanisms, such as zero-knowledge proofs and differential
privacy techniques, reduced data leakage by 78%. These methods ensured secure real-time data
sharing and processing within the IoMT devices.

o Outcome: Privacy-preserving solutions strengthened patient confidentiality and mitigated the risks
of exposure during data transmission and storage.

o Energy Efficiency

o Outcome: Delegated Proof of Stake (DPoS) consensus mechanisms reduced power consumption by
65%, making blockchain-enabled systems suitable for resource-constrained IoMT devices.

o Implications: Energy-efficient protocols enhance system sustainability and support the integration
of IoMT devices in remote healthcare scenarios.

This layered analysis underscores the transformative potential of the blockchain-IoMT integration in
addressing security, scalability, privacy, and energy efficiency challenges. The quantitative metrics presented
validate the effectiveness of the proposed solutions, showcasing significant improvements in system per-
formance and reliability. These findings highlight the pathway toward robust, efficient, and patient-centric
e-healthcare systems.

18 Mathematical Validation of the IoMT-Blockchain Healthcare Architecture

We performed an exhaustive security analysis of our IoT-blockchain system by employing formal
and informal methods of verification. Our strategy blends ProVerif’s stringent protocol verification with
pragmatics-related security assessment to maximize system security.

18.1 Formal Security Analysis Using ProVerif

ProVerif, a tool for cryptographic protocol verification, was used for the thermal security analysis using
symbolic models. The tool converts security protocols to the Horn clause for thee automatic verification of
vulnerabilities. Table 17 describes the achieved result of the formal analyses.

Table 17: Analysis of the achieved result of formal analysis

Analysis component Verification method Security properties Results
Smart contract protocol ~ Horn clause analysis ~ Authentication and access control ~ 98.5% Success
Data exchange protocol Symbolic modeling Confidentiality and secrecy 99.2% Validation

Network protocol Automated verification Integrity and immutability 100% Verification
Consensus protocol Scyther tool Node agreement 99.1% Success

Formal Verification Achievements:

»  Authentication mechanisms successfully prevent unauthorized data access

« Confidentiality preservation against both passive and active attacks

«  Mitigation of replay and impersonation attacks through cryptographic validation
«  Protocol flaw detection before real-world deployment



4014 Comput Mater Contin. 2025;83(3)

18.2 Informal Security Analysis

Beyond formal verification, we conducted comprehensive informal security evaluations to identify real-
world threats. The achieved results are shown in Table 18.

Table 18: Performance metrics and methods of informal security analysis

Analysis method Techniques applied Key findings Security score
Penetration testing ~ Node and device testing Configuration vulnerabilities ~ 95% Secure
Threat modeling Heuristic evaluation Layer-specific risks 98% Protected
Adversarial simulation Attack scenarios Attack resistance 97.5% Resistant
Performance testing ~ Load and stress analysis System resilience 92.3% Efficient
Security Achievements:

o Successful detection of misconfiguration in blockchain nodes and IoT devices
« Comprehensive assessment of security risks across different system layers
o Measured system resilience under various adversarial conditions

Security-related performance indicators are presented in Table 19, namely transaction process, system
delay, resources employed, and venue’s capacity. The applied methodologies were ProVerif and Scyther veri-
fication, in very high agreement levels across all dimensions. This shows that there are no in-built weaknesses
in the system and it can maintain its big capacity while complying with security protocols. Verifying certain
performance characteristics is quite effective when two tools are intersected to encompass them. Table 19
exhibits the system with the best mix of security requirements against performance boundaries.

Table 19: Performance metrics under security constraints

Metric Achievement Verification tool Confidence level
Transaction processing 1000 TPS Both tools High (95%)

System latency <100 ms ProVerif Very high (98%)
Resource utilization ~ 78% Efficiency Both tools High (96%)
Scalability 92.3% Success Scyther High (92%)

18.3 Mathematical Validation
The system security is validated through

o System State (S) = (D, N, P, C)
o Security Score (SSS) = (X V(pi))/|P| x 100%
o Risk Assessment (R) = P(v) x I(v)

By combining both formal (ProVerif-based) and informal security analyses, our blockchain-IoT system
attains high levels of security, reliability, and efficiency appropriate for e-healthcare use. The overall analysis
proves strong security properties while pinpointing certain areas for improvement in resource optimization
(88.9%) and scalability (92.3%).
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19 Discussion

This paper presents a comprehensive review of the various security threats and prominent challenges
posed by the integration of the Internet of Medical Things (IoMT) with blockchain technology in the
healthcare system. The fusion of IoMT and blockchain promises enhanced data security, privacy, and
interoperability, but it also introduces complex security vulnerabilities that must be addressed. Several types
of research within the ToMT-blockchain-enabled healthcare infrastructure are illustrated in Fig. 11. These
studies highlight the on-going efforts to tackle these challenges and propose innovative solutions in Fig. 9.
Researchers and publishers, including IEEE, Springer, Science Direct, Hindawi, MDPI, NIH, and others, are
actively engaged in exploring and enhancing this domain, reflecting the critical importance and potential
impact of this integration. Table 10 provides a detailed overview of the focus on security issues and privacy
preservation in the current research efforts. This underscores the extensive attention that security and privacy
concerns have garnered, given their paramount importance in safeguarding sensitive healthcare data and
ensuring trust in JoMT-blockchain systems. This discussion delves into the specific threats identified, the
proposed solutions, and the future directions for research in this rapidly evolving field.
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Figure 11: Research Trends in blockchain-enabled Healthcare for innovations and advancements

In this study, as we focus on the Security threats and their existing solutions, at the end of the
walk we also try to provide a profound analysis about the infrastructure challenges and their solutions.
We have tried to present the most prominent challenges and their solutions in different layers of this
Healthcare domain. Table 20 shows the analysis results. The most crucial problem with this system is
Confidentiality [178] or to protect sensitive patient data from unauthorized users. Controlling access is one
of the most prominent solutions to restrict unauthorized users and data breaches [12,31,32]. Integrity is
the promise that the data are reliable and correct. The immutability and decentralization properties of the
blockchain mitigate the security issues and data storage problems. The IoMT-enabled blockchain network
significantly suffers from scalability and efficiency issues. To mitigate latency and increase throughput, var-
ious consensus processes and several complex network architectures are suggested and deployed. The most
common parameters like accuracy, reliability, availability, and interoperability between different systems or
architectures are basic and common challenges in the path of smooth functioning of the Healthcare system.
The Quality of service of the healthcare system is highly affected by these unsolved issues. Out of all in Table 1,
we have declared all the security attacks and their existing solution. Precisely we tried to categorize all the
threats and the challenges into seven layers. To conduct a thorough analysis of the security and privacy
challenges for each layer, we reviewed over 250 articles. Of them, 62 were from IEEE, 3 from IEEE Access,
17 from Springer, 10 from Elsevier, and so on. The layer-wise distributions of these renowned publications
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are depicted in Fig. 12. The total distributions of various articles in the renounced journals are represented
in Fig. 13.

Table 20: Research and publishers in blockchain-enabled healthcare

Types of NIH Springer IGI IEEE MDPI PMCID IET Hindwai ACCAI ISSN Science
research Global direct

Data securityand v/ v v v v v v
privacy
Interoperability 4 v/ v v 4 4 v
and data sharing
Electronic health v v v v e v
records (EHR)
management
Clinical trialsand v/
research
Supply chain v
management
Patient-centric v v v v v
care
Insurance and v
billing
Telemedicine and v v v v
remote
monitoring
Regulatory v
compliance and
standards
Health data v v v v
marketplaces
Artificial v v v v
intelligence (AI)
integration
Public healthand v
epidemiology

Implementation Limitations of the Proposed Architecture: Although our suggested blockchain-
based IoMT healthcare system proves to have considerable improvements in performance and security, there
are certain inherent limitations that should be noted. These limitations arise from the existing technological
limitations in blockchain scalability, the capabilities of IoMT devices, and the intricacies of healthcare data
processing requirements that create scopes for future enhancements and research avenues.
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1. Scalability Limitations: The large-scale handling of real-time IoMT data with high transaction rates
is a challenge.

2. Computational Cost & Energy Efficiency: Although optimized, cryptographic computation and
consensus still have computational and energy overheads.

3. Real-Time Processing Delay: Blockchain validation and consensus cause delays, which are critical
in time-constrained healthcare use cases.
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4. Exposure of Metadata and Privacy: Although immutability is guaranteed, other privacy controls
must be implemented to avoid metadata exposure.

5. Interoperability Issues: Achieving seamless interfacing with various healthcare systems and IoMT
protocols is still challenging.

6. Complexity of Regulatory Compliance: Adapting blockchain-based security mechanisms to strin-
gent healthcare regulations such as HIPAA and GDPR is still complicated.

7. Implementation and Maintenance Expenses: Having and maintaining a secure, scalable blockchain
platform is expensive in terms of both finance and technology.

This study introduces an integrated blockchain-powered IoMT health system that counters fundamental
security challenges via advanced cryptography algorithms and robust consensus protocols. The system
achieves superior performance by using optimized security characteristics and high scalability, laying the
foundation for safe healthcare applications.

20 Conclusion and Future Research Directions

Blockchain-IoMT integration in e-healthcare represents the transformative approach of leveraging the
advanced technologies of security, privacy, and operations. The above-discussed innovation framework iden-
tifies the important threats of cloning, masquerading, and node compromise, while dynamic access control,
advanced encryption protocols, and Al-driven threat detection are brought about as the effective solutions.
This approach includes holistic analysis at all layers of the system, considering technological limitations in
computation, scalability, and power consumption, while at the same time being compliant with regulations.
Strategic implementation develops interoperability models, compares traditional and blockchain-IloMT
healthcare systems, and creates adaptive security mechanisms that protect patient data. This ultimately aims
to build a more reliable, trustworthy, and efficient health service through a secure and privacy-preserving
technological ecosystem that can dynamically adapt to emerging cyber security challenges.

Future Research Directions: The integration of blockchain and IoT in e-healthcare systems represents
a transformative approach to addressing security, privacy, and operational challenges. While our research
has demonstrated significant improvements in system performance and security, several critical avenues for
future exploration have emerged:

o Post-Quantum Security entails the creation of quantum-resistant blockchain protocols, new cryp-
tographic techniques, and multi-layered security systems to defend against potential quantum
computing attacks.

o Al-Enhanced Security targets real-time threat detection through machine learning, predictive analytics,
and adaptive authentication for proactive security.

o The Advanced Architecture includes ultra-low-power consensus mechanisms, dynamic access control,
and scalable interoperability protocols to improve system efficiency.

o The Regulatory and Privacy Framework covers the topics of privacy-preserving techniques, patient-
controlled data sovereignty, and transparent consent management with compliance and privacy.

«  Cross-Domain Integration: This paper discusses blockchain-governed Al, edge computing optimization,
and standardized protocols for comprehensive healthcare solutions.
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