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ARTICLE INFO ABSTRACT
Keywords: To ensure reliable data transmission in flying ad hoc networks (FANETS), efficient routing protocols are necessary
Unmanned aerial vehicle (UAV) to establish communication paths in FANETSs. Recently, reinforcement learning (RL), particularly Q-learning,

Flying ad hoc network (FANET)
Reinforcement learning (RL)
Routing

Artificial Intelligence (AI)

has become a promising approach for overcoming challenges faced by traditional routing protocols due to its
capacity for autonomous adaptation and self-learning. This study presents a Q-learning-based routing strategy,
enhanced by an innovative cylindrical filtering technique, named QRCF in FANETs. In QRCF, the dissemination
interval of hello packets is adaptively adjusted based on the connection status of nearby UAVs. Then, this routing
process leverages Q-learning to discover reliable and stable routes, using a state set refined by the cylindrical
filtering technique to accelerate the search for the optimal path in the network. Afterward, the reward value is
computed using metrics such as relative speed, connection time, residual energy, and movement path. Finally,
QRCF is deployed in the network simulator 2 (NS2), and its performance is evaluated against three routing
schemes, QRF, QFAN, and QTAR. These evaluations are presented based on the number of UAVs and their speed.
In general, when changing the number of nodes, QRCF improves energy usage (about 5.01%), data delivery
ratio (approximately 1.20%), delay (17.71%), and network longevity (about 3.21%). However, it has a higher
overhead (approximately 10.91%) than QRF. Moreover, when changing the speed of UAVs in the network, QRCF
improves energy usage (about 4.94%), data delivery ratio (approximately 2.36%), delay (about 17.5%), and
network lifetime (approximately 8.75%). However, it increases routing overhead (approximately 15.47%) in
comparison with QRF.

1. Introduction ing vehicles [1,2]. Initially, UAV applications were typically conducted
using a single large drone, which was responsible for completing specific

The need for humans to access environments that are difficult or im- missions. Monitoring and surveillance have emerged as the most com-
possible to reach has led to the development of unmanned aerial vehicles mon applications for UAVs [3-5]. However, relying on a single UAV
(UAVs), which are also known as automatic or remotely controlled fly- poses significant challenges in large-scale operations due to its inher-
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ent limitations and vulnerability [6,7]. In response to these challenges,
researchers have successfully proposed collaborative approaches that
led to the development of multi-UAV systems. This innovation has gar-
nered considerable interest from scientists and experts in the field [8,9].
When multiple UAVs collaboratively complete a specific task, they cre-
ate a flying ad hoc network (FANET), which is a subset of mobile ad hoc
networks (MANETSs) and vehicular ad hoc networks (VANETSs) [10,11].

The most significant differences between FANET and other types of
ad hoc networks are limited energy resources, rapid movement of UAVs,
and frequent topological changes. However, advancements in technolo-
gies such as electronics and robotics have significantly enhanced UAV
capabilities, particularly in flexibility, agility, payload capacity, and
sensing power [12,13]. Recently, FANETs have found success in both
military and civilian parts. These networks include numerous appli-
cations, like search and rescue operations, traffic monitoring in smart
cities, agricultural monitoring, wildlife tracking, border security, and
forest fire monitoring [14,15]. To effectively conduct a wide range of
missions using UAVs within FANETSs, it is essential to design efficient
routing protocols that accommodate these unique characteristics. Such
protocols are critical for ensuring the timely dispatch of collected data
to the ground control station (GCS) [16,17].

In recent years, various routing protocols have been developed to
enhance the performance of FANETSs. These protocols significantly influ-
ence communication among UAVs in the network. Traditional routing
protocols, such as topology-based methods, rely on routing tables to
manage data packet delivery along the shortest path, which is con-
structed hop-by-hop [18,19]. The constructed path must be efficient,
as each hop represents an intermediate node. However, because UAVs
in FANETs move at high speeds, these traditional methods can cre-
ate additional overhead when they need to restart the route discovery
process [20,21]. As a result, these protocols must be adapted for the
three-dimensional environment in which FANETs operate. In contrast,
location-based routing methods utilize geographic information obtained
from GPS or other localization services. In this approach, a source UAV
dispatches data packets to a destination UAV based on its location and
that of any intermediate nodes [22,23].

However, location-based methods have limitations since they de-
pend solely on position information. If a source UAV cannot find an
appropriate next-hop node that is closer to the destination node, it may
face delays during the routing process [24,25]. Additionally, due to their
high speed and movement patterns, UAVs can quickly exit each other’s
communication ranges, and links between them can be severed unex-
pectedly [26,27]. This leads to increased packet loss in FANET [28,29].
Thus, these protocols need to estimate the geographical locations of all
UAVs so that they can consistently identify optimal next-hop nodes to-
ward their intended destinations [30,31]. Since maintaining effective
communication links between UAVs and enhancing stability in con-
nection management pose ongoing challenges for designing effective
routing algorithms in FANETSs, researchers are actively exploring solu-
tions tailored specifically for this context [32-34].

A growing number of studies are exploring the use of machine learn-
ing (ML) algorithms to tackle routing challenges and enhance the flex-
ibility of routing approaches in FANETs [35,36]. Among these tech-
niques is reinforcement learning (RL), one of the most prominent ML
approaches, for improving the performance of routing algorithms in
FANETSs. In RL-based routing protocols, the agent explores the network
by selecting various actions to find the most efficient routing strategy
[37-39]. In this regard, the agent must decide on the best route based
on several criteria derived from the local information collected by UAVs
to lower the packet loss rate and increase communication stability in
FANET. However, to develop an optimal routing solution, the agent
must have access to global network information [40,41].

This paper presents a Q-learning-based routing strategy, enhanced by
an innovative cylindrical filtering technique, called QRCF for FANETs.
QRCF includes two key phases: the adaptive neighbor discovery phase
and the Q-learning-based routing phase. In the first phase, the interval
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for propagating hello messages is adaptively adjusted based on the con-
nection status of neighboring UAVs. This ensures that communication
remains efficient and responsive to changes in network dynamics. The
second phase involves the Q-learning-based routing process, which em-
ploys a filtered state set generated by a cylindrical filtering algorithm.
This enhances the Q-learning process, accelerating the identification of
optimal routing paths. The main contributions introduced in this pro-
posed method include:

In QRCF, an adaptive neighbor discovery process is carried out. This
process helps to construct a local network topology and facilitates
routing between different UAVs. Each hello message in QRCF has
specified content, and the propagation interval of these messages is
adjusted based on the connection status of neighboring UAVs. This
ensures that QRCF is compatible with FANET by enabling timely
updates to neighbor tables and reducing routing overhead.

In QRCF, a Q-learning-based routing mechanism is introduced to
find reliable and stable routes in FANET. This distributed learning
model utilizes a filtered state set that is dependent on a cylindrical
filtering algorithm. By utilizing a smaller state space, this approach
enhances the routing phase when determining optimal paths.

In QRCF, reward values for taking specific actions are determined
by four environmental components: relative speed, connection
time, residual energy, and movement path.

In QRCEF, the learning parameters associated with the Q-learning-
based routing process (i.e. learning rate and discount factor) are
dynamically calculated for each UAV based on its unique condi-
tions. This characteristic improves adaptability within FANET and
enhances overall efficiency; for instance, the learning rate is calcu-
lated according to connection time while the discount factor reflects
stability among neighboring nodes over successive time intervals.
To prevent route failures and packet loss caused by events such as
routing holes or failed links, QRCF implements a prevention mech-
anism that aims to mitigate these issues. When a UAV encounters
local optima during its route selection process, it provides feedback
to its previous-hop UAV; as a result, any action leading to this sce-
nario receives minimal rewards in future evaluations.

The organization of this study is as follows: Section 2 reviews rele-
vant literature. In Section 3, essential concepts, including an overview
of Q-learning, are explained. Section 4 details the network configura-
tions used. Section 5 outlines the proposed methodology. In Section 6,
the evaluation outcomes are noted. Finally, Section 7 includes the con-
clusion of the paper.

2. Related works

In [42], a smart filtering technique-based Q-learning-based routing
strategy called QRF is presented in FANETs. QRF employs Q-learning
to improve data transfer and enhance network efficiency. QRF designs
a filtering algorithm to lower the size of the state set. This idea speeds
up the learning process of the routing algorithm when converging to-
ward the optimal solution (i.e. the most efficient path from source to
destination). Moreover, QRF adapts learning parameters to better han-
dle the dynamic environment of FANETSs. The evaluations performed in
this paper reveal that QRF evenly distributes energy consumption and
increases network longevity. In addition, the smart filtering algorithm
causes high routing overhead but succeeds in reducing delay in data
transmission.

In [43], a Q-learning-based clustering approach called QSCR is of-
fered for FANETSs. In this scheme, hello messages are exchanged period-
ically and are responsible for finding the local network topology. The
period of these hello messages varies in each cluster, and cluster leaders
calculate the updated hello time based on the similarity of velocities of
UAVs. In the clustering algorithm, the selection of cluster leaders is de-
pendent on a merit value. It is obtained from criteria such as remaining
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energy, centrality, connection degree, velocity similarity, and connec-
tion duration. Afterward, the central server is responsible for adjusting
clustering weights based on a centralized Q-learning algorithm. Finally,
QSCR carries out a greedy forwarding process to dispatch data pack-
ets to the destination. The study’s results show that QSCR increases the
speed of the clustering process, but it does not achieve suitable clus-
ter stability. Moreover, QSCR succeeds in improving energy usage and
increasing network lifetime and packet delivery rate.

In [44], a fuzzy trust-based secure routing technique (FTSR) is sug-
gested for FANETSs. This scheme can improve the security level of com-
munication between UAVs in FANET. Two trust systems are suggested
in FTSR: local trust and route trust. The first is a distributed local trust
process, which searches trustworthy neighboring UAVs and separates
malicious nodes. Hence, the path discovery phase is carried out by
trusted UAVs. As a result, a lower number of fake paths is built in FANET.
The second mechanism, path trust, targets malicious UAVs that were not
detected in the local trust system. It evaluates the security level of the
generated path using a fuzzy security system to identify secure paths
in the network. Evaluations obtained from the simulation process show
that FTSR detects malicious nodes accurately and improves network se-
curity.

In [45], a greedy perimeter stateless routing scheme called GPSR+
is offered for FANETSs. A position prediction strategy in GPSR+ is of-
fered to estimate the next position of each UAV. This strategy is applied
to update the hello broadcast period in each UAV. As a result, GPSR+
gets better adaptability to FANET. Additionally, GPSR+ incorporates a
spherical removal strategy when selecting the next-hop node. This strat-
egy identifies a set of potential UAV candidates to serve as the next-hop
node and subsequently selects the most suitable one during the routing
process.

In [46], a Q-learning-based clustering routing approach called ICRA
is introduced for FANETs. This approach is responsible for designing a
clustering module, setting clustering weights based on Q-learning, and
finding the best routes in FANETSs. In the first step, ICRA allocates a
utility value for each UAV to select UAVs with the higher utility val-
ues as CHs. Then, it dynamically adjusts the weights related to the
utility function using reinforcement learning to improve network stabil-
ity and increase network lifetime. This Q-learning-based cluster adjust-
ment strategy makes an optimal and efficient clustering process, which
is proportional to network conditions. In the last step, ICRA utilizes
inter-cluster forwarding nodes in the routing phase to reduce delay and
improve data delivery ratio.

In [47], a fuzzy optimized link state routing method (OLSR+) is
presented in FANETs. In OLSR+, a novel approach is proposed to ob-
tain the connection time of communication links between UAVs. In this
approach, different metrics such as relative velocity, link quality, move-
ment angle, and distance are considered. In OLSR+, multipoint relays
(MPR) are chosen using a fuzzy system whose inputs are connection
time, neighbor degree, and remaining energy. Lastly, OLSR+ builds
communication paths based on remaining energy, connection time, and
hop counts. The evaluations performed in OLSR+ show its successful
performance in comparison with existing methods.

In [48], a Q-learning-based routing scheme called QFAN is presented
in FANETs. QFAN identifies communication paths based on Q-learning.
In QFAN, the search area is restricted based on a filtering parameter,
which is dependent on movement angle, remaining energy, connection
quality, and distance. Lastly, QFAN presents a route maintenance pro-
cess to find and rebuild the paths that are likely to be broken. The
evaluation results performed in this paper illustrate the superior per-
formance of QFAN compared to other schemes.

In [49], a Q-learning-based topology-aware routing strategy (QTAR)
is offered in FANETs. In QTAR, the routing process is modified by us-
ing the data of two-hop surrounding UAVs obtained from the exchange
of hello messages when discovering local network topology. QTAR de-
cides on the most suitable path based on several metrics such as location,
energy, delay, and velocity. Additionally, QTAR designs an adaptive
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Q-learning algorithm whose learning scales are dynamically adjusted ac-
cording to network conditions. Additionally, QTAR determines the link
duration by analyzing the direct connections between each node and
its neighboring nodes. This value is then used to automatically calcu-
late both the hello interval and the connection duration. The evaluation
results show the appropriate and useful performance of QTAR in com-
parison with existing routing methods.

Table 1 illustrates the strengths and weaknesses of the existing
works.

3. Basic concepts

QRCEF relies on reinforcement learning (RL), especially Q-learning,
to manage the routing process within FANET.

3.1. Q-learning

To assess each action in a state, one of the most widely used free-
model reinforcement learning methods is Q-learning. This algorithm
can interact with the environment to solve the problems caused by
transitions and potential rewards of an action. Q is a function similar
to Q' (s,,a,), whose learning algorithm is Q-learning. To update the
Q-value, Q-learning allows an agent, which is in an interactive environ-
ment, to select actions that maximize rewards. The agent tries to modify
its action strategy according to the rewards obtained from the environ-
ment. This agent chooses an action in the next state (s,, ) based on the
previous reward. These steps are continuously repeated in several steps
so that the agent learns well the environment and converges to an opti-
mal response. Equation (1) is used to calculate and update the Q-value
in Q-learning after each iteration [52,53].

(0] (st”1) ~(l-m0 (Sl’at) +a (Rt +ymaxQ’ (Sr+1’at+l)) €))

here, s,,4, 5,, and g, are the new state, the previous state, and the
selected action, respectively. R, indicates the reward received by the
agent. 0 < a <1 is the learning rate, and 0 < y < | represents the dis-
count factor so that max Q' (s,4;,a,;) is equal to the maximum value
obtained from the state s,,;. Q(s,,q,) is equivalent to the Q-value,
which allows the agent to take an action in the state s, and get the
reward R,, immediately.

4. System settings

This section describes hypotheses related to the network. See Fig. 1,
which displays the network graph G = (U, L) so that the set of vertices
(U) and the set of edges (L) include UAVs (i.e. U;, i =1,2,...,N) and
all communication links between these UAVs, respectively. Each UAV,
such as U;, utilizes equipment such as different sensors, powerful mi-
croprocessors, localization systems, wireless communication interfaces,
and cameras. The localization system enables U; to obtain its three-
dimensional position (xf ¥ zf) at any moment. In the network, U; spans
a spherical region with a radius of R. Due to the support of long-range
communication, the resistance to interference, and the coverage of a
broad area, the communication standard IEEE 802.11n is applied in the
MAC layer to communicate between UAVs. In QRCF, communication
links are divided into two types, namely UAV-to-UAV or UAV-to-ground
control station (GCS). The UAV-to-UAV communication is used to com-
municate between each UAV and its adjacent UAVs. Additionally, the
UAV-to-GCS communication is applied to form a direct connection be-
tween each UAV and GCS when they are close to each other. Therefore,
at any moment, only a few UAVs can be connected directly to GCS. If the
distance between a UAV and GCS is high, the communication between
this UAV and GCS is a combination of UAV-to-UAV and UAV-to-GCS
communications.
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Table 1
Benefits and drawbacks of various methods.

Approach Strengths Weaknesses

QRF [42] Making improvements on the quality of service (QoS) needs, such as Being vulnerable to communication overhead and scalability
data delivery rate, latency, energy usage, and data reliability,
converging to the optimal path quickly due to controlling the size of
the state set in the routing process, getting better adaptability to
FANET

QSCR [43] Making improvements on the QoS needs, such as energy usage, packet ~ Being vulnerable to delay, communication overhead, and low
delivery rate, and network lifetime, having high scalability, reducing convergence speed, high time complexity
the number of isolated clusters in the network, getting better
adaptability to FANET

FTSR [44] Detecting malicious nodes quickly and accurately, making Being vulnerable to delay and scalability, not getting a suitable
improvements on the QoS needs, such as packet delivery rate and adaptability to FANET
network security

GPSR+ [45] Making improvements on the QoS needs, such as data delivery ratio, Being vulnerable to delay, dealing with the local optimum issue
routing overhead, network lifetime, and energy usage, using stable
communication links, presenting a position prediction system, and
getting better adaptability to FANET

ICRA [46] Making improvements on the QoS needs, such as data delivery ratio, Not having dynamic learning parameters (« and y), low convergence
delay, energy usage, and cluster construction time, reducing the rate, high time complexity
number of isolated clusters, high scalability, getting better
adaptability to FANET

OLSR+ [47] Making improvements on the QoS needs, such as delay, network Being vulnerable to scalability and routing overhead
lifetime, data delivery ratio, throughput, and energy usage, and
getting better adaptability to FANET

QFAN [48] Making improvements on the QoS needs, such as delay, data delivery Being vulnerable to communication overhead and scalability, having
rate, energy usage, and network lifetime constant learning parameters (a and y)

QTAR [49] Making improvements on the QoS needs, such as data loss ratio, Low convergence rate and low scalability
energy usage, delay, and throughput, increasing the stability of
communication paths, getting better adaptability to FANET

x Unmanned Aerial vehicles (UAVs) (Q—leaming—based routing scheme using smart cylindrical filtering algorithm (QRCF))

© Ground control station (GCS)
<«— UAV-to-UAV communication

W UAV-to-GCS communication

X<—>x’\ Adaptive neighbor discovery process Q-learning-based routing process

: —_— | | . )
o————
; : : )

Fig. 2. Schematic design of QRCF.

Q-learning-based routing phase. Fig. 2 displays a schematic design of
QRCF. Table 2 also states the symbols in this paper.

Internet

Central control system 5.1. Adaptive neighbor discovery process

Fig. 1. Network model in QRCF.

5. Proposed scheme

In this section, each UAV tries to be aware of the local network topol-
ogy and find its surrounding UAVs by propagating hello messages in
FANET. Algorithm 1 states the pseudo-code of the adaptive neighbor
discovery phase. Hence, this phase consists of three steps:

Here, a Q-learning-based routing strategy, enhanced by an innova- « Definition of hello message format
tive cylindrical filtering technique, (QRCF) is described in FANETS. In « Determination of the hello propagation interval
QRCF, two steps are presented: adaptive neighbor discovery phase, and « Construction of the neighbor table
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Table 2
Symbols used in QRCF.
Symbol Description
G=(U,L) Network graph
U Set of vertices in the graph G
L Set of edges in the graph G
U, i-th UAV
N Total number of all UAVs
(xf, 04, 2) Position of i-th UAV at the moment ¢
R Communication radius of UAVs
GCS Ground control station
Hello, Hello message related to U,
HT! Propagation period of Hello;
HT, Lower boundary of HT;
HTy Upper boundary of HT
ID i1, Identifier of Hello,
1D, Identifier of i-th UAV
(V.0 90) Velocity vector of i-th UAV at the moment ¢

E! Energy level of i-th UAV at the moment ¢

Viin Lowest velocity of UAVs in the network
Vinax Highest velocity of UAVs in the network
CT}; Connection time between U, and U,
a First configuration weight in CT;;
a, Second configuration weight in CT};
d,?] Euclidean distance between U, and U; at the moment ¢
MD;; Difference between the movement directions of U; and U;
€ rediction Position prediction error of U,
i+1 yi*1 2+1)  Real spatial coordinates of U; at the moment ¢ + 1
(%41, 5%1,271)  Predicted spatial coordinates of U, at the moment 7 + 1
NTable, Neighbor table of U;
VT; Validity time related to the entry of U;
a; Learning rate related to the link between U; and U;
v Discount factor corresponding to U,
Fs5e Filtered state set of U,
(xpyp.2zp) Cartesian coordinates of the point P
(pp-®p.zp ) Cylindrical coordinates of the point P
a Angle between the line segment of U; — U, and z-axis
Vi Relative velocity of U; with regard to U;

E j’ Energy level of U;

A; Movement direction of U; with regard to U;

R, Reward function in the Q-learning-based routing process
Riax Maximum reward

R Minimum reward

min

5.1.1. Hello message format

In the adaptive neighbor discovery process, each UAV, such as U,
utilizes the exchange of hello messages to facilitate the routing process.
Thus, the content of each hello message is very important in this process
because this content indicates the information collected by U; from its
adjacent nodes in the network. Equation (2) specifies the structure of
the hello message in QRCF.

Hello, = < Dy,

10, (i) (oo | ENET) @

Hello; indicates the hello message sent by U;, and HT is its broad-
cast period. In QRCF, this time is adaptively determined using Equa-
tion (8) and is continuously updated based on the connection status
of neighboring UAVs. Furthermore, I Dy,y,, indicates the identifier re-
lated to this hello message. Note that each hello message has a unique
ID to identify duplicated hello messages. Additionally, ID,, (x!,!,2!),
(Vi’ ,9; ,(p;), and EI’ mean identifier, position, movement information,
and the current energy level of U;, respectively.

5.1.2. Hello broadcast period

In QRCF, each UAV, such as U;, has a specific broadcast period
(HT/) to carry out the broadcasting process of hello messages in FANET.
HT} is determined according to the connection status of adjacent UAVs.
In a dynamic network, a dynamic broadcast period guarantees the adapt-
ability of QRCF to this network. Because this dynamic broadcast pe-
riod timely updates neighbor tables and decreases routing overhead in
FANET. To determine H Ti’, the two upper and lower boundaries (i.e.
HTy and HT;) are intended so that HT; < HT; < HTy, where HTy;
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and HT; arerespectively calculated according to the lowest and highest
velocities of UAVSs (i.e. Vi, and V;,,,). To calculate HT!, QRCF applies
Equation (3) to obtain a criterion called the connection time (CT; j) of
the link between U; and its adjacent UAV, such as U;.

R-adj;
CTy=——= €)
Vi-aV|

Here, R indicates the communication radius of each UAV, dfj =

2 2 2
\/(xf - x;) + (y: - yj) + <zf - zj) is the distance between U;
with spatial coordinates (xfyfzf) and Uj with spatial coordinates
(x;, y;zj) |Vl- - anj) indicates the configured relative speed of U;
with regard to U;. It is calculated according to Equation (4).

| =) () + (1)

so that,

an,-zj =V sing; cos §; — a, V/ sin ¢} cos 0 (5)
Ot in ol cin A — tin ol «in At

Vyw =V, sing;sinf; — a,V; sin @) sin6; 6)
2 —ylcoso' ' cos o

I/zi,j - Vt CoS @; _a2Vj Cos@; (@]

here ( V.6, (pf) and (VJ’ s 0;., (pj) are extracted from the neighbor table
and indicate the velocity vectors of U; and U}, respectively. Addition-
ally, @; and «a, are the configuration coefficients, which are calculated

below.

* If movement directions of U; and U; are similar (i.e. MD;; =

\/<Vlt _ er)z + (01’ - 9;)2 + ((pf - (p;)z < k, where k is a positive
number limited to [0, 1]), then a, = 1. Now, if U; is faster than U;
and moves behind it, or if U; is faster than U; and moves behind it,
then a; = —1. Otherwise, if U; is faster than U; and moves ahead
of it, or if U ; is faster than U; and moves ahead of it, then a; = 1.
If movement directions of U; and U; are not similar (i.e. M D;; >
k), then a, = —1. Now, if U; and Uj approach to each other (i.e.
dj; - d}jfl <0), then a; = —1. Otherwise, a; = 1.

Finally, H Ti’ is updated using Equation (8).

HTy+HT,
——L =0
2
CT;:
max | HT'exp| - —Y% ) HT, ),
i °XP max {CT,»j} L
V U;ENTable;
I{Tf"‘l — €prediction 2 €pax 8)
! HT!, e, <€, odiction <
i’ min prediction max
min| HT'{ 1 +exp| - —%L — JHT |,
! +exp max {CT,»j} H
V U;ENTable;
epredic!ion < €min
Here, CT}; = NL CT;; and max {CT,j} mean two
I jeNTable; V U;eNTable;

average and maximum connection times between U; and its neighbors.

Corediction = \/(Xﬁl _i;+1)2 + (! _}7;+1)2 + (24 - Z;H)Z
the position prediction error of U; so that (x/*!,y!*! z*!) and (%/*!,
)7;“,2;*1) are real and predicted spatial coordinates of U; in the mo-
ment ¢+ 1. As a result:

means

i+ = x4 At (V/ sing! cos0)
i;“ =yl + At (Vlt sin ¢! sin 0[’) 9
2:.“ =z + At (V! cos ')
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Table 3
Structure of NTable;.
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Information extracted from hello message

Information about the Q-learning-based routing process

Identifier Position

1 I 1
IDJ (xj,y/,z/)

Velocity Energy
1 I ! t
(V/‘ 05,95 ) E; 7

Discount factor

Q-value Validity time

[oF ; VT,

Learning rate

According to the first line of Equation (8), U; determines the ini-
tial value of H TI.' at the moment ¢ = 0 so that H T’.’=0 = %
Moreover, according to the second line of Equation (8), if the position
prediction error is high (.. €, gicrion > €may)» HT*' is reduced based

CT.,

L E—
max CT;;
vV UjENTable; (et}

to HT; .In addition, according to the third line of Equation (8), if the po-
sition prediction error is acceptable (i.e. ey < €pregiction < €max)> HT!
will be unchanged. Also, according to the fourth line of Equation (8), if
the position prediction error is very low (i.e. €,.04icrion < €min)s H T,,’Jrl

on HT/exp so that its minimum value is limited

CT;;

is increased based on HT/ | 1+exp| — so that its

max CT;
vV U;ENTable; (et}

maximum value is limited to HTy,.

5.1.3. Construction of the neighbor table

In QRCF, each UAV, such as U;, prepares its hello message accord-
ing to Equation (2) and inserts its information into this message. Then,
U, dispatches this message to its surrounding UAVs in the network and
updates its hello period based on Equation (8) to determine when the
hello broadcast process is repeated. Thereafter, U; obtains hello mes-
sages from its adjacent UAVs and extracts their information. Now, U;
has access to the local network topology based on the content of these
messages and holds this information in its neighbor table (NTable;).
NTable; must be refreshed constantly to delete its old information and
record the new information. If U; records the information of a new
neighbor, such as Uj, in NTable;, it considers a timer named valid-
ity time (VTJ-) for the entry related to U - The initial value of VT; is
equal to the upper boundary of the hello broadcast period (i.e. HT}).
Then, V'T; decreases over time. If U; gets a new hello message from U;
before expiring its validity time in NT able;, the information in this en-
try will be updated, and V'T; will be reset. Otherwise, this entry will lose
its validity and will be removed from NTable;. Table 3 shows the for-
mat of NT able;. The entry related to each neighboring UAV, suchas U,
includes the information received from the hello message and the learn-
ing parameters related to the Q-learning-based routing process. These
parameters include the learning rate (g; j), the discount factor of this
neighboring node (y;), and its Q-value. In Section 5.2, QRCF defines
these parameters accurately.

5.2. Q-learning-based routing process

QRCF applies the Q-learning algorithm to identify valid and stable
routes between UAVs in FANET. This distributed learning process ben-
efits from an attractive feature, namely the use of a filtered state set
based on a cylindrical filtering algorithm. This feature speeds up the Q-
learning algorithm when finding the best path because QRCF utilizes a
small state space. In addition, QRCF sets learning rate and discount fac-
tor in Q-learning based on the conditions of the learning environment to
improve its adaptability to FANET. In Table 4, learning elements are in-
troduced. Thus, QRCF takes into account two key learning components:
the learning environment, which corresponds to FANET, and the agent,
which corresponds to the data packet. The state set also includes a set
of UAVs enclosed in the cylindrical filtering area, and the action space
denotes the packet transfer process from the current UAV to the UAV
selected from the filtered state set. Thus, as shown in Fig. 3, if the agent
takes the action U; —to — U;, the data packet will be transferred from
U; to U;. This process has four steps:

Algorithm 1 Adaptive neighbor discovery process.

Input: U;: i-th UAV in FANET, where i=1,2,..., N
HT}: Hello time interval corresponding to U;
HTy;: Upper boundary of HT/, adjusted based on V;
HT;: Lower boundary of HT}, adjusted based on V,
Ty, Simulation time
Timer+ A timer that counts the spent time so far.
Output: NTable;: Neighbor table related to U;
Begin
1: Initialize T};,,, =0;
2: U;: Adjust the initial value of HT on
3: repeat

in

ax

HT,+HT, |
—

4. if (T}, mod HT')=0 then
5: U;: Prepare a hello packet based on Equation (2);
6: U;: Disseminate this hello packet to its surrounding UAVs in FANET;
7: U;: Recalculate HT; based on Equation (8);
8: endif
9: while there is a new neighbor (like U;), which sends a new hello packet to U; and
U, does not process this packet so far do
10: if U; does not record U; in NT able; so far then
11: U;: Extract the information of U; from this hello packet;
12: U;: Add a new entry to NTable;;
13: U;: Record the information of U; in NTable;;
14: Ui: Set VT, = HTy;
15: else
16: U;: Extract the information of U; from this hello packet;

17: U;: Update the information of U; in NTable;;

18: Uj: Reset VT, = HTy;

19: end if

20:  end while

21:  while there is a neighboring node (like U;) in NTable;, which has not been
checked by U; do

22: if U; does not receive a hello message from U; and V'T; equals to zero then
23: U;: Remove the entry of U; from NTable;;
24: end if
25:  end while
261 Ty =Ty + 15
27: until T}, <Ty,,
End

- Filtered state set using cylindrical filtering
+ Reward function

» Dynamic learning metrics

« Prevention mechanism

5.2.1. Filtered state set using cylindrical filtering

Most Q-learning-based routing schemes, such as [48] and [49], as-
sume that the state set consists of all surrounding UAVs of U;, which
are enclosed in a spherical region with the radius of R, when the data
packet is in the current state, like U;. This state set is shown in Fig. 4. Ac-
cording to this figure, the state set of U, is State.set = {Ul, U,, .., U7}.
These schemes hardly converge to the optimal response (the most suit-
able paths between UAVs). Specifically, if the network density is high,
these schemes often fail to reach the optimal solution. This challenge is
due to the high dependence of Q-learning on the size of the state set.
The potential response to this issue is to manage the state set in the Q-
learning-based routing schemes. If one of these schemes limits the size
of the state set, its convergence speed will be increased when finding
the best routes between UAVs. Thus, its efficiency will be guaranteed
to solve the routing problem. According to the points mentioned above,
QRCEF utilizes a filtered state set using smart cylindrical filtering to man-
age its state set. See this set in Fig. 5. According to this figure, the filtered
state set of U; (FS5) is FS5¢ = {U,,Us,Us, Uy }.

In QRCF, the process to determine F Sise’ is described using the
cylindrical coordinate system, as F S,.S"' represents a cylindrical region
defined within the communication range of U;, where both radius and
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Table 4
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Learning elements in the routing process.

Learning element

Definition

Problem

Learning environment
Learning agent

State space

Action space

Finding the best routes between UAVs.

Flying ad hoc network

Data packet

UAVs enclosed in the cylindrical filtering area.

Transferring the data packet from the current UAV to the next-hop UAV.

. ~Next-state; Us
VR P

Us

Fig. 4. The initial state set in Q-learning-based routing schemes.

height are R. Suppose that the Cartesian and cylindrical coordinates of
the point P are (x psYp.2 p) and ( pp.Op.2 P), respectively. In this case,
Equations (10) and (11) show the relationship between these two coor-
dinate systems. See Fig. 6.

ﬂpzm
Op =arctan<)y(—’;) 10$)
Zp=2zp
Xp=ppcosOp
yp=ppsin®p
Zp=2p

1)

Fig. 5. Filtered state set using cylindrical filtering.

V4

"P (Xp,yp»Zp)

Zp

X

Fig. 6. Comparison of two cylindrical and Cartesian coordinates of the point P.

Now, U, repeats the following steps for each neighboring UAV in
NTable; to get F SI.S"'. Algorithm 2 also presents the pseudo-code re-
lated to this process.

1. U, inserts all members of NTable; into F.S5¢ so that F.S5¢ =
NTable,.

2. U, defines a coordinate system whose origin is (xi Vi z:) to sim-
plify the equations related to the calculation of F Sl.Set.

3. U; extracts a member, such as U; with spatial coordinates
(xg, y;, z; ), from NTable; and acquires its new coordinates (xj yj z;>
in this coordinate system based on Equation (12).

ot t t

- =x" —x!
VA
2=z -2z

<.

J i
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A

Fig. 7. Rotation of the coordinate system based on the angle a.

4. According to Fig. 7, U, rotates the coordinate axes based on the
angle « (i.e. the angle between the line segment U; — U, and the z-axis).
In this case, the z-axis is placed on the line segment U; — U},. Hence, a
is computed based on Equation (13).

Zdt _ Zit
o = arccos , 0<a<2rz
2 2 2

(xg" = x')"+ (va" = 3')" + (24" = 2")
13)

The rotation matrix is presented in Equation (14).

cosa —sina 0

R,(a)=|sina cosa O 14)

0 0 1

rt
V. zj> in this coor-

1
5. U; gets the new coordinates of U; i.e. | x; i

Iz
dinate system based on Equation (15).

i cosa —sina 0 x;
}j =| sina cosa O yj 15)
iy 0 0 1| 2%
zZ. J

6. U; determines the cylindrical filtering area based on Equation
(16).

0<p<R0<OL27,0<z<R (16)
7. U, changes the Cartesian coordinates of its neighboring node i.e.

_r
(xj, Vi zj.) to the cylindrical coordinates based on Equation (17).

t_ Atz Atz
=X + ij
' ¥
®j =arctan| — a17)
*i
t At
zZ,=12z;

1
8.If | p',0", z. | meets Equation (18), U; will remain as a member
P M J

in F SI.SC’. Otherwise, it will be removed from this set.
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OSp;<R,O<®’.<2n',0§Z.SR 18)

Algorithm 2 Filtered state set using cylindrical filtering.

Input: U;: Current state in the routing strategy based on Q-learning.
(x!,3%, 2! ): Geographic position of U,
NTable;: Neighbor table related to U,
Output: FS ,.S” : Filtered state set
Begin
1: Uj: Initialize its filtered state set as F.S** = NTable;;
2: U;: Define a new coordinate system whose origin is equal to (x!,)/,z');
3: while there is a neighboring node (like U;)in NTable;, which has not been checked
by U, do
4. U;: Extract U; from NTable;;
5. U;: Get the new spatial coordmates of U; in this new coordinate system using
Equation (12);
6:  U;: Calculate the angle a between the z-axis and the line segment U, — U}, based
on Equation (13);

7:  U;: Obtain the rotation matrix based on Equation (14);

8: U;: Perform a rotation on the coordinate axes based on the angle a;

9: U;: Calculate the rotated coordinates of Ul based on Equation (15);
10:  U;: Get the filtering area using Equation (16);

11:  U;: Obtain the cylindrical coordinates of U; using Equation (17);
12:  if cylindrical coordinates of U; meets Equatlon (18) then

13: U;: Store U, into F.S7;

14:  else

15: U;: Remove U, from FS5;
16:  endif

17: end while
18: U;: Return F.S5¢;
End

5.2.2. Reward function

After determining the filtered state space and selecting a suitable ac-
tion, such as U; —to — U}, by the agent, the next step is to estimate the
reward value corresponding to this action and assign it to the learning
agent. Here, QRCF calculates the reward function based on four com-
ponents, namely relative speed, connection time, residual energy, and
movement path.

* Relative Speed (V};): This component means the relative velocity
of U; with regard to U;. It seeks to construct a communication path,
which includes intermediate UAVs with a relatively similar veloc-
ity In this case, this path is valid and stable for a longer time. If

V;; =0, the communication link between U; and U; is very stable
and has a longer lifespan because the two UAVs will not be removed
from each other’s communication ranges. Thus, the packet loss rate

will be severely low. V}; is obtained using Equation (19).

o=y (e, + () + ()

so that,
X’u_ =V/sing! cos ! — VJ.’ sin (p;. cos 6;. (20)
t 1t ain ol cin ! — Tt cin ol cin O
= V! sin @; sin 91‘ V, sin @ sin 0}. 21
Vzt,-,,- =V cos g}~ V| cos ¢} (22)

so that (V,’ , Gf,qol‘, ) and (V/’ 0; (p;) indicate the two velocity vec-
tors related to U; and U;, respectively. They are extracted from
NTable;. In QRCF, the normalized value of V}; is calculated using
Equation (23). After the normalization process, the value of this
component will be limited to [0, 1]. Since the reward function con-
tains four components with different units. Hence, the normaliza-
tion process equalizes the effect of these components on the reward

function.
17'4-‘— min {|I7‘}
| Y Y U;eFsSe Y
= (23)

e ]} -, 7]
v U;eFsSe v U;eFsS

Y/ norm
ij
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here max

Aul} and  min
Set
VU;EFSy*

{|I7,J‘} mean the maxi-
VU;eFsS

mum and minimum relative velocities of UAVs in F SI.SE’ with re-
gard to U, respectively.

Connection time (CT, j): This component means the connection
time related to the link between U; and U;. It seeks to construct
a communication path, which includes intermediate UAVs with
strong connections. In this case, the constructed path has a longer
lifetime. If CT}; is high, U; and U; do not get out of each oth-
er’s communication ranges and experience a less number of link
failures. This increases throughput and facilitates the data trans-
fer process. According to Section 5.1.2, CT;; is calculated through

Equation (3). Then, it is normalized using Equation (24).
CT;;— min

CT;;
crrorm [ v UJ'EFSise, { U} (24)
i = 24
Y max {CT,-j} — min {CT,-J-}
v U,eFSsSe v U;eFSs5

here max {CT,- j} and min {CT, j} mean the maximum
v U;eFsSe v U,eFsS

and minimum connection times related to links between UAVs in
FS5¢ and U,.

Residual energy (Ej’.): This component means the energy level of
U; and seeks to construct a communication path, which involves
high-energy intermediate UAVs so that this route does not fail due
to the lack of enough energy of intermediate UAVs. It is registered
in NTable;, and Equation (25) is used to get the normalized value

of this component.

E'— min {E( }
vuersse L/
E}mrm — (25)
max {E’} —  min {E’}
vuersse U ) vuyersse U
here  max { E! } and  min { E! } mean the maximum
vuersse L/ vuersse U/

and minimum residual energies of UAVs in F Sise’.

Movement path (4;): This component means the movement path
of U; with regard to U; and seeks to construct the communication
path, which involves intermediate UAVs with the movement angle
almost close to each other. In this case, these UAVs move at same
direction (4; = 0) to decrease the number of hops and delay in this
path. For calculating 4;, consider Fig. 8. According to this figure, a
triangle is drawn between three nodes, namely U;, U;, Up, and A J

shows the angle between A and B. This angle is calculated based
on Equation (26).

b, + ayby + a3b
/'lj:cos_1 (—al 1920 + a3 3) (26)
|A]|B|
so that,
A= (xj=xy) i+ (Y =op) i+ (5 - ) k @7
—_— Y= Y=
ay ap a3
And,
§=(x;—x;)i+(y".—y;.)j+(zf—z})k (28)
—_—— Y= Y=
by by by
S0,
— 2 2 2
A=V =)+ (=) + (= ) 29)
And,

A= (=) (1) o (-5
i Jj i J i J
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Fig. 8. Movement path of U; with regard to U;.

Finally, the normalized value of 4; is obtained using Equation (31).

A;— min A;
norm / v U;eFs { ’}
}»j = - , 0<A; <7 (31)
max {/11-} —  min {Aj}
v U;eFsSe Y U;eFsSe

here max

{A-}and min
vuersse 7 v

{A j} mean the maximum and min-
U;eFsSe
imum movement paths of the UAVs in F Sise’ with regard to U;.

Hence, the reward value (R,) is calculated based on Equation (32).

Rinax» U™ isdestination

Rl = Rminr
o (1— )+wzcri;0*"’+w3 Epom +w4(1—/1;.'0""),

U™isalocal minimum

Otherwise

Vnorm
ij

(32)
so that oy, w,, w3, w, are weight coefficients, and their sum is equal to
4

one (Y w; = 1). In the first line of this equation, if U ; and U, are the
same,’ tlhen the environment gives the maximum reward, R, to the
agent when taking the action U; —fo—U;. In the second line of Equation
(32), if Uj is local optimal, and all UAVs in F Sl.se’ have more distance
to Up, then the environment gives the least award, R, ;,, to the learn-
ing agent when taking the action U; — to — U;. Otherwise, according to
the third line of this equation, R, is calculated based on the four compo-
nents, namely relative speed, connection duration, residual energy, and
movement path.

5.2.3. Dynamic learning factors

As stated in Section 5.1.3, in addition to the information about each
neighboring node, NTable; also includes the learning parameters re-
lated to Q-learning. These parameters consist of the learning rate (¢;;),
which pertains to the connection between U; and U;, as well as the
discount factor for U; (y;). These values are computed dynamically
to ensure that each UAV possesses its distinct learning rate and dis-
count factor. In QRCF, this feature improves adaptability to FANET and
enhances network performance. In the following, these learning param-
eters are defined and calculated.

* Learning rate (¢;;): This element governs the speed at which the
Q-learning algorithm learns. It illustrates the effect of new and old
information on the learning phase, and its value is limited to [0, 1].



A.M. Rahmani, A. Haider, M.M. Zaidi et al.

QRCEF calculates this learning component based on the connection
time between U; and U; (i.e. CT;;). CT;; and ¢;; have an opposite
relationship to each other. If the link between U; and U, has a long
connection time, then this link is more stable. As a result, a;; can
approach zero to perform the routing phase with a focus on old
information. Otherwise, if the link between U; and U; includes a
short connection time, this link is unstable. As a result, «; ; is close
to one so that the routing phase is performed by focusing on new
information. For calculating «; s CT; j is obtained from Equation (3)
in Section 5.1.2. Then, it is normalized using Equation (24). Finally,
QRCF uses Equation (33) to calculate «; e

ay; = cosh (=CT™) + sinh (—CT™ ) 33)

Discount factor (7;): This component plays a crucial role in balanc-
ing exploration and exploitation by adjusting the importance of the
reward value during the learning process. y; is defined in the inter-
val [0, 1]. In QRCF, U; aims to select the most stable nearby UAV as
the next-hop. To achieve this, U; computes y; based on the stabil-
ity of its adjacent UAVs in two consecutive periods. If U; has stable
neighbors, y; will be closer to one, indicating a stable Q-value. In
this case, the learning agent focuses on exploiting its past experi-
ences in the environment. Conversely, if U; lacks stable neighbors,
v; approaches zero, signaling an unstable Q-value. Thus, the learn-
ing agent the learning agent switches to exploring the environment
to gather new experiences. y; is determined using Equation (34)
[54].

. ‘Nj(t—l)UNj(t)|—‘Nj(t—l)an(t)|

Vj (€2)]

‘N/. (t-1)UN, (t)|
Here N, (t — 1) and N; (¢) are the number of neighbors of U; in two
moments ¢ — 1 and ¢, respectively.

5.2.4. Prevention mechanism

The prevention mechanism in QRCF seeks to avoid situations, like
routing holes or failed links, which can damage communication routes
and lead to packet loss. To avoid these events, QRCF must not be trapped
in local optimization. Hence, if the next-hop node (i.e. U;) is a local
optimum, it will dispatch feedback for its previous-hop UAV (i.e. U,).
As a result, the reward value for the action U; —to — U; will equal Ry,
and the Q-table will be refreshed accordingly. As a result, the likelihood
of the reselection of this action in the future is reduced, and QRCF is not
trapped in the local optimization. In addition, if U; fails to communicate
with its neighboring UAV (i.e. U f ), the link between these UAVs will be
cut off. Hence, the reward value corresponding to the action U; —to —
U; will be equal to R, and the Q-table will be renewed accordingly.
Algorithm 3 describes the pseudo-code related to the routing phase in
QRCF.

6. Simulation results

To assess the efficiency of QRCF, simulations were conducted us-
ing the network simulator 2 (NS2) [55]. The outcomes are described
in comparison with different routing schemes, namely QRF [42], QFAN
[48], and QTAR [49]. These assessments are measured across five cri-
teria: used energy, data delivery ratio, overhead, latency, and network
longevity based on the number of UAVs and their speed. In the simula-
tion process, the network environment is defined by the dimensions of
20002000 % 300 m>. It contains 20 to 100 UAVs that are randomly scat-
tered in this environment. These UAVs fly at the speed 10 —40 m/s, and
follow the three-dimensional Gauss-Markov mobility model (3D GM).
In addition, their primary energy and communication radius are equal
to 1000 Jules and 250 meters, respectively. This network adheres to the
IEEE 802.11n communication standard, which benefits from features,
such as high throughput, high data rate, and excellent quality and long-
range communication [50,51]. Note that we repeat the experiments for

10
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Algorithm 3 Q-learning-based routing process.

Input: U;: Current state in the routing technique based on Q-learning.
FS5: Filtered state set
& Vs and M: Learning parameters
Output: Q-table: Routing table stored in U,
Begin
1: U;: Select £ randomly in [0, 1];
2: U;: Set the initial value of each Q-value in Q-table on zero;
3: while episode < M do

4:  U;: Calculate F SIS"’ using Algorithm 2;
5: U Extract the next state (i.e. U;) from FS 'S¢t randomly;
6:  U;: Compute a;; and y; using Equations (33) and (34), respectively;
7: fort=1to N do
8: U;: Generate a random number (»,) in [0, 1];
9: if n, <e then
10: U;: Carry out its action according to the e-greedy strategy;
11: else
12: U;: Select its action from Q-table;
13: end if
14: if U; and U, are the same then
15: R, =R, ,:
16: else if U; is trapped into a local optimization then
17: R, =R;;
18: else
19: Ro=o, (1= [7rm|) + 00Ty + o B + oo, (1 20 ):
20: end if
21: U;: Extract the next state from F S,S"’ randomly;
22: Agent: Change its state to the new state;
23: Agent: Update Q-table based on the reward value;
24: t=t+1;
25:  end for
26: episode = episode + 1;

27: end while
End

30 runs and then present the average results with 95% confidence inter-
val to provide an accurate analysis. See the most important simulation
parameters in Table 5. Evaluation scales are defined as follows:

« Consumed energy: This refers to the average energy used by each
UAV while transmitting data packets to other UAVs within the
network. It is a very important criterion for evaluating a routing
scheme.

Packet delivery rate (PDR): This scale measures the ratio of pack-
ets delivered to the destination to the sent packets. It is calculated
using Equation (35).

nl’
Y, PK,
r=1

PDR="
Y PK

s=1

x 100 (35)

S

here PK,, PK,, n,, and n, represent the packets come into the des-
tination node, the packets sent by the source node, the number of
the entered packets, and the number of the sent packets, respec-
tively.

Routing overhead (RO): This metric represents the proportion of
control packets to data packets transmitted during the data transfer
process. It is obtained using Equation (36).

NHello

Y Hello,
h=1

RO = (36)

]

s

PK

s

5

where PK, Hello,, ng, ng,y, indicate data packets, hello pack-
ets, the number of data packets, and the number of hello packets,
respectively.

Delay: End-to-end delay (EED) denotes the average duration taken
for data to travel from the source node to the destination node. It
is obtained through Equation (37).
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Communication standard

Table 5

Simulation parameters.
Parameter Value
Simulation tool NS2
Compared schemes QRCF, QRF, QFAN, QTAR
Network dimensions 2000 x 2000 x 300 m*
Number of UAVs in the network 20-100 nodes
Velocity of UAVs 10-40 m/s
Communication radius 250 m
Primary energy 1000 J
Movement model 3D GM

IEEE 802.11n

Antenna Omni-directional
Traffic model Constant bit rate (CBR)
Data rate 2 Mbps
Transport protocol UDP
Carrier frequency 2.4 GHz

) (Tz (PK;) = Ts (PK;))

PK;eP={PK,....PK,}
ny
Y PK

"
r=1

EED= 37)

where PK,, PK;, n,, and P denote the packets come into the
destination node, i-th data packet, the number of packet reached
the destination, and the set of all data packets, respectively. Also,
Tg (PK;) and T (PK;) mean two recipient and sent time moments
related to PK;, respectively.

Network longevity: It expresses the time period of the routing pro-
cess from the network bootstrapping time until the first node dies
(FND).

6.1. Consumed energy

Fig. 9 shows the energy used by UAVs in various approaches as a
function of the number of UAVs. The results reveal that energy con-
sumption in both the two methods, QRCF and QRF, are very close to
each other. QRCF lowers the average energy consumption by 5.01%,
22.32%, and 33.78% in comparison with QRF, QFAN, and QTAR, re-
spectively. According to Fig. 9, a direct relationship is displayed be-
tween energy consumption and the number of UAVs, where energy use
is higher in denser networks compared to sparser ones. In dense net-
works, the exchange of control messages between UAVs increases, and
the neighboring tables stored in UAVs are larger. As a result, the state
set in Q-learning will also grow, leading to a decrease in its conver-
gence rate. This causes flying nodes to consume more energy when
finding the optimal path. Additionally, Fig. 10 evaluates the energy used
by UAVs under various schemes as a function of the speed of UAVs.
In this figure, QRCF reduces energy consumption by 4.94%, 26.14%,
and 35.85% in comparison with QRF, QFAN, and QTAR, respectively.
Clearly, when UAVs fly faster in a FANET, their connections become
less stable, and communication paths tend to be disrupted earlier. This
requires UAVs to expend more energy on sending additional hello mes-
sages, updating their neighbor tables, and recalculating communication
routes. Generally, Figs. 9 and 10 indicate that QRCF outperforms other
routing schemes in terms of energy efficiency. This has a few reasons.
First, QRCF constantly refreshes the hello broadcast period based on
the average connection time of links between itself and neighboring
UAVs. This dynamic update improves QRCF’s adaptability to FANETSs
and reduces the need for excessive control message exchanges during
routing, effectively managing the energy consumption associated with
hello message exchanges. However, QRF, QFAN, and QTAR do not have
such a mechanism, making it difficult for them to control the volume
of hello messages exchanged within the network. Additionally, the Q-
learning-based routing algorithm uses a reward function, which contains
the energy parameter. Thus, this algorithm seeks to find paths with in-
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termediate nodes that have sufficient energy, thus optimizing energy
usage and enhancing network longevity.

6.2. Packet delivery rate

Fig. 11 presents an evaluation of the packet delivery rate across var-
ious schemes as a function of the number of UAVs. In this figure, QRCF
enhances PDR by 1.20%, 2.31%, and 6.87% in comparison with QRF,
QFAN, and QTAR. Clearly, when the number of nodes in FANET is grow-
ing, PDR is also ascending in all schemes. This result is because UAVs
in dense networks have more stable connections and experience fewer
link failures. Hence, the constructed routes will be valid for a longer
period, and the number of lost packets caused by the instability of the
paths will be reduced. Furthermore, Fig. 12 evaluates PDR under dif-
ferent schemes in relation to UAV speed. As shown in this figure, QRCF
enhances PDR by 2.36%, 2.85%, and 7.63% in comparison with QRF,
QFAN, and QTAR, respectively. Also, this figure highlights an inverse re-
lationship between PDR and UAV speed. Increasing UAVSs’ speed leads to
less stable communication within the FANET, resulting in shorter route
lifetimes and higher chances of packet loss due to disrupted connections.
Overall, Figs. 11 and 12 show that QRCF has a higher packet delivery
rate than other methods. This performance boost is primarily due to the
Q-learning-based routing algorithm’s reward function, which incorpo-
rates a time connection parameter (CT; j). As a result, QRCF focuses on
the stability of communication links in the routing process and chooses
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more stable connections to send data. This will make an increase in PDR.

6.3. Routing overhead

Fig. 13 illustrates routing overhead across different routing schemes,
with respect to the number of nodes. The outcomes demonstrate that
the overhead in QRCF is 10.91% and 3.41% more than that in QRF
and QTAR, respectively. However, QRCF has about 7.24% less overhead
than QFAN. This figure also highlights a clear relationship between rout-
ing overhead and the number of UAVs. Obviously, when the number of
nodes is growing, these UAVs must exchange more hello messages to
know the status of their neighbors in FANET. As a result, the overhead
of all routing schemes will be raised when increasing the number of
UAVs. In addition, Fig. 14 compares routing overhead in different ap-
proaches according to the speed of flying nodes. As shown in this figure,
the routing overhead of QRCF is 15.47% and 7.74% more than that of
QRF and QTAR, respectively, while it is approximately 1.91% less than
that of QFAN. Fig. 14 also shows a direct correlation between routing
overhead and UAV’s speed. Clearly, as the nodes speed up, the connec-
tions between these UAVs are broken faster, and they need to exchange
more hello packets with each other so that they can timely update their
neighbor’s information in the neighbor table and calculate new commu-
nication paths accurately. Hence, the routing overhead is greater at the
higher velocities of UAVs. Generally, Figs. 13 and 14 show that QRCF op-
erates weaker than QRF and QTAR in terms of routing overhead. This is
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because the performance of cylindrical filtering in QRCF is weaker than
that of spherical filtering in QRF. This leads to more control overhead
in QRCF. On the other hand, QFAN exhibits the highest routing over-
head, which can be attributed to the additional use of control packets,
specifically route request (RREQ) and route reply (RREP) packets.

6.4. Delay

In Fig. 15, delay in different schemes is compared based on the
number of flying nodes. As shown in this figure, QRCF decreases de-
lay by 17.71%, 40.60%, and 48.03% in comparison with QRF, QFAN,
and QTAR, respectively. Fig. 15 displays a direct relationship between
delay and the number of UAVs. As the number of flying nodes increases,
the number of control messages exchanged between the UAVs will be
greater, and consequently, the size of their neighbor table will be larger.
Hence, all four Q-learning-based routing schemes have a larger state
space, which speeds up the convergence rate to identify the optimal
path, thereby increasing delay during the routing process. Moreover,
Fig. 16 compares delay in different approaches based on the speed of
UAVs in FANET. According to this figure, QRCF reduces delay by 17.5%,
29.79%, and 43.59% compared to QRF, QFAN, and QTAR, respectively.
This figure reveals a direct relationship between delay and UAV’s speed.
Obviously, UAVs with higher speeds have unstable connections, and re-
updating communication routes is essential due to their short lifespan
in FANET. This leads to higher delay. In general, QRCF performs bet-
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ter in terms of delay compared to QRF, QFAN, and QTAR for two main
reasons. First, QRCF utilizes a cylindrical filtering technique to refine
the state space within the Q-learning algorithm, enabling faster conver-
gence to the optimal routing solution. Secondly, the reward function
in QRCF evaluates the next-hop node based on relative velocity and
movement path. This ensure that intermediate nodes in the path have
similar velocities and movement angles, enhancing the stability of the
path. This stability helps minimize the need for frequent recalculations
of new paths, thus reducing delay during the routing process.

6.5. Network lifetime

Fig. 17 presents an evaluation of the network lifetime in different
schemes, depending on the number of nodes. As shown in this figure,
QRCF extends network lifespan by 3.21%, 11.11%, and 24.90% in com-
parison with QRF, QFAN, and QTAR, respectively. Furthermore, Fig. 17
reveals an inverse relationship between network lifespan and the num-
ber of UAVs. As discussed in Section 6.1, the addition of more UAVs
leads to higher energy consumption, which in turn shortens the net-
work lifespan. Fig. 18 evaluates the network span for various routing
approaches based on the speed of UAVs. Accordingly, QRCF improves
network lifetime by 8.75%, 24.31%, and 34.16% compared to QRF,
QFAN, and QTAR, respectively. Overall, Figs. 17 and 18 show that QRCF
has the best network lifetime compared to other routing approaches. The
reasons for this were described in Section 6.1 in detail. The most impor-
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tant reason is that QRCF incorporates the remaining energy of UAVs into
the reward function and considers a dynamic interval for broadcasting
hello messages in FANET.

7. Conclusion

This study presented a Q-learning-based routing strategy, enhanced
by an innovative cylindrical filtering technique, called QRCF in FANETs.
Firstly, the propagation interval of hello messages is regularly updated
based on the connection duration between each UAV and its neighbors,
enhancing the adaptability of QRCF to FANET. The second phase in-
volves a Q-learning-based routing process, where cylindrical filtering is
applied to refine the state set. This improves the learning speed when
determining the best route. In this phase, a reward function is calculated
based on relative velocity, connection time, residual energy, and move-
ment path. Finally, QRCF is implemented in NS2, and its evaluation
results are compared with three routing methods, namely QRF, QFAN,
and QTAR. These evaluations are based on the number of UAVs and their
speed. Overall, when changing the number of nodes, QRCF improves
consumed energy by 5.01%, 22.32%, and 33.78%, PDR by 1.20%,
2.31%, and 6.87%, delay by 17.71%, 40.60%, and 48.03%, and net-
work lifespan by 3.12%, 11.11%, and 24.90% compared to QRF, QFAN,
and QTAR, respectively. However, QRCF has 10.91% higher routing
overhead than QRF. In addition, when changing the speed of UAVs
in FANET, QRCF optimizes consumed energy by 4.94%, 26.14%, and
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35.85%, PDR by 2.36%, 2.85%, and 7.63%, delay by 17.5%, 29.79%,
and 43.59%, and network lifetime by 8.75%, 24.13%, and 34.16% com-
pared to QRF, QFAN, and QTAR. However, the overhead of the proposed
scheme is 15.47% more than QRF. In future research directions, the
filtering algorithm in QRCF must be optimized to manage the rout-
ing overhead in FANET. This optimization can be implemented using
fuzzy logic or metaheuristic algorithms. Additionally, the performance
of QRCF can be evaluated under diverse mobility patterns and environ-
mental conditions. In the future, QRCF will be improved by considering
the effect of external interferences or environmental obstacles on the
network performance. In addition, QRCF will review lightweight alter-
natives to dynamic parameter updates in the future because the adaptive
learning parameters enhance adaptability but could increase overhead
in resource-constrained scenarios.
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